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Abstract With the rapid development of Internet,cyber attacks are becoming more frequent. Webshell is a common cyber attack
method,and traditional detection methods are unable to cope with complex and flexible variants of Webshell attacks. In order to
solve this problem,webshell detection method based on TF-IDF is proposed. First of all.the system classifies Webshell files and
transcodes different files accordingly to reduce the impact of confusion and interference technology on detection,then build a bag
of words model and use TF-IDF algorithm to weight extract relevant features,and finally uses the XGBoost algorithm to train the
detection model. Compared with the traditional machine learning algorithm, the Webshell detection model based on TF-IDF and
XGBoost algorithm has higher accuracy than the traditional detection method,and has stronger robustness and generalization ca-
pabilities. The detection accuracy of XGBoost algorithm for PHP type files can reach 98. 09 % ,and the accuracy for JSP type files
can reach 97.09%.
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Table 1 TF-IDF feature values ofassembly code
iC %5 TF-IDF &
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Fig.4 PHP type feature extraction flowchart
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Table 2 TF-IDF feature values of OPCODE

OPCODE TF-1DF &
ADD 0.0051
ADD_ARRAY_ELEMENT 0.0112
ASSIGN 0.2103
ASSIGN_ADD 0.0020
ASSIGN_CONCAT 0.0345
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NOP 0.0224
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