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Abstract With the rapid development of computer science,the number of alarm logs is increasing geometrically. Alarm logs re-
cord the correlation information of attack behavior and are vulnerable to theft and tempering,and the retrieval results contain a lot
of irrelevant logs,thus interfering the correctness of log analysis. In order to solve the problems of safe storage and data extrac-
tion of alarm logs, this paper proposes a log secure storage method based on blockchain. Alarm logs are stored in distributed stora-
ge system based on block chain,which index library records block storage location. The traditional block chain sequential retrieval
is replaced by querying the block index library,which improves the retrieval speed of ciphertext log. Through threat assessment
of attack source addresses of alarm logs,and build a ciphertext index structure, which is stored in the block header. Alarm logs
classified to the same attack scenario are associate retrieved based on correlation analysis. According to the experimental results,
using the log secure storage method based on blockchain to store alarm logs,the block generation efficiency will not greatly re-
duce due to the index construction,and the log retrieval efficiency is high and the attack scenario logs can be obtained.
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Fig. 1 Log cipher text storage model based on blockchain
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Fig. 2 Distributed storage structure based on block chain
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or without index
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Table 1 Comparison between proposed method and other log

storage methods
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Table 2 Result statistics of attack scenario log retrieval method

based on alarm correlation
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scene log index
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