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Analysis of Kaminsky Attack and Its Abnormal Behavior
CHEN Xi,FENG Mei and JIANG Bo

Institute of Computing Technology of Research Institute of Petroleum Exploration and Development, Beijing 100083, China
Abstract Kaminsky attack is a kind of remote DNS poisoning attack. Since the attack is successful, requests for resolving the
name of second-level domain are directed to a fake authoritative domain name server. This article proposes a novel method for de-
tecting abnormal behaviors against Kaminsky attack s based on attack signatures. First,features such as time.IP,DNS Flags,and
DNS Transaction ID in DNS packets are extracted. Then sliding window its applied to deduplicate the Transaction ID and calcu-
late the conditional entropy of Transaction ID under the condition of the same IP address. Finally,improved CUSUM algorithm is
applied to analyze time series of the conditional entropy to detect attack time. In addition, with data within the detected attack
time, the conditional entropy could be traced back to the IP addresses of the poisoning target named the authoritative domain
name server, The analysis sample consists of attack traffic and normal traffic. With different parameters of the attack code,simu-
lations verify that this method not only has a small time complexity, but also has a low false positive rate,a low false negative
rate,and a high detection rate. It is an effective means of detection and analysis.
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