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Multiway Tree-based Group Key Management Scheme for Multi-privileged Group Communications

XU Yang ZHOU Wei DU Qiushuang WANG Guo-jun
(School of Information Science and Engineering, Central South University, Changsha 410083, China)

Abstract In multi-privileged group communications, since users can access multiple data resources according to their
different privileges, security issues become more difficult to solve than that in traditional group communications. There-
fore, this paper proposed a novel centralized group key management scheme for multi-privileged environments. The pro-
posed scheme employs multiway tree to construct a key graph and assigns a unique ID for every node in the key graph,
so that the relationship between keys can be deduced by an ID which will contribute to locating the affected keys effi-
ciently. As a result, the related users can update the affected keys through previous keys or with a rekeying material by
using a one-way function when membership changes dynamically. Theoretical analysis and experimental simulation re-
sults show that the proposed scheme can reduce the storage and rekeying overhead efficiently,and it outperforms some
previous schemes. Meanwhile, the forward and backward security is also guaranteed.

Keywords Multi-privileged group communications, Key management, Multiway tree, One-way function, Rekeying mate-

Vol. 41 No. 5

rial

1 38

FEE Internet AR B AR, HIBH AR HEBR MY H
RAHMBB T ZHNA. SR, KEZLm8d 0 %
. ZEABERAGHANAFATURBABER . WA
HPARBEBEEXMAZINEBERERESE,. UR
BRERHABAE AREEREENAEEE RinEs
ﬁ)[l]o

BRI, BATHERBERC AR RHEZENERT
BzZ—.
TG (R BAE R B TFRE A BERE
BEFRERPHEAMHRNSE, RESAEHAMER. AR
BABBE R F — 235 %4 (Session Key, fBj#R SKOP 47
mEBRFASERP T, YRS MA/ BIFRAE,
MEFZ SK, LM{RIFL2H:,

IR HR.2013-09-17 & HHEH.2013-11-21
(20110162110043) ¥ 8.

AT ESPRBLERE D, FEES M RERR, BA
FATAR B A PR ARBUA B 0 SR B IR . 8%, BB 1a) ] — R
HEBEUR B P B 0 B 4 (Data Group, i # DG, i &
R RIRURR L RE 5 [E)AH R 450408 BE 15 48 B0 R P SR PRl R 45 4
(Service Group, #i#k SG). AELMELHAR, FBREREE
fERAFR SK ST LB P AIRE B © 0 RIRE 4 B
B SK. MAPRRRETLN, 5EH P HE SK AL
PEREER XK SK, Rt SRHEHEHE T RAN
ERREE0T 1L P RBUR BB B IR, B E RS H B0b
BRI ZH P MA /RS / ERREEmAEE.

AT RREORBHBEPWRELEME, A RE T —
METEXNHERHARSERF R Multivay Tree
based Group Key Management Scheme for Multi-privileged
Group Communications, {8 MTGKM) , Bl 3% B & X iy gt
FHEFIEAPHAIE D, MERERERTEENNE

ALZEFREABERSINE (61272151,61073037), L 2K LR S ST MRS

# B1983—), B, W14k, FEWRF M ARLAEERG . EWITH L LB, E-mail: xuyangesu@gmail. com; & M (1980—), &, @+ 4,
FEHRFHREREL FALEE RN 1986 —), B, 4, TBEHRF AN EHRAEEGFLLNE; ERMEAI70—), B, #%2, 8+
R, FERREFRNEEEL . SHE EWHITES, E-mail: csiwang@csu. edu. cnGEEIEE) .

0410



45 miae, T s R B M H B AR A EHEH R IE
FHHATHE, ULRAPMA/BH/HBIBRPHEHE
B, AT AT S BRI .

2 HXIIE

g (AR BARE BRI EECRETS
AN AEATEFR, H, B3R E TEHME
4L 38 (Logical Key Hierarchy, fAi#k LKH) , &R F#
REHMALEHE, B ELH 5 K L (Key Distribution Cen-
ter, R KDOEH S FHEHHNFHMN O BEZE OUogn),
AR, U4 BE T —MHET X W FEH B
8 A RE VLSO B B T, g B R IR O IR R S R
FEH. ErRERAMRENAAEEREORE,BIGEH
FRATE _XNEHHESHE. IEEEHARBEE, X
RIS JEH TET m X5 DH LB H FH R b, &
Wit m XHEHRERNEERRLOFEH T ANEE. B
%A DH thilEF S AM B K,

E—-SHRABN A, AMUERT SN RIEREHF
BB 8L, T B P 0] AR A R AR IR, ATIER T A
FIREIBERR. i THRESMERBERPTERSHZ
B, AL GG HATHERF R IBER LB BEET L
RBLEE PR,

BET, 14 SR B AEENRABRHER TRt
REFSER, Kb X6 BB ERAFEAER TR
(Multi-Group Key Management Scheme, f& #k MGKMS) #|
B SG Z BB FE RN TTR LR A& SG 3 A B HR
HWER— R4 %4 B (Integrated Key Graph, f§# IKG) 3
AT B, NTHHR THS DG Z R/ EE N ERAITR.
BEMRF RO, B TFTEATHRES I MTAARERTMET
KDC HyBEAE H 4., 78 MGKMS B RE E, 847178 C#k
(7,814 TR T 5 1 ) B4 48 # L (One-way
Function-based Group Key Management Protocol, f& # OF-
GKMP), iz UBIESCR[ 91 XM E 4l , B b %
PN E B D REERETEEFTNES, FeT, FIALR
AR R P RE S B ATHEE K AR A B AT, AT
SEGIEHOFE . BT MGKMS ft OFGKMP #j#+ —
XSS, Y P AEREY AR AR R EER
B W3 B , ST A P KDC R E KM S
BEHFHE. A TH - SRREHEHIBPHIFHE,
(MIRETAHTHTFEARBEANASETVFEERR AR
(Non-Split Balancing Higher Order Tree, f&j# NSBHOT) , Bfi
KH 2-3 WEHRFEEY, AR B TR SHER
FEETE. VERSENBP A /R BEEX KDC B
R ES, CRR12 ] EWE L BB T —FHET R/
(N, DR FHMBERFR, YA /LB B E A EEAF
NEREE - REHESF N EXH T E8, RERTH
EHEY. R, X RABEBEREINE2E. BT
BN B R PR IR A /B L, CER(13 BT i
) MM-MSKMS 358 X T —A~ B A R 28 830 B M R
FHRERE, N THE IKG WE Z4%, LR T SG Mzh
F3319,159.¢ 1. W

3 EHEEAE

A U= WG EHE B, 3R T AT RPEHA
. 42 .

EMARUEEAY S D HSRTR. MR T LERA A/
BHBEAEARR SC ZEEBHNEAEFT TR, FHRHN
TR SR AL NG, TLHERBERN SR AN EL
PR T R AT R s R A AT LA A P R AR T R
B RNEAR TS, ERHERETRPSIAE
HEFEM, LR 5UR M B HA, RS SR E N EHE
FERMBARETRTMERFEA, FRZREAHHETH
Al BB > LAY 5 6 SR AN F il R T 4

3.1 RgH#iR

FHRAIBETXOBHAEATBETR  KARAEHAE
e BT B AL IR TS — 1 KDC SERB S A . &
RE5EM, FYHEH DG FEES S5 SC FRE S HR, H
#,DG FHEFD R RS, RS SG N SK Z [ #
TIRKXFME, BFFA SK B A AR EMNEIZA SG TR
AR B LW RIES. T SG PRI KHEZXWE
H, RFTA 8 SG FRIES .

T i SK 5 AU RLF b0 8 B B R SK, e
M-F RIS B 9 A SR T 41 % 43 (Key Encryp-
ted Key, f8#% KEK) , TiM-F45 5 0 F 2 3 &0l F R P
MAAES. BE 1T APAENS AR R
FOBIMRL SK 7 A BB L BT A %43, B %1 SK il KEK
WBE AR FEE. UL SHHNKAPXRREE L
B, DA B P BT AR B9 4, LURIE 22 2 O 1S

<5,-1> {SKy
DG
A4

<5.02 SG
T
B

<3,4><3,5><3,6>

M1 ETFEXREHNEARWG=3

0T Mo s A 9 4 T o Y B RATXT BAR SG T i
THREF ANV RLE—T D,

% SG FRRAEBHATHRS B SG,,SG; -, SG: (i R
B . 1T SG FHMANERY AW IDIEA G,m), Hh
i FAREH AT SG: F, 1 m RAZT AN SG: THEY
B AADKIG, ODFH, B LM T.BLEMAHTIES m
AMrE (m=0 H A BRED.

DG FEBMAHEAY EAH DI p, O BHEVHRA
oy a5 1Repy 0 P BTF T 5L W ID AR Clom (prs p2) , max
(prop2)). HHANEHE—-FHH k<p1 g U D K<p,— 10,

BB EARF R, B EL RPN A8 DG, F A
ki Lo—v/an (d HE IR R kam B H RX—XR
BEA YA AR Y AR D, AR H AP AR
8 SG T PR3 EH W A RN, FIE  ramER T, &
Wi A DG FRBSMHLEBEAN R ATERELEC
HHIEFHLWEY, H WA P a5 EH AN R E
8, Upirs R Ee.

3.2 HHEFRNE
3.2.1 APmAR

LHP w A SG; B, WETIA Y R BIHFTA M SK

RZEREEFRAMABRRD) FHEHSTEER.



B, KDC Hg— M H P W s s AR SG T4
. ARRERE V&, KDC B ARTHIN SG TREBHR
W, IRARE, T RERT FEAR SG TRER
SR Ab IR WA, U KDC T8 SG; PR BREERA
SREVR P R ER M EE R KEK 3 8. $i
KEK ¥ G2k & T B A FRH ID, HERTHRHAL N A
FFHEAE u HRBEN R BR5,KDC IH 1 A8 ID
Gom) R BB MAT L& IDG,m); MITFBH R DG,
m2im. FALFEFIREE DGm); HBEBCBEEHMNES,
FELBERBERXEEF =), MPRAMEHR
KDC R8T #% T B 28 IDGme v, BERA B E AP H R
EETH, TREEW RN DEHAG,m — D, FHHER
SOFEH R B KEK 5 8O X BB £ omy) = f ki
@ kim0 BEKDCHEFTRF u MARE EBEHCE
FROBELELFENRE u.

3.2.2 ApPEHER

AP wiBH SG, B, MGR B R P R BIH AT H SK
R Z AR R (B3R B ) E BT EER .

B KDCT ¥ o« AP W AR DU, n)n, HAL P ARSE
DXLn) MEBEEFHWES BDEYH kira-va
kit /=D 32 skaos » BAL I DG FEFB S ID 5 —IR
FIBRERMEAN K. K5, KDC EREHAEH XM R, IF
SHERRE SGuiwesm=n (S SCREWES) FRHR
TREHUL SG FRMN « FITERR B35 s B U315 ST
RLEEESINT R H#EAT NS SF 4198 R % 30, HAb A R4 R
HA P DU, 0 SEATHAIE RS o BB F SGi» BIA
ID M-I L EH WA EHCAREENNEHE
LR A DS TR LT IO R B/ MENE
A MERATAENEM R MRAFRBTF SG- WA A
C R TRERS COEARERIABHENREM R85, %
BEHNHES ¢ SEFEFREM R #TREHE, FHE
B RN EFENHEA LY =fGOR).

3.2.3 Mp#aids

SG; PEIFIF u BB E SG; TR F u BB H SG,
WA SG;. HBMEABESERT LAMA/BHIBRNE
b, KDC ¥ u 89 P 1 5O SG: B E SG; FRRIIT 48R
HW R DU BATR DGm)dy , B RO EER
ETH, RN #HZT AN D, FEEENE, b TEHE
BAMABBIHSAER AHESRSNES, GHE
SG, #15G; £ DG FESMFPHEHHHBIH R IDHE—
TRATRERR 17 89715 BT T RL A 50D B R P I A 8 X AR L
FAREFE A RISUR AT EER.

BEAh, e B AP AN SG; WIRBEHEFRE
B, AT kSR 4K B EL IR i R 5 4 SG, 19 /5 SRR, A AR
HEBERE B PATIMARIE. AP RS REEE LA
2,

BN, P ws A SG: B ZE SG; , TR wis SERH
SG; BHHIA SG,. KDC " #(3,12)s ,(2,14)5 FI(2,4)m.

KDC M SG; HBERF R koo »REEREAEH
EM R FIFMEAB/AFAREEFNEHNAS .

KDC—> w6 : E {kis,i0 » RY 5 w7 : E§ ki R}s;upo2: E
{ks,y s R} 501315 :E{kea,2 sR} su-2 :E{kis,00sR} .
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Output: the updated keys;
/*<l, n> is the ID of leaving node, <j, m;> is the ID of newly
joining node, <j,m;> is the ID of the split node if exists*/
//Deal with the split node;
if (the user holds kg, n2-) {
/l <x , y>is the ID of a node.
ID.<x, y>=<j, m;-1>;
Ky me=fhsy> @ kg 00);} }
//Obtain the rekeying material R
if (the user holds k<, o> where x!=I)
//the user doesn't belong to SG;
//Dec(k,*) denotes the decryption of ciphertext * by the key k
Dec(k<, 0>, E(k<, 0>, R));
else{//the user belongs to SG;,
q=n;
while (¢>08&& ID.x==0){
=l(g-1)d];
if (the user holds k-, ,»){
h=min(ID.y) where ID.y>=t&& ID.y!=q;
Dec( k< i, E (kat s, R);break; }
=t}}
//for keys in SG-subtree
while (m>0 || n>0) {
n={(n-1)/d|;
if (the user holds k< ,>)
Kepn>=flka,n> © R);
my={(m,-1)/d};
if(the user holds k<; m1>)
Ky, m>= flkg,m>); }
/ffor keys in DG subgraph
if{ID.x is a composite number){
if(JD.x mod ! ==0) && (ID.x mod j 1=0)
K<, y> <flk<s, > @ R);
if(/D.x mod ! 1=0) && (ID.x mod j ==0)
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