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SHAO Wei-hui' , WANG Ning' , HAN Chuan-feng® and XU Wei-sheng®

1 Education Technology and Computing Center, Tongji University, Shanghai 200092, China

2 Sustainable Development and New-type Urbanization Think-tank, Tongji University,Shanghai 200092, China
3 School of Electronics and Information Engineering, Tongji University,Shanghai 201804 , China

Abstract The emergency-defense system of China is decentralized,lacking information communication channels and coordination
mechanisms. This condition results to low mobilization efficiency, resource scheduling conflicts and poor coordination perfor-
mance, which highlights the urgency to upgrade the capacity of integrated emergency-defense system. In response to this situa-
tion, this paper studies the integrated emergency-defense mechanism with the expert system as the supervisory decision-making
layer and the P2P(Peer-to-Peer) network as the autonomous decision-making layer. Based on the location, time and category of
emergency response events or national defense events,a three-dimensional blockchain model is established to describe resource
scheduling problems in different situations. Considering the difference between the integrated emergency-defense scenario and the
conventional peer-to-peer transaction scenario, a consensus mechanism based on credit certificate is designed. Finally, an
integrated emergency-defense blockchain prototype system of limited nodes to participate is built on Ethereum. Simulation results
of the prototype system prove that the blockchain based integrated emergency-defense mechanism is reasonable and feasible.
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Fig. 2 Blockchain based integrated emergency-defense system

R Ab 5 T B XA Y — A BT S R R A R T 5



BRIV 55 . T X S 09— 1 21 8 L 289
BT O W RELR AN 3 PR . R R AR R — A AR TR D SR I A B I 5 R 8
R %405 O P2P % . BT

AT 5 B T R L $hex

SO0 L AR AR I s o R S O 2 @

AR E 7 B % 52 R 55 5 1 00 SR T 6 % 7 22 7 4 8 12 65 £/ |

S5 ) D U2 A 0 7 0 6 R R 17 5 0T z /O bockhney @

ﬁ%ﬁﬁii%{ﬁﬁiﬁfi,ﬁﬁﬁd%%}:’ﬂ%ﬁ(ﬁﬁ%%}zliﬁ%%@%i
TR RIL AR A6 RO 3 LB T S R AT 45 5 2 il

CPL B0
gaselynss
| | R
EFREHE i I;P ¢;§§
E1P2P ] 4 : % b 5
WE* —THR— | paemu EHish R |
& 7 . A * '
e ETe T o
v v
txis ||| +xzx
s | %R
EFR s

B A AL

3 —{fen

Fig. 3 Incident response process of blockchain based integrated

O A AR 2R T 5 i S G o O

emergency-defense system

A F 0 O S T 53 D IO 2 B A B A
Hh— %E,u&f“‘:’*ﬁﬂr“ﬁii$f+l_lﬁj‘7’ittﬂ’umn i3 . X T
H— 5, — RN 2 AL T BN S R R S R R

Shy M BE AT A i O A U R T R SR B IR i e A R
R — BRI AR R B M X TR iﬁ/-?\ *ﬁiﬂ:
N AL T B W PR SRR TR A B0 R R AT O

7184 H s S [ 6 R 2 247
LR 7% L VA A A R

3 —HUNSMERREEE
3.1 XBRgEsH
T S 5 L AR B — R 22 S« DL S S AR A R

— 0 BEAL A A ELS T B0 5 R B T BE R B — B SR
Mg, LT R R 4 TR R LA f A, e A A — G Y R

ﬂ%@&%ﬂo*%

P TRl R 2 S 5 7 A SO A R A 1] AT e L IR
JoE ORI 2 AR ek . B AR UL, A TR 2 BY S T ML Y i 2 A

N7 % 2 7T B8 AE Z2 4 i IX R B % AR O &R, TR e AR S Sy —
AN DX A AT A o 1 A R R TR — A T TG [R] R AT S —
ik, XsEh AN X0 aE 3 Afﬁf% BT RR N
Block(l; sty se;) o Forfv 0 FT 38 I 2007 6 28 0 K 2E 1 b 3
PLE 52, FFJT?”L%NIEH&WT“%r“&ﬂz$1¢liﬁﬁq‘lﬁﬂ*“4tﬂﬁﬁﬁ
RKOANER IR AT R ARG o, AT RRFAR Jo
i KT 0 Ros B2 F 1k, T 23k 3500 1000 1 4 00 {5 B3k =
Forh AL e F G RGN T 0 KRR N F A
AT 43 g SRR A 3h 5L LR R AR L b B R R D L RS R
JE MR A IR Ah  — A R SN DX B X R AT )
B B0 DR T TR X B i il — M R 2

W A PR — R AR 200 5% X e A4 K e R 3=

>

BI()L:kl(h 1,C3) . Block (13,12,¢3)
/ pZy

>
>

/ Block (I,tr,¢2
Block (I1,1,¢2) . Y

/ A T
Block l/l,l.x,é'z) / | "
o Block (I,,¢1)

/ |/ 1%
Blogk (li,e1) @——>@

A
/ Blu,"k(/z,lz,cy Block (4t1)

o . [ ) BIock (T5,t3,¢1)

B]lt()ck(ll,tx.c'l),’vl /
# L]

Block (I3,t4,¢1)

Block (14,13,¢.1)
[
B4 — Al B 20 X S 7R ]

Fig.4 Example of integrated emergency-defense blockchain
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>>sudo apt-get update

>>sudo apt-get install -y ethereum
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pragma solidity A 0.4.21;
contract Token {
mapping(address= ~>uint) public balancesOf;
address public owner;
constructor() public {
owner = msg. sender;
balancesOf[ msg. sender] = 500;
}
function transfer(address _to,uint _value) public {
if (balancesOf[ msg. sender |<<_value) return;
if (balancesOf[_to]+ _value<“balancesOf[ _to]) return;
balancesOf[ msg. sender] —= _value;
balancesOf[ _to]+=_value;
}
function mint(uint _amount) public {
balancesOf[ owner ]+ = _amount;

}
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Table 1 Information of emergency response nodes and national defense nodes
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R ¥ A & 0574 0xA7180308A4451Ccle693b0C4A5D4A897TEA0906A77 23.6
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EREE.S -3 B & A A 021 0x7456{aACIIBDaD0eB68022B5ced22cAaCF2647D2 263.2
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R &4 & 0553 0x6¢248Fb1Def8E48893a97dBEc850C944894(5cf4 44.6
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Fig. 14 Configuration of emergency response nodes and national

defense nodes in Ethereum Wallet
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pragma solidity A 0.4.21;
contract Token {
mapping(address= ">uint) public balancesOf;
address public owner;
constructor() public {
owner=msg. sender;
balancesOf[ msg. sender ]=500;
}
function transfer(address _to. uint _value) public {
if (balancesOf[ msg. sender] << _value) return;
if (balancesOf[ _to]+_value <_balancesOf[ _to]) return;
balancesOf[ msg. sender] —= _value;
balancesOf[ _to] += _value;
}
function mint(uint _amount) public {
balancesOf owner] - = _amount;

}

# 15 A2 Token2871 thitiy

Fig. 15 Pseudo code of smart contract Token2871

TR NS N R AT N A A, IR e
Token2871, ¥4 HZ %G8 Z9IUAT mint HATIZH . MK 021
TR R Token2871 58 Wi & 24, 8 i F Mk /1 b dik (0xdF15E
123494D5dd315eff7 A4b2C5A86E951d6alB) 7] LU 2 & A A 1y
M) 97 15 40, W 16 7R

‘ RZ&§021

351.599973131¢

NOTE

hold tostore ether

1f your balance doesn't seem updated, make sure that you are in sync with the network.

Latest Transactions
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Fig. 16 National defense node 021 responses to Token 2871
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