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Abstract How to conduct usability data mining while protecting data privacy has become a hot issue. In many practical scena-
rios, it is difficult to find a trusted third party to process the sensitive data. This paper proposes the first locally differentially pri-
vate k-modes mechanism(LDPK-modes) under this distributed scenario. Differing from standard differentially private clustering
mechanisms, the proposed mechanism doesn’t need any trusted third party to collect and preprocess users data. Users disturb
their data using a random response mechanism that satisfies the definition of local d-privacy (local differential privacy with dis-
tance metric). When the third party collects the user’s disturbed data,it restores its statistical features and generates a synthetic
data set. The frequent attributes on the data set are assigned to the initial cluster center and then start k-modes clustering. Theo-
retical analysis shows that the proposed algorithm satisfies local d-privacy. Experimental results show that our proposal can well

preserve the quality of clustering results without a trusted third-party data collector.
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