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Reconstruction of Cloud Platform Attack Scenario Based on Causal Knowledge and Temporal-
Spatial Correlation
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Abstract Attack behavior in cloud computing environment gradually shows characteristics of strong concealment and complex
multi-step,that is,a complete attack needs to execute some different attack steps to achieve the final goal. However, the existing
intrusion detection system usually does not have the necessary ability of correlation,and can only detect single-step attack or at-
tack fragment,so it is difficult to find and identify multi-step attack,and unable to restore attackers’ attack process completely.
To solve this problem, this paper proposes an attack scenario reconstruction technique based on causal knowledge and space-time
correlation. Firstly, the bayesian network is used to model the causal knowledge,and the causal attack patterns are extracted from
the alerts with IP address correlation,so as to provide template basis for the subsequent correlation analysis. Then,on the basis of
causal knowledge network,alert correlation is conducted from the perspectives of causal,temporal and spatial dimensions to dis-
cover potential hidden relationships,and high-level attack scenarios are reconstructed to provide basis and reference for building a
cloud environment that can be monitored and accountable.
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Fig. 2 Alert temporal-spatial correlation
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