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Abstract In the scenarios of Internet of things,large traffic and so on,traditional cloud computing has the advantages of strong
resource service ability and the disadvantages of long-distance transmission,and the rising edge computing has the advantages of
low transmission delay and the disadvantage of resource limitation. Therefore, cloud-edge collaboration, which combines the ad-
vantages of cloud computing and edge computing, has attracted much attention. Based on the comprehensive investigation and
analysis of the relevant literature on cloud edge collaboration, this paper focuses on the in-depth analysis and discussion of the im-
plementation principles,research ideas and progress of cloud collaboration technologies,such as resource collaboration, data col-
laboration,intelligent collaboration, business orchestration collaboration,application management collaboration and service colla-
boration. And then,it analyzes the role of various collaborative technologies in collaboration and the specific used methods,and
compares the results from the aspects of delay,energy consumption and other performance indicators. Finally, the challenges and
future development direction of cloud edge collaboration are pointed out. This review is expected to provide a useful reference for
the research of cloud-edge collaboration.
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Fig. 1 Reference framework of cloud edge collaboration
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Fig. 2 Cloud-edge collaboration system

B AT 55 S0 BB AR B A 1 G5V k) . L1 A E A AT
Ab BRI Rl T0 TS AN R 55 U ) AR B L AR A S ME Y
W AFTEE LT 4 Rl E

(DB SR A MY ER B 7 AN BRI 55 B4 5
RS § A BS I YL AT IR )

L,.T
tran vd — J-t
DT TRT D

Ho, TRFE—4 TDMA Wi K E R, =E, {r;;} =W EK
(AT, ARFTE A A AL B 0 B 1]
() G5 S FE R

geomb e :AJ-EI‘J-I("./~"
Ljsi

" fii
Horfv, 2, RS oy B2 AL, Cy R 5 5 AL BN T
i) CPU J& 1%k,
(EISUE S =YL i RIS
_A—a.0L;,

(2

g = = ChAL T (3)
u’]
Horb vy BRI S A BGAT KUK A BEAS B A G [l 72 £

(4 = MR 55 8 B9 5 2 3R

st f“:

Horpr, £, (R0 CPU RN B0 3278 2 P W6 R L % W IR 4 4
BLLh A § ARG SRS WA A& IR j A%
RO S5 1S @ DT A 1 SEE R Oy

T;..= tj"f’,”"’ +max{z‘,§“_’,’»‘P'“ S0 th;",’]”’" } (5

(R BT A A B B E IR N

€Y

P, min
.

S Y BT, (6

Sob g RN R B SR e Z AT RS D
B =1, ¥ P, SF5H 5 N WA F 7] P, (RS 30 2% Rl
JIT R BS B IMA RN AE 3R fe ANk APy (AN S =
e 55 2% B9 A SR FAE R e /Nb ) 5 88 J5 SR A P 15 1 S A0 9
SRR Ay BE R e 7 %2, 18 Karush-Kuhn-Tucker (KKT) £ 14
V] B2 5K it Py o A5 H e A T B0 9 R A0 O SR W . 3K BB AL g = 34
P 1R 881 28 07 A R R T 2 0 5 2 2% 0 Y 9 R AT O D
TR BN SR,

3.1.2 FREER%

PR BRI — ELAT R F AR SR L AR E LA
WG A FEREES Zm R EE ., Li S ET
A B E 8 sl S 2 0 BP #h 4 W 4% 15000 321 2% o 19 9% IR B R0
B0, AR B 67 B 0 2 % HEAT BT VR A B AP AL B R R L e R
TR M A 2 = B RE R LA . BB A, AT 25 58 T % U5 48 U
R BEHE ok 1 B5HE 25 2% IR, SR AN TS AT SR IR A A s g, R
B LT L RE A R A M B R B O I O X e AT B A A R
PRI 7 2 — 5 PR L EM L it koo A BR Y B IR L = o
SRR RE AR R R T T ok . a0 78 5 R ki
Lm0 R G R IR T B — G — B PR 4 B &R Sk AL ik
BEAN TG 2 ST B IR T R G W SE B E B IS B 2 R 28 A R
BT ZE IR

HGATE S = T W R 58 U5 A B B o 408 2 42
PR L, a0, B B850 VR BT DL R e N R A
AR B IR 45 28 AE R T 4R = Qos. Li AFMRIN = 1 B
(5] F14 9% 905 9 B2 T 9k R SR AN I 2R R UR A OR 2 . s B R
B % T VR T B AN 30 % IR 55 A 14 P9 A OB 8 v DA R 0 2 x
B4 0T PR A3 e, — B R LR T 2 v O 5 R 2R



262

Computer Science THEHMLEL2  Vol. 48, No. 3, Mar. 2021

5 gl B AR BERE A R o LAY . Li S50 AR B
P A T 5 300 9 A0 AR A R 3 SR 9T A U 55 AR L 4R
Ji 8 ) A R A AT BE R G 203, DL 3k B B AGGE AR = TS A
A48 9 TR AR B
3.2 HE\EHE

TG T 5 BT L U A R I R I B k1T 0 4
b 355 A3 HT SR 5 B A B S (B R R i s 2 i T
B AT A4 BT 5 M AZ T .
3.2.1 HBEKRELHHE

FE T, 3 B I T T R 2 MRS O v R R A
BOECHR B Dy . BRMT L T S BOREFRE AR - A L G 5 P kY
SUPE BN R W SRR 2 AR i R R W & S BU™
B AER . R R STE F AR SR B 5 45 A X
HEAT B RAE . Luo S81° e il i AT L B R AL L
F 2R 2 oA SRR A AR 7 T I 45 43 A IO L ol i g
JUTA T A AT R T BOHE 1 R AR R, Cai 450 W) E SCHR
C15]A9 KLl b 3% PR 8% % (Magnetic Induction, MD) 5 7 2% i
TR AHZS B 00 75 20 S B0 A A5 5008 Wi 4 1 S B TP

B b 3K £k B B T ) 45 00 B 00 3 S il AT LK IR
S S (BRI T N T L TE UGS AR TR, B E
T AT BT I VR BCHE e AL B0 O B A O B AR
IR T, R BT AT AL IR A AR TS S
AR T TAE . Carrizales 507 A A B4 g 57 WA & 2 51, LU
Fros 5 B BOHE 6 FO BR L 3 A8 > T 5 B B R
AR B R T BOHE E A5 M RR . Lopez 2618 (fi FHFAE 1 £ 8
R A AR T 1 RRAE T 88 I 34T 10— 4k, SRS Xt B 2 AT b
4325 5 DT B2 55 8540 A 3 0% G 3 0 v /b b FRL I R) . T R T R
SR T BN Zhao S0 X R % B dE 1k AY B R AR
Al R AT W AR RTTTN , AR 4 A8 Ak HE A7 L 1R B9 R 45 P84 L i T
Uiy 381 ity Fof A2
3.2.2 HIEBAEL S

SR 55w A 5 Ab 3 SEBOHE 2 R R I8 T BRK SR
R 3% T 2 2 A S AT AT . X RE BT AR R S 1 5 A 1
R BN B B R B A S A7 6. Tao % RFH 4R
S5 A Sl A3 ToT B0 F HARAETE = IR 55 2% L IF X i 4K
P AT I A R Bk 8 B 5 00, DA 7E SR UE 503 %2 4 1 [ i
R AV D P 388 15 O s FR R AS

TR 2 3] 02 B Al 2 vl 5 R AT M EUE A T R R B 7E N
B S v 4E 4 R MR S, R IR B R o B g Y,
Google F| VR 2 21 515 R LB Google Y Bl 75 | % A4
A48 R LA M Android B H IR 5 BCFCORT IBM AE 2\ B L OE 7
F R B 2F 2 B AR 3047 8088 40 #7727 . Chatterjee %73 F H]
TR BE 24 2] SR BEATHCIE M 40 A 5424, OF 3R 18 T Al RE . A&
T VR i 2 2] 46 4 35 38 K4 BT RE 97 1 [l s, o 22 sl /D b 77 e 35
AL, Chen ZPHEH T —Fp 3L F R B 2 2 19 = TAE 6 4010
DU A B AR B B 3l 4t B 4 DA 85 4 1) B8 v SR BBURRAE , I 4%
i %, 1 2l 2 15 25 R0 1] 4% 08 BR 55T 4R BB A B M 28 N 4% (Re-
current Neural Network, RNN) {1, L ¥R 4b RNN % P 77 B K
BBE A B . Lou M E Tl MR & 5% TR T — Fb

5 F3 G 22 18 5O UM 09 7 i SE O PEREZR AN [ 3 B .

Database
Cloud backup

Data Collaboration

Real-time historical
machine data % data
with time stamp! T

N Data analysis apd
value-added services

upload history query

Edge

Cache Database

Attribution Data
Status Data \ 4
Machine Data —>| Real-time,security and privacy data

7 y

Signal Measurement
processing devices

Sensors

B3z Bl iy [e) J
Fig. 3 Collaboration principle of cloud edge data

177 385 CNC F il #7 VRFID % B 25 F 2 1% 450 3%
BB AR TS BB 4238l L G AT AL R G A7 . SR
BLER B BT A7 K AT 4 s a4 B 300 % i 3 = o R AT A7
fitf o 2 BN 0 % 1A% B BICHE K A7 68 7 B0l 2 o O
A R ] B8E A Ak A7 D 3 S A R S R S A
B = DL AT RO S, T 52 B 22 4 P R R R M A 2 1
PO BR AR TR % b T 8 R I A PR TR R A,
o UM D7 SR T I 45 A B ) AR R AT B T L AR 0 T
S I A4 14 ) 7 I ] TR) O R oo T PR AILOR O RE AL AR 2
3.3 EEEthE

300 % S B0 T 2 ) REAY A A B SE A0 A U R s
DT BE A ST R AN B 4 b S 2 AR I R RO R RL T R

4

1

CNC comrollerl |RFID tagsl

!
X

TR
He B ARACH R

VAT B BF 5 #8218 2 3 47 A T REASE 280 B9 1 & L 8 1
AN R L i PR AT 4 I R O AL T R B B B, B R R
e o SR A5 Y B 4 B T B B IR LU 2 AL A 2 O HL
A BT R B S AR DAL A A R R AT L 1 4 2
BT R DE S B B I G B T A A SR AT
B i 9 /0 A6 TR /I A A AE 70 A 20 G 4 B P R AR L
HE,

AR 4 2 T S I 0 R A A SR AL BR L A DG Y AIF Y
AIRZ . — LoD FE 2 00 i 52 T} 9 2% 09 AL ) B A3 4 fe T 4 4
B 5 AT — e 5 3 5 IR D I 255 S B R TR 4R TR FE R R R 2%
Huang %51 3R 1 2 B ARG AR AR JH 4 BUR 22 0 2% 30t 47 S 4
250 TR A B R 58 0 457 4 L BRAG B ey R 4 % 9 [R] B 5 2
e T 2457 235 53 P 1 0 0 DR IR 0 0 455 ) i . SE R A OR
IR 2T B ANEE D T A% G146 T A b Y LR TS B AR
TR Y A R I RE

B 53 B R 5 SR AR BBz T O A B
IR R B B . Kum 89780 T HAT GE— 4 DAl i) AT
B By H A A s AT A A T4 AT L B 7 2 4 O o e 55
B 22 00 0 50 A 20 LU R A 25 ) 4 280 3 52 3k ) o U ) 2
M H M, Teerapittayanon 55 F HI4& F7 8 th ALK, 8 5 T %¢

il
3.3.



MR £, 45 il bb IR 45

5

263

TR 2 HEAT I AL B A 4T K 2o BORE AS HE B 52 1T B ] O
W T e . 25 R B R A R B R 5 B aR AL
S — SO 0K B 45 A R L DA 3k B T A 0 A R A AR
Li S5 09T X6 AT 28 0 25 00 266 45 A) (19 4 )22 408 3R 01 B Sk 1 G a0 A7 2
DL P g DNN 940 43, 38 5o A ASE Y b i 17 3R 1 o in 3 DNN
T, DA — 25 A SRR, SEEG 25 R %y ik AE A B
— O AT 55 R B RE R 30 2% 00 S B AIE A SR RN A fE 1Y
DNN #fi: #
3.3.2 AR LA

TE 2 Ui EAT BT (g I 5 — 2 o SR I 7 vk . R B
2 I 45 455 R 1) I 2 5 B ek 1 11 5 0 ELRE e k7 I i) A
TEEE B UR L T 2 0 F A TS A 0 IR S BRI T O A R
B, RG] 72 0 S5 ok R e (0 S R T o L I B T bR e —
BRI A R BFIE A

P = TG T 2 A v e 4R e TR I R R R R 2
Fe/MEWTH T . K B0 B 2 3 AR 09 I 2 AR 36 I 1m0 4% 1%
Bk R A B . L B R G T M T
WA B 1 1 0 T 8 2 7 A SF o o R R RS e 2 TR 46 14 Ak S —
ABFFEIAGE . R T SR i 2 0 28 A5 ) A I 2R A L Yan 2500
F CNN $2 BOSCHE £, F LSTM kg 2 g A 1 190 2% , I 1) )
T Map-Reduce (94t & A6 B2 T B 30 0 47 B8 09 I R A 4K
TR AR (AR AL SR RO TR AL O T I R 22 el
ik, B2 R EI I TR 2 R /METT RE & = A Z (b RER 2 W
5] 181 , Senhaji %5 H4 £ )2 4 48 X 4% 19 I 5 A — A Ak )
L, R Pareto 523 2 22 8% 1 48 M 22 MU 46 1 £ B ARt Ak (8
S AL YI| 5 7 o 10 5 AN 52 2% I 22 ) A SF- A

R 2 o) J&— BB 24 P HL RS 2 o) B R B i A L SR A
AT 43 A 2 o 4 v A R YI 5 1 T RE L X B R B B iR
FARUL T BRI AR D . B R 250 s B4 P TR
1R 2 2] SR DA A AL B I SR . Kang %55 ) FH 38 il
Ll SFe 8l B A v IO o AR 1 % 2l 18 4 ok BEAT R AR A R IR 2
YNGR, A R B v T BB B i B . Ding 2657 S5 R by
B TE 2 v X AR R AT S, SR U /N 1 9 4% 2% EdgeCNN
T TS, 3G OR) T ICAE 1 S BN HE AT SR Y AR AL
VL3 30 Uk 2 12 B B S LB o P R SR R . EdgeCNN #1146
1 45 2 R ECRY

.
W )=%2 Hy w0 s W)
INi=1

Hf W, %R EdgeCNN B ESHL. W, R EEEm EH
431 EdgeCNN #E S 5K,
EdgeCNN 557 B B (1) #8125 R E0W

1 N

+M
=N = HGo S sl

Ho,wl,, ACREHR M 0 5 R 55 4% B O AT 1 I 45 45 44 (Y
WESHE M AHARIC R .
3.4 W EHmHEE

GAT R AR BRI AL IR 55 A6 i 1 S 91 5 2= o 4 AR
B P AR S 55 1 dm HEdE T
3.4.1 B R 4

54 45 g A v 24k B A DR B N TR TR RS TR B 55 T LA

~ /
o Cwene)

SEI D BERL I Z (8] 1 58 A R R . 30 ST R o BTk 43 i
W — XG0 BA R E# D R, BB %S
T—AFe 2 W DI RE .38 o 5 8 W% DT A T Re AR
A A RS . P A R 5 s IR R R S 40 >k 1 1] Al
55 S BLAE 5K L H A A W T RE 0 22 A IR 55 5246 ) DL 2B AR )
R NIR 55 2% b 75 300 2 I 55 i 4 B I S 40 i Ay B e 7
FRA SR 5 I S SRR Y R R 2k

T AF O T AR T R TR R 2 S IR 55 g TR
W55 52, LA AT 47 19 P R 5. 7E MEC iR R &545
LRI 55 28 AE S — A &R P A AR, LU e AT i+
FIfEfERE 1. W& RS B A R 3G, Ram ik & &7 A R
ByE i, X TR R B K TR N 2 AR A B
TR P B IEFE R E IR T, T UR RN B R
FEFIAT M W5 N 530 A B P25 R e Bl 5t 44 1 B Bl T P
BRI AU R 246 7 . S I 3 s 7 R 19 0 A 20t 2 IR 55
i 1B 2B KA R 55 2, T LR R U B A% R
Deng %55 A 45 17 FH AR T (94 T9T 391 i 37 B (|1 60 5 AR 328 436 7 )
BIRTRE T Z . AN IZ T R ANE T B SCHR S5 & 19 71 2
175 00 - 5 3 2 MR 45 4 438 Tk LUAR 98 FH P 19 B 0 76 S G b
A& MR 55 2. Sk TR RE Z0mE T 1R SCRI IR 45 6% 6 2
TH BB A Spring Cloud il Dubbo W5 K 3 7 A 28 H (1 61 48 4
% . Shao PV IETF L RZK MR L, ShA KR T W3 .
fIR 5 AU P 3 A 1R SCECE R AL A5 B, LA T A 2 0 A
% W PR 3R 0T B e 55 5 48] o 3 T 4R o B0 95 9 48 35k 3 1Y
TR T 408 28 0 B [
3.4.2 L 4shik

Al 55 4 HE S AE 24 D) BE B M rp SR 4L 55 R L O 4R IROR
() 79 . 55 0 A % 7 T R AT S 1 3% 48 MR HE R B L sl i
b 55 i AR AT APT 2 11 BRCH A 38 45 13 380/ 38 T8 R A B 1
FRF . BTk 55 R — R PR 55 S8, S80Ik 553 i i
T2 APY 98 HIIE BUisUIR 95 4 o DA i 3 125 4504 B 397 0 ARk 55 52 A 1Y
FLUE e AT R R R, S A R 45 = T A P ST — A
SERML S5 AR . BEE ML 5 MR IT R R =i, IF R A AL
T B R AR IS B = SRR A R T RS A =
FB Bt

— L A A 5% T AR (0 T 52 AR v 9l 55 AR T ok
BN U T 0284 . SR Rl M 55 % a9 189 m 3
R TG R ME, Kiss 507l 3L F 45288 19 T IR = BE AR
T AT RUIR 55 I A 2l 3 ga HEAE 42 MiCADO, 7E 3
A HEn B SR APTRE A F M 68 8 Ak AL 1+ 2 30 1
TR T AR, 9K 5 AN W e A1 7 T 2 ) 4 7 9T 1% 328 2 Gt R 41
T 58 BN FH 32 17 1% da HE S ] B i AR T S L sh B g
AR BRIRAL N . 1B 4 451 T MIiCADO HEAL M 4 HE)Z .

i 6] 4 1 APT

DY Tl | R A A AT R

EERS
BUR SR 2 48 &

74 0 API

4 MiCADO #E 48 (4 4 4k )2
Fig. 4 Choreography layer of MiCADO framework




264

Computer Science THEHMLEL2  Vol. 48, No. 3, Mar. 2021

Foep B9 R AR 4 O (Application Programming In-
terface, APD) J& A X b 45 s il 37 7 A 1 17] , 3 4 3 2 422 11
SR 0 AR e 5 R 55 & LA ERAT J2 8 LU 55 i AT L OF
PR R 45 09 38 4545 B0 5 SO 55 1 98 3 R U2 B B I S 4 1 0%
HIATFIE s = # 0 APT L T R = U [, ST 3 sk 845 %2
2 R FAAVE AR IR 55 2 HEAT 4 22 SR W A L, LLTE b 55 i A L o
G A A o SE N R U] T X AE SR RE A T I R 4 v AR
PP TE T8 — BRI L URAN T A% S8 B BT AT BB AE
— AR R HEAT FT 6 RS 2 O R o DT S 3t AT O 4 A
3.5 HAEEWHE

NG SRR B 5B AT B XA 2 A
0 £ i J) 0 A B R 5 v 4 AR O e A g it
2B X 0 % T AN FH 0 A A R A R
3.5.1 AR%hLEmMAE

FOl A Se 0 G Bt SR 9 388 51817 3 8L X
s W R Gt F AR AT R S D RE A M LIRE R L
T8 IR 55 FRBE . AR, 0 28 YR B Ak 7 5 B AN TR] L £
B ST SRR 1 EBETR B AR A B AN . a0, 3L
2 FH P S B A SR AR AR MR DD FE Y ARM b 3 % 5
PR Atom AbTH &% 5 30 G Bl I 55 g R SRR R R R 5
AbFRES . AR 55 VA A B AL R G I B A RO A
B f% 3 /L D] B A7 R il TR0 22 S A Ok 9 T B B s 4 R R

WA A B 25 A5 R g B TT 2 ) T AR 43 17 7
U 15 B U 45 £ R (U0 Kubernetes) 2 IF & & 2% (19 1 FH 72 5
A A I T A A A R 3 e R TR 55 A T R T LA
LY/ IR R U 38 e %2 B /) QR F s
a3 AT A ELE A 2 AR AT 55 D AT AR
BT A LN AR B S, R — H
TETRF AN 4R B — A 5 3 09 AR BCAS 19 0 JH 72 7 B 28 7
Xiong % A48 T 30 S 1H 5 35 58 b 19 Ll 28 4 KubeEdge.
KubeEdge jfi it Kubernetes 48 Bt F2 3 £ 57 & 5 F A 5] /9
AP ¥ N AR )7 305 B0 ZOF AT B, sh i Ry i ok 7
TELF P RE L [F R TR PR XTI G i S S R
Zhang DR I T — R sh 25 MUK G g B AE E T AR S AT
HN N R H E AN AP, Deng 04 N R F
R 2 ) I A Ay S 2 S A A 45 9 491 £ i) R IR BRI 55 5
1511 % 55 i A2 A5 A HE BT 50, DU 55 1 1 55 A 0047 i AR
VS 295 PF 3 BT o 2 38 3 IR 55 1) 1 24 o 7 1 1) ) 7 42
R AR R
3.5.2 mA AW RMER

N4>, Google Play 7 Ji 4 3L #3260 J7 4> 1 I #2
F s e rp R 2 B Ry B A T R N U] PaaS =P &
B 45 K I K& AR REZE 17 A9 . Deoker [H 6 i £k 43 A5 28 b A2
J 18 FF R BB AT R T e 2 WO i I R I A dR 2 —
Ozcan 5517 38 23 8] € Docker ., 43 X i & 1 F #2519 7T $0047 3¢
PR 2 RIAS SR B T AR — KT 8 4 B BRI, — e R LI AR
TIF RN G T B[] I S Tl BB T E i 2 v 4 O B
TN AR R SR A TR Y K

17 B 3% o FH 2 PP AR 5 5 O &, 1B 52 2 1) 7 T AR O T, 5

B AR S5 A TF & 0 R PSR R AR S TR,
IR 5535 3 W) 2 S T o b 3 R Bk T & 4 — Fh o v ], R
AR 1 77 v A EORR A M55 . B SO 55 131 T R 1
N R P AT LA S B A R I DU /N B LA R I R B
ALY R A R 3G M. Bao 250 IR 45 1 fil g B AT 55
FEREAT T R BTSSR R L LIk > IF %2 3 72 b 30R 45 S iy
P RE I 45 A1 %5 PR FE . Sampaio 255 MR IR 45 =2 ] B0 56 BBk
0 YR A DL 4R T — b REMaP & B HLH . T H 3h
B AR 55 A R R R e HR AR B e T AT A £ 3K 80 %0
L 5 DA ik 2 9 0547 O 42 s 1o A )T A M

3.6 BEHE

i 55 O A E B R IE A G R MBI % RS S5 =R = ik
S5 AT UMRD . 3 S S 4 R = o O W S B 4> ECSaaS IR
% 83t ECSaaS 5z i SaaS (i 7] 52 8 [0 % 7 (49 4% 75 )
5 s v R EARME SaaS MRS5S E 2 b 1L 20T 800 IR S5 43 A 0K
W L % 7= 3 K AR Y SaaS %5 fig .

3.6.1 #H%MR%E

BT B st R n F R T AW R TE R E Ak T IWE
TRAB S B G AT 2 = RS R R
A B E DG I HAR T & TR R R 4 1 Y
M55 . ildn, B A A b R E T 500 ISR S5 A
3 gk 3 H0 e 1 3 28 (8 P I 0 T R AR IR A SR 1Y i 4k A
%13 s Google FE BRI F N HE T 1400 24 H 5 M5 4% .
$ T EF % i G B Y A B )5 %€ 5 Amzaon CloudFront 42 fit
T i G S R AR T I K AE AR N AT M IR . X
B E VP AT v A A R 0 ST S IR 55 R

W % B 501 300 25 B Al A0 4 R 3 3% 4 1 MO B L 0 2R iR
S5 B R BGPTSR Sr R £
Bhattacharjee %M 3 35 B 4 28 R 45 DA W #5%1% Sk A i
Giviig  BEAE T E ARSI IR R0 R R S5 . SR T L B T N
e R 2 B A ) FBUAK TH BHLAS 25 0E 2 IR 45 M9 92 B, Chen 4509734
SR VR AT BR 14 100 2k M 55 2 =22 8] 1 B 1 2 4% A 3 2% IR 45 T fig
A S T 7 48, R M A AT H B8 22 0 IR 45 T RE Y S B 1A B
T i8R 55 &% (Edge Computing Service, ECS) H it & #1
IR 55 Thfig 0% B L I3 id = 3% 22 18] A9 PR Sk f N B ECS
W EE , DL B3 8 i 55 DI RE M R . Chen 85 R FH IR/ [h 26
A 2 MinRI R # € ECS 89 /M B ¥R . A Se 8l T
ECS 2 [H] %¢ I 19 b 78 W R 32 8 7 %8 IR %L 98 ) i o
RFASHRI B SeSw H I AN ECS M41F 55 K. PfE 4R %
B 38 A2 ECS Z (8] @ 7 BME W] LLFE R IE IR 55 5 i (QoS) 1Y
AR T R AR BT ECS 1 8l I % g 1 A S it o £ 50
G5 .

3.6.2 R A K%

R v Y R 55 43 A R R — A AR BT Y A
MR AT R AR ZE . SR, 2 M55 B P B0, IR 55 18 3R e 4
FUH PR PR AR BIRIE . 7 2% A i 2 UM IR 55 5 A
Bh 143 5 B 55 A1 4 3R 1 R ok B AN B 48, 418 v L P A 8 L PRt A
Ui = R4 AR . Lai FUIRF2ZRr0 8 £ X 07k
AR T —F B s & N QEUA K fif ol ih 2 ik 55



VR £, 55 i U IR 5k

265

B 23 TC [ 20, (L3880 9 02, QOEUA ¥ i 4 21 die 1t 19 IRk 55 4>
B . Bonadio 45 I g 56 P76 A7 BR3P 4 P IR 45
PALFITRE IR MEC Z 48, JF 38 4 B IR 7T 5K 5K i e A R 55
3 Tic SR L T £5c 2 ) B RS B0 8 BERE RO ZECR .

X 2 T 20 R 0 B I 55 L 3 1Y R 5 2 55 P TR AT AR
S — A RCR BT AL T SR R, DL B TR A Y IR S5 M (.
Huang 807 07 AR 7 04 154008 6 38 17 9 FE DL B 55 145 1 ]
BEAT AL AR 0 AT 55 B0 0 AR R X LA R [ B IR SR AN
I S2E SR  f) I07 F ST2 t AS [R) ) IR 45 53 A7 Ak B . o I S e
L FH 53 A B0 320 8 TS RN 0 A B s RS B0 4
P 5] 0 REFE A BOR W T AR B AT R . B E = 30R
A IR Chen S5O DR OB 1 51 A BORE ST 12 LU 3 £

SRR AR S TR B O B9 1) AL SR T R G R SR
W o AT Ay 485 8 20 IR 5 £EL A 3 A1 i A TR 55 ) ettt 9 /N T B 4
ekt 3E . Chen 55 255 %5 18 0 2 IR 55 4% 45 1 19 A (8] L
SRBE 7R A 0 TR B S 2 5 ) LA R AR BT 78 1k Y S 2 ER
BEAF PR T 2 % b DX TR A S A SR I 6 2 (MB_DDPG) . Al
JT 3 27 T 0 28 I 246 9 2 > IR 55 4 A B 38 2 ok 2 8 4%
S 249 2 o I 18] (9 R0
3.7 ARSI

AT X B IR O [R] R B IR R AR R Lol 55 2 O IR L E
S HR Y 1] A0 1 55 Bp[] 6 il 5 AR HE AT U 20 B 45 SRR AR 4
il ik [) 52 A 69 564 AT T 89 75 DA BERE L I S2E LA % CH Al 1k
TEFRIEAT XS LT . R 15T 6 Ff 2 30 U [ BOR BXS L

Table 1

* 1 mLFEE AR

Comparison of cloud-edge collaborative technologies

Bl # A

X i

= A FE

= W Rl K I

G

KR

[11]

[12]

[14]

R G KRR

o

BANEZRBEHT RS
i 45 1E] A

BAREHMD FREE
#f #y T 4

WA A 15 oot BB OR 4 B AL #
046 AL AL, AR 45 KKT & #F o 4 44 81
B Bk R R R R 4 R

Fl A B B 3% 5 F#H (ARIMA) f= BP
WENETNEH AR, BELXRRE

#HT AT AR K % (Tabu Search) ty
Ve R T Sk fn £ TOPSIS 77 % ty 3)
A B R4 E T %

Bz A & 2 R ER D T B
AHHRAEHERER, RAT ARG H
B ZEE T AP RE R e
RER

H 2 7 TR R S E R B
Bk AT RIEGR T RN KE
EEATCE

YA DGZAEFRENTHEREA
7 IR AERIE R S RE o R A X
MR DT At R i R IE e G OT 4
{852 % A 4 8 Bl AR — Bt B R 2
B, i %

# A e R

[21]

[25]

N KB S Al B P RO
OB R S A fE
DU 1] 9 25 ] AR Bt K
HAE 20 AT A0 R Ak
KEHZENRERSR
PN & R e
7 W Wk

BT —AFAGT A BEAESE, AT
40 TE R A B R 4 o e SE R TR 2 AT

BMT—METEA BN AR
24

Jm e T b sL uh B4 By o AT L BARGE
T2 Ay P, EREHSL
MaABEFEEREHARALTRRETX
5 B R HHE AL 2

BWANT = W 4% EE N o
AN RE SR & RS B
P S

g
=
R
=
=

[5]

[27]

A S B B 3 B R
FkE I E R A
AR A B AR 7B B
TR

EA M AL R 7
EEM G E

BHT -—AETREFIRRERWZ
Mbgh G nhEER B ZHAF
H BN R R B S %

HAIERBRFHE MRS EBE
M, WY — M B DNN 3 F 7 %

B 45 U AN G R4 oy T 3 R DR OF 4R
BREEAmEHME,ERLART AR
FTHE F X EH I G ER LR

®

It e G W Ve R R R T
BENERERARK . EH Tz F
R RS S R
HE AR An

L5
HH

[37]

AP N SR ) By TR R
M BHEWR T ER
X g 5] AL

GE-AEFTHRS LA EZHE T
A Yk MICADO 42 %2

R ik HEAT B H 4 4

B R
Rl

[31]

[33]

WD R SR B R
4 f IF 4

ERFEZRNA LT R
& 5T W 4 o9 A

X2k TR 5 o B H AR M R BEAT A
A B 4K e A A RO A R A2 R T
EREEFERERT —HETERAXHE
i g R AR B

BB S B A A xR HEAT FEAR L
BL R VR LA e O e R A SE L ey
WEFAAHT - HETEBEEAR
e BL 8 E kAR By 7 %

W T AT HOR & B A2 JF B IR
W T s B R, LR AT AR
F LB AR — AL A E
JRSE ] AL BT R B % A M TE R

U508 T A Bh Wk A oy P 3 e R TR (2R
Zows T ORF B E PR R A

M4 e

[47]

[48]

HEATE KR F R
HE R M B H A TR &

AR TR & AR
H#E LMWK S

xt # AR 4 A B 1A AT 2B AR AL S £
AL 48 5 2T SDN AR o 45 HE 248
R4 HLH . BB A S % B st MEC IR 4
BREHNTREHATHRELE

W Fl &30 & 17 L A% e o 2 R R LA
AR J5 /D TR B 3 8 i Bk R R R
SWE RS EFLLERS BN E

WS T W TR O R T R

Bl ot F D %t RS B0 R A i
DR A st m R R 2, 22,
B # & T CPU 1 iy 7 89 3 3£ 0,
AT REERME P REREN B W




266 Computer Science T HEHLFIZ  Vol. 48, No. 3. Mar. 2021
. BT SE B AR T T 0 S ok % #h R
4 REER

H A, Bl L8 = U RS R RIS A SCRk A IR £, e AT
S5 T ORI RS BRI R TR [ P ROR 5 T RE 4R
Tho BRI 7E = 1 3 [F) 2o A2 o AT SR AR A — 4 2 75 1 R 1 1)
B, N A S SRR S e et T @ X AT WA
ST R R T — ST B — 25 Bk Y b AN R SR 1
GEI7 1

(D5, BRrs s Bahigg R KE2’AE %R
A SR B R M T S8 5 A A 22 1R A T35 BE ) 0 LS E
TRAETE B K0 25 55, S 2O A R 4 J7 36 B R T AS [R) 10 i3 4 25
AT RSSO 4 1 4 22 ) S 2 M L T 9
DA T A B A HROR A T B UR S e E L. X S0l o R i v
25 70 (0 B0 i Ok Bl AR ASE A YN 25 BT 75 1 T F B L O A P IR
2 )R VR N G L A R R AR T S G A R S B
B IR, Singh 53T Kruskal B 38 288 5 ok 45 L 5
A 4 R St % A S 4 L IR UE T W R A SF 34 43 i R i R G 97 238
. WA R BN RS B AS A B RE T A ORISR B L 7E R Y 5
AV % 22 1] 42 5 R 35 A9 B R AL L DR UE S A8 3 4% =2 I A AR B
W AF FEME R AR IR AR I — K B84 5 IR A, S8 — W
APT $2 1t J2& 6 53 U [R) AL 1) 5 28 2% JE 00 ] A8

(OIHRELR, HEDG AN RAERN LR, 5L
9 TF) A 28 1 hy — B AT 3500 0 B 3T S 40 Al B 4 L R TE IR 2
WATBIN . BN, Gang 585 A BT T SHE S AE W T 67 A
WE P SR 0 L L B T — PR S AT A 3R AT AR
014 2= 340 V3 TR AE B A A4 it i o 390 25 it 1 555 9 U8 55 R = i 3
15 R S KRB ¥ J& s Ding 25553 A 28 7 T80 HE 28 78 B2 7 44 1 451 3k
B BT T — AN 76 3 G R AT 0 A8 A I L 7E 2 il E AT o5 1 g
HEAR 1Y) 2 300 2 P R HE S 5 RE 6% 75 15 2 IR 725 0 MR 25 7
SR WA B A, I T s AR f ], AR
AL 2 ol R S AL 30 220 W T B A A B e R A A v Y )
R, I AR LN R 2 B et 55
POk B N M AR RE . AL S AR h G R =T =
R — AT 00 T S A DA — 25 4R T R R A B
JE— AN TF ) (B AR 0 — 25 W BT 5T,

LM, Betk—HURS RS ITBES %R
AR M. Radovici 250 [n] B T 3% 4F 5% 15 4 B 9 A 2%
B R A RN A U R TR A R % . SR L T
) 55 R SR B R B R W 5 1 3 L A R TR 0 b R A
JAK: . Bousselham 450 8 Hy T — B 5 19 22 2 LI L 1 32 2 ff
PR A A i AR (5 8k T4 AR 3 40 80805 /9 X 43, AT
iR SN = S S i 3 (1 g L/ TR = G TP GRS TA R )
[ 5 22 4 P B R 9 328 R 4 6 8 RO I F 9% T B AR 3
A U T HERR B R . — 7 T, W AR K A % 4 B A A e
W& R HLE, DAk A N B s 5 — i AR A
HUHI LR G — W R P B AL i R S EA R . RA
= 3 03 ) 2 A M R I 5 RO R ATS Ak T A5 B Be o AELTE 37 % L
FHAR T DL e 3R 0 2% 42 AR B 45 3h L 86 4R 2 3 B R) %2 4 14 )

HRE il UEE — MR B ST S O = 5T
R G RE 71 5 3 G it TR AR AR 1 I B AR P 4 Al ok, S B T
W% ST 7 v T 2 S B 0 G AR AR SR B B R ARG AR H
Fro H RO 5E 4 R N 9 9% 3t S ATk i R L s T
=IO R P R R SR RCEE . Dy T AN R 2 T
b I) R 2 S BRI AR SO e Xt =R S g R A A
JZE Y 18] B P[] 45 AR BEAT 347 B S TR SR T 4 ) 45 R
B RS 3 7 vk L 3 DA SEE | REFE L B FC A M RE 48 4 7 T X 45
RUEAT T X AT 468 T = 30 W R B R A TR R PR ARS ROk
KT AVAAE L BEG BT A7 B R Wt 23 oy ) 2
A TE 6] L S 7l A R OR B YA

2 % X M

[1] KUMAR M,SHARMA S C,GOEL A,et al. A comprehensive
survey for scheduling techniques in cloud computing[ J]. Journal
of Network and Computer Applications,2019,143:1-33.

[2] SHI W S,SUN H,CAO J,et al. Edge computing:a new compu-
ting model for the Internet era [ J]. Journal of Computer Re-
search and Development,2017,54(5):907-924.

[3] BOUSSELHAM M,BENAMAR N, ADDAIM A. A new Securi-
ty Mechanism for Vehicular Cloud Computing Using Fog Com-
puting System[ C]// 2019 International Conference on Wireless
Technologies, Embedded and Intelligent Systems ( WITS).
IEEE.2019:1-4

[4] REN J,HE Y,YU G,et al. Joint communication and computa-
tion resource allocation for cloud-edge collaborative system
[C]//2019 IEEE Wireless Communications and Networking
Conference (WCNCO). IEEE,2019:1-6.

[5] DING C,ZHOU A,LIU Y,et al. A Cloud-Edge Collaboration
Framework for Cognitive Service[ J/OL]. IEEE Transactions on
Cloud Computing, 2020. https://ieeexplore. ieee. org/abstract/
document/8895891.

[6] ZHANG H.CHEN S,ZOU P, et al. Research and Application of
Industrial Equipment Management Service System Based on
Cloud-Edge Collaboration[ C] // 2019 Chinese Automation Con-
gress (CAC). IEEE,2019:5451-5456.

[7] Edge computing Consortium and Alliance of Industrial Internet:
White Paper on Edge Computing and Cloud Computing Collabo-
ration[ EB/OL]. http://www. ecconsortium. org/Uploads/file/
20190221/1550718911180625. pdf.

[8] YAMANAKA H,KAWAI E, TERANISHI Y,et al. Proximity-
Aware laaS in an Edge Computing Environment With User Dy-
namics[ J]. IEEE Transactions on Network and Service Manage-
ment,2019,16(3):1282-1296.

[9] ZHANG N,GUO S,DONG Y,et al. Joint task offloading and
data caching in mobile edge computing networks[ J]. Computer
Networks,2020,182:107446.

[10] XU X,LI Y, HUANG T.et al. An energy-aware computation

offloading method for smart edge computing in wireless metro-



VR £, 55 i U IR 5k

267

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

politan area networks[ ] ]. Journal of Network and Computer
Applications»2019,133:75-85.

REN J,YU G,HE Y,et al. Collaborative cloud and edge compu-
ting for latency minimization[ J]. IEEE Transactions on Vehicu-
lar Technology.2019.68(5):5031-5044,

LI C,SUN H,CHEN Y.et al. Edge cloud resource expansion
and shrinkage based on workload for minimizing the cost[J].
Future Generation Computer Systems,2019,101:327-340.

LI J. Resource optimization scheduling and allocation for hierar-
chical distributed cloud service system in smart city[ J]. Future
Generation Computer Systems,2020,107.:247-256.

LI C,BAI J,CHEN Y,et al. Resource and replica management
strategy for optimizing financial cost and user experience in edge
cloud computing system [ J]. Information Sciences, 2020,516:
33-55.

LUO Y,ZHU X,LONG ]J. Data Collection Through Mobile Ve-
hicles in Edge Network of Smart City[J]. IEEE Access»2019,7:
168467-168483.

CAI S,ZHU Y, WANG T, et al. Data collection in underwater
sensor networks based on mobile edge computing[J]. IEEE Ac-
cess,2019,7:65357-65367.

CARRIZALES D,SANCHEZ-GALLEGOS D D,REYES H,
et al. A Data Preparation Approach for Cloud Storage Based on
Containerized Parallel Patterns[ C]J // International Conference
on Internet and Distributed Computing Systems. Springer,
Cham,2019.:478-490.

LOPEZ M A,MATTOS D M F,DUARTE O C M B,et al. A
fast unsupervised preprocessing method for network monitoring
[J]. Annals of Telecommunications,2019,74(3/4):139-155.
ZHAO H,YAO L B,ZENG Z X,et al. An edge streaming data
processing framework for autonomous driving[J/OL]. Connec-
tion Science. https://www. tandfonline. com/doi/abs/10. 1080/
09540091. 2020. 1782840.

TAO Y,XU P,JIN H.Secure Data Sharing and Search for
Cloud-Edge-Collaborative Storage[ J]. IEEE Access, 2019, 8:
15963-15972.

SHARMA S K,WANG X. Live data analytics with collaborative
edge and cloud processing in wireless IoT networks[J]. IEEE
Access,2017,5:4621-4635.

JAN B,FARMAN H,KHAN M,et al. Deep learning in big data
Analytics: A comparative study[J]. Computers & Electrical En-
gineering,2019,75:275-287.

CHATTERJEE A,GUPTA U,CHINNAKOTLA M K,et al.
Understanding emotions in text using deep learning and big data
[J]. Computers in Human Behavior,2019,93:309-317.

CHEN Z,HU J,MIN G,et al. Towards accurate prediction for
high-dimensional and highly-variable cloud workloads with deep
learning[ ] ]. IEEE Transactions on Parallel and Distributed Sys-
tems,2019,31(4):923-934.

LOU P,LIU S, HU J,et al. Intelligent Machine Tool Based on
Edge-Cloud Collaboration [J]. IEEE Access, 2020, 8; 139953-
139965.

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

HUANG ] H,SUN W Z,HUANG L. Deep neural networks
compression learning based on multiobjective evolutionary algo-
rithms[ J]. Neurocomputing.2020,378:260-269.

KUM S,KIM Y.MOON ]J. Deploying Deep Neural Network on
Edge-Cloud environment[ C]// 2019 International Conference on
Information and Communication Technology Convergence (IC-
TC). IEEE,2019:242-244.

TEERAPITTAYANON S,MCDANEL B,KUNG H T. Bran-
chynet: Fast inference via early exiting from deep neural net-
works[ C]//2016 23rd International Conference on Pattern Rec-
ognition (ICPR). IEEE,2016:2464-2469.

LI E,ZHOU Z,CHEN X. Edge intelligence:On-demand deep
learning model co-inference with device-edge synergy[ C]// Pro-
ceedings of the 2018 Workshop on Mobile Edge Communica-
tions. 2018:31-36.

YAN H,YU P,LONG D. Study on deep unsupervised learning
optimization algorithm based on cloud computing[ C] /2019 in-
ternational conference on intelligent transportation, Big data &
smart city (ICITBS). IEEE,2019:679-681.

SENHAJI K,RAMCHOUN H, ETTAOUIL M. Training feed-
forward neural network via multiobjective optimization model
using non-smooth L.1/2 regularization [ J ]. Neurocomputing.,
2020,410(10) :1-11.

KANG J] W,XIONG Z H,NIYATO D.,et al. Incentive mecha-
nism for reliable federated learning: A joint optimization ap-
proach to combining reputation and contract theory[]]. IEEE
Internet of Things Journal,2019,6(6):10700-10714.

DENG S, XIANG Z, TAHERI J.et al. Optimal application de-
ployment in resource constrained distributed edges [ J/OL].
IEEE Transactions on Mobile Computing. https://ieeexplore.
ieee, org/abstract/document/8975987

SHAO J X,ZHANG X G,CAO Z Y. Research on context-based
instances selection of microservice[ C] // Proceedings of the 2nd
International Conference on Computer Science and Application
Engineering. 2018:1-5.

AHMAD S,KIM D H. A multi-device multi-tasks management
and orchestration architecture for the design of enterprise IoT
applications[ J ]. Future Generation Computer Systems, 2020,
106:482-500.

SAMPAIO A R,RUBIN J,BESCHASTNIKH I,et al. Impro-
ving microservice-based applications with runtime placement ada-
ptation[ J]. Journal of Internet Services and Applications, 2019,
10(1) :1-30.

KISS T, KACSUK P, KOVACS ], et al. MiCADO—Microser-
vice-based cloud application-level dynamic orchestrator[ ]J]. Fu-
ture Generation Computer Systems,2019,94:937-946.

XIONG Y,SUN Y, XING L,et al. Extend cloud to edge with
KubeEdge[C] /2018 IEEE/ACM Symposium on Edge Compu-
ting (SEC). IEEE,2018:373-377.

ZHANG J,MA M.,HE W,et al. On-Demand Deployment for
TIoT Applications [ J]. Journal of Systems Architecture, 2020
101794.



268 Computer Science T HEHLFIZ  Vol. 48, No. 3. Mar. 2021
[40] OZCAN M O,0ODACI F, ARI 1. Remote Debugging for Contai- Edge-cloud Hybrid Environment Using Reinforcement Learning

[41]

[42]

[43]

[44]

[46]

[47]

[48]

[49]

nerized Applications in Edge Computing Environments[ C] //
2019 IEEE International Conference on Edge Computing
(EDGE). IEEE,2019:30-32.

BAO L,WU C, BU X, et al. Performance modeling and work-
flow scheduling of microservice-based applications in clouds[]].
IEEE Transactions on Parallel and Distributed Systems, 2019,
30(9):2114-2129.

BONADIO A, CHITI F, FANTACCI R. Performance Analysis
of an Edge Computing SaaS System for Mobile Users[ ] ]. IEEE
Transactions on Vehicular Technology,2019,69(2):2049-2057.
LIANG Y,GE J,ZHANG S,et al. A Utility-Based Optimization
Framework for Edge Service Entity Caching[J]. IEEE Transac-
tions on Parallel and Distributed Systems,2019,30(11):2384-
2395.

BHATTACHARJEE A,BARVE Y,KHARE S,et al. Stratum:
A bigdata-as-a-service for lifecycle management of iot analytics
applications[ C] // 2019 1IEEE International Conference on Big
Data (Big Data). IEEE,2019:1607-1612.

CHEN Y,SUN Y,FENG T,et al. A Collaborative Service De-
ployment and Application Assignment Method for Regional
Edge Computing Enabled 1oT [[J]. IEEE ACCESS, 2020, 8:
112659-112673.

LAI P,HE Q,CUI G, et al. QoE-aware user allocation in edge
computing systems with dynamic QoS[]]. Future Generation
Computer Systems»2020,112;684-694.

HUANG M, LIU W, WANG T,et al. A cloud-MEC collabora-
tive task offloading scheme with service orchestration[ ] ]. IEEE
Internet of Things Journal,2019,7(7):5792-5805.

CHEN X, TANG S.LU Z,et al. iDiSC: A new approach to IoT-
data-intensive service components deployment in edge-cloud-hy-
brid system[ ] ]. IEEE Access,2019,7:59172-59184.

CHEN L,XU Y,LU Z,et al. IoT Microservice Deployment in

[J]. IEEE Internet of Things Journal,2020(99) :1-1.

[50] XU Z,YANG Z,XIONG J,et al. Elfish: Resource-aware federa-
ted learning on heterogeneous edge devices[]]. arXiv: 1912,
01684,2019.

[51] SINGH V.PEDDOJU S K. Container-based microservice archi-
tecture for cloud applications[ C] // 2017 International Confe-
rence on Computing, Communication and Automation (IC-
CCA).TEEE,2017.847-852.

[52] GANGY N,LIU X S,TONG D H,et al. Non-invasive Power
Load Monitoring Method Based on Cloud Edge Collaboration
[C]//10OP Conference Series: Earth and Environmental Science.
IOP Publishing,2020:012115.

[53] DING S,LI L.LI Z.et al. Smart electronic gastroscope system
using a cloud-edge collaborative framework[ ]J]. Future Genera-
tion Computer Systems,2019,100:395-407.

[547 RADOVICI A,CRISTIAN R,SERBAN R. A survey of iot secu-
rity threats and solutions [ C] // 17th RoEduNet Conference:
Networking in Education and Research (RoEduNet). IEEE,

2018:1-5.

CHEN Yu-ping, born in 1995, postgra-
duate. Her main research interests in-
clude cloud computing and edge compu-

ting.

LIN Wei-wei, born in 1980, Ph.D, pro-
fessor,is a member of China Computer

Federation. His main research interests

include cloud computing, big data tech-

nology and Al application technology.




