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Abstract

Software-defined networks(SDN) is a new network architecture, which enables separate network control plane from

data planes through OpenFlow technology.thus the network traffic can be flexible controlled. SDN has become a hot topic in the
next generation of Internet. With the development and wide application of SDN,its security problem has become an important re-
search topic and some achievements have been made by the domestic and foreign scholars in recent years. Based on three-layer ar-
chitecture of SDN, the security problems and solutions of each layer are summarized. Firstly, the definition and three frameworks
of SDN are presented;then security issues and corresponding solutions are outlined under the data layer, the control layer and ap-

plication layer;in next,the security of similarities and differences between traditional network and SDN are discussed;and finally,

the research challenges in future are prposed.
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Fig. 1 Software defined networks architecture
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