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SymFuzz: Vulnerability Detection Technology Under Complex Path Conditions
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Abstract The current vulnerability detection technology can realize the rapid detection of small-scale programs, but it is ineffi-
cient when performing vulnerability detection on programs with large or complex path conditions. In order to achieve a rapid de-
tection of vulnerabilities under complex path conditions, this paper proposes a vulnerability detection technology SymFuzz under
complex path conditions. SymFuzz combines guided fuzzing technology and selected symbolic execution technology., filters pro-
gram paths through guided fuzzing technology,and uses selected symbolic execution technology to solve paths that may trigger
vulnerabilities. This technology first obtains program vulnerability information through static analysis. Then it uses guided fuzzy
test technology to quickly generate test cases that can cover the vulnerability function. Finally,it executes symbolic execution on
the path that can trigger the vulnerability within the vulnerability function to generate a test case that triggers the program vul-
nerability. This paper implements the prototype system of SymFuzz based on open source projects such as AFL and S2E. The
comparison experiments show that SymFuzz significantly improves the effectiveness of vulnerability detection under complex path
conditions compared with existing fuzzy testing techniques.
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PR )RR PRI N T O R A e, L AR AL Y

KETFF RN R L 2R R, RENRF R ZAETE

T T 1 M R O 2 S ) A 4 AT DR R B AR R AL LR AR A PF O S Ak . B ORI 1 AR B AL

e U T AT AGL I 2 P 46 25 ()22 A S AR ST A . BB B A A 0 3 R 0 LR X AT A B AR AR RO TR R Ut AT
T 1 U R G 00 A1) 32 B AR T B Ay RN i KB R L LA S 2 T LRIl

i B AL A= A 03 B8 AR P AT AL OF )RR R B AT RS DA 0 o AR S0 LU AR 2 i A 25 1 T T T S A B D

HEATAGI . PSR UE A X B B ATIRAS B A0 A SR AW R JENE P SO R S R AR A R 0 MR I L - — O % T

J v U ) T A 00 B S T L O v IR L S e B A e ot [e] B 2 S5 AR P 0 2 A SEACHR, I UAF I 5 53 — 7 o T

1 5%

FF5 H 11 .2020-06-22 3R 1& H 11 .2020-08-21 AR SCE A TE R4 (OSID) , 3 4 by —4E RS 3k kb sE /5 8. .
F4TH . E R E S L TR E (2017 YFB0802905)

This work was supported by the National Key R&.D Program of China (2017 YFB0802905).

WG VEF B4y B (mr. lee. public. ecn@gmail. com)



26

Computer Science MBI Vol. 48, No. 5, May 2021

T i 7E B AR 0 3 SR R 2 o AR SCAR BT T AS [R) AT U 4K
R GRS PATHE AR R B I BT IR T —Fh 2 22 B8 A2 5%
P 688 U 3R G L A

ASCHE 2 1 0 BRI AR 5 555 AT ROR AT TR
SR 3 WA T SymFuzz 18 AR HE ZE 5 A SC T ik B
B 4 A T IR T AT S R AR B S AR 5
SWAATSMAFSHATHEA B 6 WL T HE RS
HEAT X LSR5 5 e S5 A 400,

db
2 B=

2.1 EMR AR

WM AR F 1990 g R B KR EASTE N T
3 AR B AR, RIS G TR 3 | 1 A TR I 5 K A
R0 3, 7R [ 2 A 00 AR 0 3t AR A L R 1 £ 3 5 R
S, PRGNt 35 T R A 0 YR A Y AR Y A 2 BE ML AR
11 3000 P 061 X R 0 A I a3 e AT B A SR I i L A AR
S 1 B i) 2023 AR B AL A i 3k 81 el 0 L
I DAAG T R P VR 2 B A . AR SR A TR A A
J o KR TR S 43 BT B4 65 SR A T bl A= R A 491, T A 36
B RE IR 2 A (E T B VR A A 43 AT 75 AE B K A I R 5
FRGGUR X PR T A S RO I Y B RLROR L R AR T
A B G AR T M B R R P RS AT 43T, 15 S
261 14 A A A T ASA 00 3 1) FsF i) 35k 3% 1 [ e 2 8 T
WA 0 7 55 00,

S B TR AR 3 R 0 7 35 R 5 A LSR5 N B
W7 RS T ERD I AR LA TS ST R AR A
SPATEARTT LKW BT B RS FE AR T OR B AR
{EL Bt 2 AR AR B A AS T 388 DA R TF 2 N B 22 4 3 IR R 4
T s A A I e T 3 B A R VR AL, Bl ) R 4B 3
HARMWE S RO A LEN LR,

Sy S B R A A UG TR A T, Bohme $2 T 5 i AR
I3 AT, S g R R0 0 3 B A S P L g A 0 7
wmERENES MEUESBRTREME MBS, LN
W R IE N B S AR e b R RE A R T IR 4 067 R AT RE 6 . SR
S H U A7 A A A 0 R I t # ep L 5 DAt
181 1) 2% 32 5 1) S S Ry - DR A BT LA 2 R e U O T A
o7 1 I 1)

T 1) 2R 0 328 B AR B 2R G 0 R A v AR AR T A A T R
N E AR LT 8 R R W S - S al A I w8 R RE W )
BRI & T AFLGO, Hawkeye '™ 2 T H., 7E5E
B Al FH AR 3 2 T L AT DL B A T R R A R U L L BR R A
5 5 | A A T o (S M U A R 5 0 [ e a2 A
8 8 57 8 A AT LA fih 2 A T S AG: 00 A 2 SR O OR B L T 4 7
S 1] RS T 3 R A 52 % A A R T % Y ) A T 5 R s 2
TR 00 8,450 1 R A5 I
2.2 WERITHER

FES AT H AR AF 54 TR T 1 AR A W4
P EE e R PAT R, HAERF e — 10X
WL RS AR ST B AR AR, BT R — R B R, R G K
SH b — A0 W SRR R A . R S R AR A HT

Jr 3 A 2 e T 1) 0 R M R e A 11 0 R e T ) ) B AR 2
RS A 2 fid A e T 03 T

LAY £S5 AT HOR 32 BR T R HL P R T R U A 4
i i) = w0 2 0 M Y TG v AR I ¥ 5 K5 1 R Y S8 B
SFHAMHERZ RN, MR LB SR T BT A
SR T S B S AT RO il i S B AT R R R R Y
AT AR AR B LSRR P P AR TR BRI . Sl AT I
A o 1 S AT 5 SAAT AT 8 i R AT 0 e R LA /N B AR
B A P IS T R A RYBOR . HE A S AT Bt T
it B () I R R AR 7 R RDIR S T BAT 515 B, BE& 72 LAY
PR BT AR R 2 IR A g I R

2009 FRLFEFH S AT H AR B M BAE —ERE Bk T
B AR A AR AR A AL, BEFR AT 5 BT SEAR B A% L AR 2
e BARIIAT 515 AT EE & L 08T 1 PR 0 A2 7 A% 0 iR R
HEATFF 5 BT 10 A X A% 0 oK B sl R G e B0 T B AT LA
1o EAMARBEAR T RGIBATIT 30 10 B AR T 29 0K it 4%
BRI SR A R JEE . H 2 A 5 ST B X A0 iy L A B il A R
B MR B AARE R AT BUA AT AT S L 755 04T 51
W AR AT 5 AT
FARPATIH

program

o o program
P -1 Y - R

b jippn

programFn _}I_
I — kernel
sysFn .\ lib
\I program
kernel Teee

B SRS SIATHE A

Fig. 1 Selection symbolic execution technique

3 FHiEwk

Oy A e A M 1K AR 7 A 2 B AR A F T AR TR A A i
T AR SCHRE T — Mo 755 AT HOR 5 3 1o 200 I 1 A &5
BRI IR T Z LR TR R S Symfuzz, KNET
IR SCH R L T IR B bR B E B A T I BRI R, R 1 S Tl
o 2 0 A X A P v ) T R R R AT RE AL R T 1) SR
T AR X A2 e B AR HE AT IR R DU AR i B 3 T I PR AR A
IR 1 5 98 05 4 5 AT 51 A 5 i R0 I 3 % A
B4 3 ) B A BAT B e B oK B0 S WS R DE S R R EOF
TE PR KN B AT S 1 U5 AT 5 o oK i RE A 3R AR T 4
SE B AR B KT B OF i 2 U . % B R B0 R A RE 22 A
B 2 TR .

PZHE SR o R 1] OB 5 A 5 AT P AR - L. 7R
fi AR 00 3 2 m X 25 0 el R ) B A AR (AL
[ 2 b i @) AR I 3 i A2 o b BE R AR (LR 2
1 @) FEAT BCHE  7EAT 5 AT IR 20 b 0 B SR AT 5 AT AT AR
o, S T R AT AT UL 2 Q) . HEZR B AR h
BT .

L HE 2 9 JTT 0 25 2 T A e, 1 B 3 o6 782 4 i 135 168
A R A A O R TR R O T R R O S R A S A



2 2T B T TR A 0 AR

W% . 55 . SymFuzz. —Fh & 2

27

) Y 91 bR K ) B K B A AR B B R AR

C2) AEER) ) SaAE e o 46 AP S A9 7 P R AT T 3L AR A T B0
AT EE AR b B2 7 A H T B 7 BE B R S A AR A T AR
AR A b 1 B ik R E S TR 7 19 A8 S Bk, BB AR AT DLR I
T TR) R A 0 003 P 8

3 34 R 7R 8 2
B 35 £

(3 25 2 1 O 2 A A6 e 332 BTG 1 45 8, R 42 o O €1 A
PR KR T PR, 20 A A5 30 T 1] R RO A Y S 1 £

COFF S PAT 5| SRR 5 1) ORI 358 A= i % 0 38 1T 491
AR BON S 145 S, 7 T T BB B0 R AT S 1 U4 S AT L AR
AT LA finh A A5 Y ) £ 00 3K 491

HEH
1751 %

o LA fidh & i o)
#3035 £

#A
BRI

|

|

|

| (=t G 1 A

I\ Ry

: il R
|

! ~ @#%
! R 2 L
Vo 5 408 L

| R

I\ &

|

| S B

|

|

¥ 2 SymFuzz BHEZE K
Fig. 2 Framework of SymFuzz

4 BEBEHESMTFRERE

S 1] RS T 3 AR A A% 0 7E T A ST B B B T S AR
T L5 B R P R . A LAY I S R R ] D e
Az B 5 YR IR B AR A% I B, A B Y T B e R s SR g T
VA28 fiff BF 5 T B3R Y 1 Jh 8 e 11 £
4.1 BEEITE&RR

R T AR Al LA TR T L PR AIOPE S T AR B
iR A | Pl N e NI B B S L A< T L A
PRI R 8 B R D B AR S 40 T B B S B, B R
BT AR B B e . 2 1 30 TR B R AL v
PR A X,

*1 AEREE
Table 1  Variable list
Symbol Name Implication
W B HEARERE ARG BB SR P EEALRE
Sidelen(i,j) RS M K PG K
o T, BB — sk ARG fr A
Ll BARRER > E MR
Dgp HASER BFEARSFREERGES
DFun OB BREHIRREOENER
R HTHESE HFERFAEHEES
Q B — A FEEY B —f ey AT
P FHE HIEREF ARG N HE
4011 AR IEE T HE

LA He ] B 2 2 7R (7] J8 — A~ B8 B i 0 1 Bk A e 2 ) B B
B RS SR B R A . B AT, © A 005 SO0 I iR
AR T B B AR S (1) B i A A X R PR AR B AT
DX 53 33 5 BB A P i) 4 B GRS 8 A

UntEl 3 7w o LA PR B0 P 4 o O 1A P AR R 1 AR R B 2
HBIHEAT T . BEARR LA 3G gk EAR 2 R 1
ANFYEN S YR T IAT L 5 B AR B 1 i, B R SR R
AL B HAL B AR R R T A SeA R 2 9. T =X
R B4 A 2 7 I () PN RT RE 22 A i i A ) g A
7o 58 T 31 B0 0 3K 081 AT b e AR B Ay R b AR e B 5
W L V7 % 75 1 8RR A B ] B R 1

P3RS P A it P
Fig. 3 Control flow graph within a function

ARSCVAFEAR T 18 Dy B AR B, qn s (D P

W gz = Outdegree(BB) [@D)
Horp Wy /R A BB AL E . Outdegree O R85 H
B2, RO DA RIEA Y 1 i 3, B 2 i
O 1, HE R P EARRRES X X8 T —
A BREA BE AR B R A AR, B

Sidelen; :V(L/ (2

Howh . Sidelen; R HEARY i SHAY j Z BB, K
FEA Y ACE B I R 2O X B3 Y 0 R AT A
HAR A 4 .

&

4 R AR
Fig. 4 Side length assignment
X B A D A S o ) Dijikstra 55350 5K % 6] Jg — A~
PRI SEAS YL @ RO BE A B j 22 [A] A i T B A TR S L DAAE Dy Sk
A FIEEAY j B EEAR YRR L Gy j),



28

Computer Science THEHLEIZ  Vol. 48.No. 5. May 2021

4.1.2 #HFEBHH

TETTE A T HE B Z 0 1 5T BT S AR kA e a) Bl O
K FA B 20 BT T SRS R AR I 5K A 2o A AR AR D T BT
PUBTT R TR eI AR SRR B IR AR 3 2
BEAT RIS WA 5 BR[O HE SRR R AL R B e R SR AR B

Fun, Fun,

BB,

VulFun

5 BEAHAY 4>
Fig. 5 Basic block classification
FEOL 1 FEAR LR T i e R O I 32 RE AR Bl g R AR B
FEES O 0, Al 4 Ry EE AR BB, .
0L 2 HEARYOA & T o8 5, (8 1% 5 A Seon] 5 3 9
JH HL At 2R 50 3 Y 30 8RB L L IR 26 3 AR e g 35 AR B B O 3
7% e JIT 7 oR BCE) U T eR B IR BT L A0l 5 P R SRR B BB, Y
FEAHE B N B Fun, 3] 2 VulFun fYEEES
L3 FEARYA & T ok B, (5 3% B AR Hewn] L E o
I7i) Jegd — A B 25 1 e A e 3 3K U ) R 2 O I 3 B AR e 1 B AR
Bl B S i A T 3 g Al R AR e A R RS b i R R A e )
AYHEES WA 5 P EE A e BB, SR A B B O A B BB,
FFEA L BB, FEEEI N | BB, M3 AR R
(3D Jy FEAR B B 155 A =0 Bl
0, BB& VulFun
Dps =] Dr.,.BB € Fun, BBe T 3
L(BB,)+DBB€& Fun, (€T
Hr, VulFun 3= 7% ¥ I 88 %8, D, 7~ 6 8UE &, Dp, =
Djikstra(Fun,VulFun) .44 T t Al DL EH 4% 538 ﬁ(n@ﬁlﬂ’]
SEA YR
FIA ) T R T 0 R AR LR B R L 8 AR I 3 B
B F R (O R R 0

_ 2 pesed Dp
Num (Seed)

Hrr,Seed RRFI FIMATHE R S B AW ES
(Seed)%%ﬂ;%A Seed T ILE B &,
i 2 () X Fb - BE B i AT 0 — Ak A B B

4

’ Num

(5

Forp L Ry 75 Bl T 55 8 B 2 /(B Ry 08 BT B 2 1O ¢
KAH .
4.2 MTHENTHEER

Filt T RE B D RE T BT A9 A8 S R XY BT AT T
5 9 1) BRI RO A R R, A8 S A A T 49 0 32k U R
BR B A M R B . L AR P AT £ A T B 3K U 3 BR R R AR
B, b7 B R T SR R T RE 2 S BORR T RE A T E AR BT B
A o o8 £ 8 4 30 3K 497) 8 v T e U0 A S L TR T 9k i LA

1) 35 T ) bR B Y BRAR
2% 4 38 3 7 ST R T B Bl A A P A L R B i B T
TR TR T R 0 R i . BE R B A A A R
SIAPAT 8 IR () 1 0 B3R R 80, DA il A8E 280 0o bl 7 8 B 14
TR B o8 A5 A TR A 05 399 X b T B S R L L A
A YR I L R T A URR B, B SR A R
K (6) FiR
1

P=A « <<1—7>*i+%) 6

Q

H A NEHRB,Q A FHE ., HfTHRIK., H =1
Bf,P=A;% ¢ FILIE TSI, P=A/Q. Hﬂiﬁ((ﬁ)ﬁ%ﬂé’ﬁ
R 25 E AT 55— Fe G B, S5 80 X6 B 2 S BURR, b T iR
k5 R I B TC OG5 B T A Ry 3 *ﬁﬁwﬁ%ﬁﬁﬁk
WA R TR 2 A TIE B A R R W K. [ 6 4
TR rRERE Ry AR . A R R — e L BEE Rk
FRURB 3 i, BT R B b TR L B AR BOW B F R
B 52 BT e . A X 25 25 il 2L 2 R 3 AR R BOR 4
b il R /N, o il A

10

—1/Q-1
i — -1/Q=08

0B S = = — = — — — — - - - -1/Q=06
) — - - 1/Q=04
T ———1/Q=02|
L}

064% "
044 4 Tl

02 0 e ¢ s i e s e ST S

0
1 2 3 4 5 6 7 8 9 10 1112 13 14 15

T HRAHK

&l 6 7 fE ik A8 fe it £
Fig. 6 Seed energy curve
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Table 2 Site coverage

CVE-ID Tools Reach Time/s Enhance
SymFuzz 5 17726 —
2018-7867 AFLgo 5 30603 1.72
AFL 3 63055 3.56
SymFuzz 5 29105 —
2018-8807 AFLgo 3 43436 1.49
AFL 2 67714 2.33
SymFuzz 5 14484 —
2018-8962 AFLgo 5 17252 1.19
AFL 4 45022 3.11
SymFuzz 5 134 —
2019-12982 AFLgo 5 1563 3.60
AFL 5 3674 8.47
SymFuzz 5 322 —
2020-6628 AFLgo 5 436 1.35
AFL 5 1684 5.23
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Table 3 Vulnerability detection

Program Tools Reach Time/s Enhance
SymFuzz 5 168 -
UAF_2018_316 AFLgo 5 13358 79.51
AFL 5 14040 83.57
SymFuzz 5 340 -
UAF_2018_504 AFLgo 5 14214 41. 80
AFL 5 14650 43.088
SymFuzz 5 471 —
UAF_2018_703 AFLgo 5 11873 25.20
AFL 5 12036 25.55
SymFuzz 5 434 —
CGC_Pwn_01 AFLgo 0 — —
AFL 0 — —
SymFuzz 5 322 -
CGC_Pwn_02 AFLgo 0 — —
AFL 0 — —
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Table 4 Time spent in vulnerability detection phase

(A 2s)
Program Tools T1 T2 T
Symfuzz 23 145 168
UAF_2018_316 Aflgo 32 13326 13358
Afl 57 13983 14040
Symfuzz 31 309 340
UAF_2018_504 Aflgo 53 14161 14214
Afl 64 14586 14650
Symfuzz 98 373 471
UAF_2018_703 Aflgo 161 11712 11873
Afl 194 11842 12036
Symfuzz 41 393 434
CGC_Pwn_01 Aflgo 43 — —
Afl 23 — —
Symfuzz 64 258 322
CGC_Pwn_02 Aflgo 61 — —
Afl 55 — —
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5 AFL 7E T1 BrBery B AL 8543 531 235,32 I 67,76 T2
K B B4 i ) A8 45 43 91 R 145 s, 13326 s Fl 13 983 s, 31X % W
SymFuzz fifi A5 AT E AR K IE WD 17 T2 By Bede 27 i iy
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i B TR AT A ROR
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