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Study on Predictive Erasure Codes in Distributed Storage System

ZHANG Hang, TANG Dan and CAI Hong-liang

School of Software Engineering, Chengdu University of Information Technology,Chengdu 610225, China

Abstract Erasure coding consumes less storage space and obtains a higher data reliability, thus being widely used by distributed
storage systems. However, when erasure codes are used to repair data, their high repair costs limit their application. In order to
reduce the repair cost of erasure codes,researchers have researched a lot on block codes and regenerative codes. But block codes
and regeneration codes are passive fault tolerance. For some nodes that are prone to failure,using active fault tolerance can better
reduce repair costs and maintain the system reliability. Therefore, this paper proposes a proactive basic-Pyramid(PPyramid) code.
The PPyramid code uses the hard disk failure prediction method to adjust the association between redundant and data blocks in
the Pyramid code,divides hard disks that are predicted to fail into the same group, thus making all read operations to be per-
formed within the team when recovering data, thereby reducing the number of read data blocks and saving repair costs. In a dis-
tributed storage system based on Ceph, it is compared with other commonly used erasure codes. when repairing multiple hard
drives. Experimental results show that, PPyramid codes can reduce repair costs by 6. 3% ~34. 9% and decrease repair time by
7.6%~63.6% compared with basic-Pyramid. Compared with LRC code, pLRC code, SHEC code and DLRC code, it can reduce
repair costs by 8. 6% ~52% and decrease repair time by 10. 8% ~52. 4%. Meanwhile, PPyramid codes are flexible in construc-
tion and have strong practical application value.

Keywords Distributed storage system, Hard disk failure,Data repair, Erasure codes,Failure prediction

B AEAE WA 2 5 U 33K 000 75 45 i ol ) 000 v 0 A7 i Y 4K
PR . TARAE “Hi 2 B 3ROR L B 2020 4L R E
B W 2% B R B R B, LSO 0 B EIR MG B AT T B S 2Bk LA A ) 20 %0 R LK AR O R R OK Y

1 3l

if

FIHE H91:2020-03-23 3R H I :2020-07-20 A SCE A IR 2230 COSID) 3 4148 10 — e 3R ST 15 B

He T H DU R H (20ZDYF1156) s A T4 i 5 K % 0 (2018GZDZX0030) 5 DU I 45 FHH g SR 5% 7 # Ak /R FE T H (2018CC0093)

This work was supported by the Science and Technology Program of Sichuan Province(20ZDYF1156) , Major Al Projects(2018GZDZX0030) and
Sichuan Science and Technology Achievements Transfer and Transformation Demonstration Project(2018CC0093).

WEVEE  JEI (tangdan(@ foxmail. com)



s ML A S A AR D B TN X ] RS T 5

131

ERZ 0, B AR R 0B o A AR R S At
AR HEVER I T B R A PR .

R TR D ) 25 AR BN o A U R A
Fa H AN AR FE S P,

BRI AR wa AR R 5 AR R
G foc B UL 25 O 2 B 2T I S B 4 0 BB R R R
PR At 00 3 b i B R AT B AL . Wk il Oy R B R A
ZRIAP A M ARD . ZRIAEARBRERR, ST IH,
R B FE K i (0 7 it 2% TBD , A 03K . 2 I S B0 R 77 i
WO RIG ML RS A &

AT - P18 4 1 20 400 48 52 1 AR 14 TF 9 32 2 4 P A 7 A
Jrli)  — AR, — AN R, S AR RS
YL RN 38 Ay AT . SO 4 A AR R SR F T B ey &
TUAT B9 7 3ROk B AR 1B B A 19 LRC (Locally Repairable
Code) 2 WA A 15, [@ B Huang 2578 LRC 5 1 L6 I 452
T Pyramid 2K 4 41555 B AH T R8I0 A 0 F %
Facebook 7¢ F 5 [ 53 #ii AEM R 4 h R HI T LRCs™ Fl EX-
Pyramid J2 K415, LRCs F FH J& 3 00 A B g 2k i 4 )/
TURPA B WD T 2R TU AR B i A8, A8 L LRC A% RE I
T RA . EXPyramid f37E Pyramid #%_E 38 7 90205 36
TUATHE, BE— A AR TR B B B R AR . Meng % 2
H T DLRC (Dynamic Local Reconstruction Code) 2 K 43 20
510, DLRC % 2 1% 1 2 40 8 25 Hb 8 4% 17 it TF 85 A SR 4 TF
B 22 1) 1) - 5 0K A A8 &2 AR, Miyamae S5 42 T SHEC
(Shingled Erasure Code) i3, 1% % J2& — Fh #iL £ () 58 X 43 41
T 4 45 Ao AR R T0BC 3 A 0 B, 9 S B B 5 T A
B2 6] 22 1 26 & 5 AT 0ol 2 18 42 32 R R g A B, LA BRI
A . WEAVER 42 343 48 51100 78 508 e Fl 0 4y e 22 6] B
B R SR 56 AR L3 0 1 R Y O TR R S A A A A R
2N A8 AR . A8 Xy 4R B R A — R BT B RR IR
TAEE A B LR N3G 0 T AF 6% T 4 . i WEAVER B4 19
TERH I B A K 2 1) ) S ot 5096, HL 3 S 4 21 48 7 5
B B A I A BT FOBOE A48 52 AR S 2URIRE
AREH RN AR E TR, FAENR FE 45 W
J:2% . MBR(Minimun Bandwidth Rrgenerating) 3" il MSR
MSR 1% £ ZH A i
/N AEA# TF 8 MBR % 32 B0 A6 A B0 18 2 AR . PR
T B R TE — B R B L AR T B 0 1% B A (R A8 2 0
i PR L A G 20 A T B A TR 2 T AT A P S B L
BB SRR 2. oAb, B AL R A B RS R
%, R REAR Utk A 2040 A7 AP f R 4P .

BORAEBBARREFHEHE IR B s
Bt Y S A0 A SR AF A R G b & R SR R BB E A
F 5 7 A I 170 R 2k A 000 AR AR W A% A 11 3 AT IR O, X
BV 30 A e 2 e 5 a0 A7 A L VS R VR A P R R B R DA
A R G T SR

W 2 B 5 38 O, oA UAE A R B b T SR R
S BT A% 00 AR 22, T I I R B R A

(Minimun Storage Regenerating) fi"?7,

0 VR 2 0 B A o A T RO A 78 065 L IR fig e
Yo A A% ik s I 0 A R AR WP b e B AR AR R AR E . H AT,
FEAif M 55 25 Hh A 5 45 30 2R T SMART # K , °T LLSE I A 75 i
B A FCRAS . 20 S bR 2R o R A TR Y (L L A
RGEHE S R R AR R T A BRI T

K 2 M H AR 5 32 3 2 45 05 =M 45 G AR AR G b e A1 24 A
B 2 A 4R R AR RS T Sk . BT, © A A SR
X 20 R 5 0 1 0 e T B2 AR AR 45 L A L S AR 0
RO S g B B ) B A e ) A A B D) —
FER AL 00, BRI IR SO AR T B 18 AR
TE R M4 0 T AT RE . Hu S50 ) S8 43 55 e 79000 e A
W LRC 53] 43 BN 359 46 (10 /N2 AT figp phe 17 S 349 5 11 5 it i
SR, Zhang 5544 LRC A% 5 6 % i e 750 00 452 7Y AR 45 5, 40
BR300 0 I 1 B 2 R 4 B 2R P A BE /N g /N T L AT HE
18 52 B3I Iy B8 AT 135 BB £t 5 A % o % B9 4L DR AR 1B R
RO P RE TR A T AR 5 2 RS R 2 R T
LRC 5 53 A5 1 (2 LRC 5 b4 A~ /N R et g 2 —
A R B B SR L JTOR RE IR B S 2 R . PRt
AR 30 2 JECKE A A R TN B R 5 A AL P REE NN R 2
AW RE B 2 N S AR 45 . TE AR Z 4y 2065 L Pyramid 544 &
FIE AT LU 98 2 800 g XL/ N N BB B 24 i
WL HOH A 5 B RS & A IRk 7 50 AR T A 3
RN Y S, B, AR SO £ AR 5 Pyramid #5119
basic-Pyramid % # 2% &, $2 tH T — F0 Hr 09 7000 =X 24 W 5
PPyramid %, %45 AT LUEF ST 22 458 45 050 , o 25 b 8 3% )5 iR
B PR T 4 P 2 18] 1 SC I, B T 1y RIVRE 30 e e ) 488 2
B9 0 23 B ] — /N2 b A A A A N I I A B s A2
B AETE /N R AT L AT HE — 20 B A IR R i A~ B, 1 R B
A dE P R G ta € vk IR B AE basic-Pyramid i% B9 4 it 45
b S 8 N A B4 7 At 25 T

ASCHT 2 A3 T A B R B AR SCHE &5 5 3 T X
AR SCHR Y PPyramid % (4 B4 4 305 5 12 BEAT 1 40 I 3t , OF:
25 LRSI A 5 565 4 5% PPyramid % 3 47 & 4k 40 47 . 43
Br AT SEVERNE 52 6E 015 5 5 1 XF PPyramid #% #f 17 & 52 )&
A% A8 S B I8 ST AR 1) AR OGS 58 L O At i 7Y 1 2 T A
HEAT R B s de e B A3

2 XL EEBENX

2.1 24 A B AE KRR

AR Gro k) 2R 2R RN MR KA S o3 1k
A TEUE B B A IR B B 22 5 RN Y 2 B Ak IR AR
Bl B X — I FEROPR O 2 M A A . R LE B T R
AT R B BN T3 21 N Y 5 2 2 T AT LA i T
Forp ) A 1 et AT BB B e M BB L X — i TR
g 24 1 1 f) i 1

AE TR AH A SO T — 26 2 A H ) A R A
VL AE L AT BTR .

(D FR G M4 - Hodfe B 2820 57 26 1 e 4 3 Jst iR



132

Computer Science THEHLEIZ  Vol. 48.No. 5. May 2021

A e B, TR G R4 9 U7 A P B O 93 A AT R B Y
ik,

(2O ZE4BE - 2 A% vl D2 28 A9 A R B R 9 e R B

(3) U AG B B < FH P b A B i e U0 o R R G o I
(2 IR

CO TR Bt P 28 5 A MRS 553 i 77 A v B A B

(5) 42 Jey TUAR B < 25 HF P9 JOT A7 it 003l R 5 T 119 2 24
Bkt sk,

(6) Jry #ETCAR B < Ity BACHE B B o3 W AN /N A A /D
2H PR D s A i A R A 2 B SR AR S B

(DA 2 A B0 JR TC A B2 i B 2 ) — 24 )
A,

(O BB ST« 24 53 A A7 Al 3R 400 v PR JE L0 A 15 3
B 2 O T LA Je DA AR PR R 23k Y e R E 48 K B BB
RS 2R 9 B Y e
2.2 WBEYETRNEANHEIES

R JLF BT A B 8 254 S SMART HOA 1l 32 80 78
PR —TF 46 I 15 DL SMART A T 000 B 455 e s A58 700 )
fi 1 SR o AR N B A B A o B T 2 i RO
A O B B R A A R AL A BEAR A Mo ik o3 A AP A R A
A BRE

5854 B U000 A5 780 e R A 45 KAl O AT OO
A I 5 25 O S A AL B AR A L AN TR 2 W A A B
FCs G 10 5t 1 Je A S5 AN S T E AR Y A R 2 S
—FEAY L AR A Bl A A ORGSR SRR B T
RUCHLA o A B A5 M TSI AR e, Sy Ol N 4 2R A L
RS TR B B9 B JE o 2 B — S OC A9 J 4k, LD B —
S A S A T A Oy AR SRR T B i AR AIE . R T 1
® 1P,

#£ 1 SMART % JilJs 1%

Table 1 SMART common attributes
5 JE& M 4 B A X
1 Spin Up Time & K g 5 B E
2 Seek Error Rate F R F
3 Reallocated Sector Count & E AL EE KOk #
4 read error rate J& B B B A R R
5 Power-On Hours BE 4w A B 1A
6 Reported Uncorrectable Errors W& Y EHIRE
7 High Fly Writes BRENEE
8 Temperature e
9 Hardware ECC Recovered #EAF ECC k4 Kk %

10 Current Pending Sector Count SREEFN R KA

— G TR B Y O AR TR S e A A T N A
TSR ] A 25 R FURR IR o5 R AR R O 3 e A i e, A AR
T A Y Hp T 20T R AR 3 AN PR 6 A 3 B SR o R ok |l
# (False Discovery Rate, FDR) . i% i % (False Alarm Rate,
FAR) F42 A 11 0 5 18] ( Time In Advance, TIA), FDR J#
s A 2% v AT LAl M S50 ) s FAR S 4 B P iR Ak
IRAEAY H ) s TTA 3 5 J2& mT LA 1 22 4 B (B) 3000 4 B 54
R BIHRE , 3X 3 A6 AR B EE E R T — A T A R Y
IR,

2.3 MEEENX

TR TR A gy T o0 A A R g iy 20 A
AH 1] A 7 S

EX VCEME) X T om0 R g, TR T
AP R G AR BRI 2 & AR UL ECIR DT IR B B . an RO &
B IRAHG 23 25 FA P LA R Al #5707 R AT A i i 41 2 . B ot
SRR AT A R G EE IR Z —.

EX 20BE WA 1BE AR SIS 7E #1758 R B 2
ARPHEERRE R, B FERE . AT A
)28 A7 2 450 B 1A AT U R 45 F  am 2R R 8 S I T 135 TR K
i ft e R R 2 3 BUAE % 2R 1 LA O U 1) AT 55 32 B
AT R I B B GE R P . R IR E B A8 5 o 2 R 35 Y
s NS AT RN

EX 3UEE D 21 INAS 7E #1784 18 2 0 BT IH AR 1Y
BRI L, 7E 4301 sUAF G R G0 T B 4G B 0 23 T AR A7 6l I
San it R ONAE SRR . AR S A L s I g
03X B BT 14 R R BB AT At o DT AT BB S B0 A e e 18 2
SRR €T Ry QRS N A O s = W e i R E LB R A
16 2 b [0 ok T

EX ACEH A Al W FE 47 20 55 )5 o AR 95 B 4 b
I U000 A Y 205 M ) 285 SR R A ] W A G IR R B O R A A A
i, TR AR BN 6 B G A R e RN TR BR R IE AR R L

FEIBIT .
3 PPyramid BJi% it

i F PPyramid & )31 & 7E basic-Pyramid & 14 3£ Rl I
HEAT PRAC I SOk Y, AR SCH B A B I AR Y )2 R 43 175 basic-
Pyramid %, 4K J5 4\ 48 A< SCH 4% B e 530 1 9 e 85, IS A 4R
PPyramid %% 5 2 19 1 11 35 2 6 i B
3.1 basic-Pyramid %3

M basic-Pyramid 5 i) 2 i HL U , 76 2547 H0 A9 42 30 R 1R
B P gt 05 7 A 4 SR TU AR B H8 R s SR Ve o UL AL
A2 G 5 A R EB TC AR B v 4 R T AR BT L A
ANELAR R B R U R B B AR , B L AHT (11,8 1 RS
Tasty, W a5 Dy, Dy e, Dy i 8 AR SR
Yoo 8 AR IR EIR IR A A iD= PP, Py X 3 AN 2RI
AP, K2 4T (12,8) B basic-Pyramid #3454y , 547 Hh )
8 AN I IR BUHE e 4y AN /N o Dy L D, Dy, Dy S — AN
H.D;s Dy »D; s Dy A—A/NH BRSNS 4H P9 A9 R R
R Bt A B P P BRI TT RS Hop Py P =
Pro AN R R BB A B F IR TR B A B, 52
BRCZH P ) B A BT A8 A B D 1B SR AR

HARAXWT , K, g &5 D, 7ER—A R4
WA G FRIGE .

i=8

p1=2D,g; (D
i=1
i=1

pu=2Dg, (2)
i=1
i=s

Plz:;’D,g; 3



s ML A S A AR D B TN X ] RS T 5

133

I
Lip by [P

= ]

1 11,8/ RS 454 &l
Fig.1 (11,8) RS code structure diagram

D, D3 Dy Dy

Dy Dy D3 Dy DsDs D7 Dg

||||||||(
e e s T

B B

2 (12,8 ) basic-Pyramid fith %5 4 &

P

Fig. 2 (12,8) basic-Pyramid code structure diagram

3.2 WENERNENERERE

SMART $ A8 o 7 56 15 5 148 04 7 =R 40 W e 4 1) &

IR AR 8 B B R R A A T S R A A

ST RCPE AE TR L SMART B AR REAE 5 B 0. 190 B i i
e AR L BE I 3 %0 ~ 10 Y0 f) R £ W I L N o A R
EwHAR,

R T v R A R A R, BRI, R T 5 AR fE
GE LT ol WLAR 2 2T 0 1 ok A ST W A R I AL . Lt dn
Murray 2P 3T SMART J& 1, F) I DU 307 53 28 7 3k 4l 4%
Al 98 W B T A IR R AR E 1% ETRIXR T 55% ., Ha-
merly 2R Ge 2 5B 30 A0 r Ik SE LT 0. 5% IR
R ER R BT 60%0, Zha 2R T 28 0 45150 Fil e 5%
PR 5 2L R R # 0. 196 AR RN 95 W R MER R .

— A L ) A R ffﬁﬂu»%%ﬁﬁﬁ?ﬂ@ﬁﬁﬁﬁﬂﬁ
T o 2% TR B R 4R R OR B . SC 46 A Hughes %5 FF
JEAY SMART $O¥s 28000 0 2 178 Mo filt BEAY B 43 A0 191 Bk
WAL % A R BT B TR A R R AR b R LY 3 R ik
RN T 8 T 24 e S A L SCREe 1 et AL 3k 43 0 0 o R 35 4 SR A
W o A TR 0 4 e R SCR (181 2L T 3
JZ BP M W 4,3 2T S 800 o 19,30, 1, Horh, B R
i 2 A sigmoid MREUYE R BTG MR, IR KB AR B
R 400,25 3 RBEN 0.1, PSR i BSCEk 2289 O =X
fii ] TD3 B33 25 il e SR JH: b, minsplic Cie /D 23 3295 5 50
B8 N 20, minbucket (R H I3 25040 & 1 S /AINBEAR B0 1B 8
7, complexity parameter (FAA~TY 55 1Y 52 Z2 D W E Sl 0. 001,

W, % SMART %4 48 F 9 10 A FRAE 47 R #E L 10
AFEAENFR 1 FTA . B SR A rp 1) 080 48 BE DL T 43 Wi 25 45 45
A I8V B A AR B 4 L X 3 AN B SR o 0 B BN R
) 70% 520 % A1 10 % Ho it g an & 2 Jin gl .

#2 3ROk AE

Table 2 Performance comparison of three methods

BT %)
Fi EHE RME
A I % W 4% 94 2.64
VS i) 93 0.62
& R 48.6 0.21

I 2 AT X 3 Oy B Hp o N T A 28 00 28 A e B A
T ) BB T ) A AR R 5 40 256 L ke SRR TN 8 5 il A E;”tt
FC R0 S B B A, EL RE 5 T O M Ol A R A AR Y

B, ol A5 AR T A AT ) 4 b e e e R, AL O, 2
Shy ST 36 11 o AN 58 9% i o I A A
3.3 PPyramid &% Hi& it
S F ¥R A PPyramid 5% 4w 5 B2 , A% SO0k A7 B4 19 7%
AT R, Bk SR 3 iR 5,
£3 WA

Table 3 Common symbols

ok 5 e SR B A

il A X

n — AN SR B AN

k A R b B e AN K

l & R AR B SR A R/ 2 AN #
r AN R R U AR BB B
m &R LA BAH

G % 1 B [

gi KR I P B A IR T

PPyramid #4452 i B F .

A0 1 $ MR basic-Pyramid A% B9 2 B5 45 ¥, 8f 5 46 B4
Pkl 43 OR R B /NG S 2R 4 JR TU AR R RR T T AR B IR &
T BN B 4 |

YR 2 M I 0 AR B S Y 4 2R R S A X
Ffitt 8 48 i A B A8 A 2 1 H BOHR R 20 )P A IR A B At o B
N2 B, fede S e Ay e I 00 A AR 0 R B R 2 3 1
Fhrb RSB |, 22 Py RIDKE L 30 RS i) B 25 A SR B

AR 3 ARE RN O SR e

1 EEFTERRZH—/NE G E IR T
SE [ /NG N I 432/ AL PN I f e B[R] B 2/ AN B
e 1 f FR R AL ) B ok Z T ERI AR . M —A /NN 22
P05 T R T4 Y A B, 7R 8 E T /N A 2
Pl 2 10— A /N N T 4% 22 B A% 2 B 3 1 /N AL R AR ORI
W HE MDA B /N E A 2B, R XA A 1l
1) /0N 2 6 A IR AR T AR B

THOL 2 EESZERRZW—A/NE L Gk ERN/NAA
B EHEZRMABC BT A S0 R ITA S A BT i it
HZRBHB T kg /N, BET ke /N
B9 22 B A T2 N R R TC AR BRI AN B TR E 2 T — AN/ ML AR
PEIR , 3 e DA /N BT 0 25 B, B A 22 3
MR Z THNEIMICRIBA B [RGB A p /N E

%ﬁﬁiﬁ‘zﬁiﬁﬂdx
LR 4 é%ﬁ%ylbﬁf‘%f}%)ﬁ SEEHUZE R L B T
R 2 2 O M BN

HYRS HBEEZRMIBIERE S Z %3
Fl e Heid J5 20 90 4 1 2 /N A

TEYN B SRE Nk 1 s,
&% 1 PPyramid BB a9i%iH5E %
BAIN A . err_loc: 12 53t £ h 22 P I 76 A7 & 19 804 s read _loc: 5 %
BEHCHY HLAE 2% AR P Y A0 B A9 B0 5 read _buff . B2 BOHE 22 A7 B AL
write_buff: 5§ ¥ 2% A 804
AR
L RGHIR AT Pyramid_encode() 5

2. err_loc [ ]=pre_model O ;

IURZ7N

3. for i in range(lenCerr_loc))

4, exchange_loc(i) ;



134

Computer Science THEHLEIZ  Vol. 48.No. 5. May 2021

5. BRI LAY group_encodeO) ;

6. for i in range(lenCerr_loc))

7. if i==FALSE.

8. LR AE B T il i B3] % Read_loc [ J=min_list_repair() ;
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10. write_buff:[ ]=Loc_decode(read_buff:[ )
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13. End for
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