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Abstract The analysis of network attack path from the perspective of attackers is of great significance to guide network security
defense. The existing analysis methods based on absorbing Markov chain have some problems,such as incomplete consideration of
state transition and unreasonable calculation of state transition probability. In order to solve these problems, this paper proposes
an attack path analysis method based on absorbing Markov chain. Based on the generation of attack graph and the exploitability
score of vulnerability,the situation that the failure state transition of non-absorbing nodes will be fully considered. In order to
map the attack graph to the absorbing Markov chain model, this paper proposes a new method to calculate the state transition
probability. Then,by using the properties of the state transition probability matrix of the absorbing Markov chain, it calculates
the threat ranking of the nodes in the attack path and the expected length of the attack path. Then,the application feasibility of
absorbing Markov chain with multi absorbing states is discussed. The results of the experiment show that the proposed method
can effectively calculate the node threat ranking and path length expectation. Through comparative analysis, this method is more

in line with the actual situation of network attack and defense than the existing methods.

Keywords Network security. Attack path analysis, Attack graph. Absorbing Markov chain,Node threat ranking,Path length ex-
pectation
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Table 2 Host configuration and vulnerability information

Host Service Vulnerability No. ES
Hi Web CVE-2014-0098 Vi 10
Ho Email CVE-2016-0037 V2 8
He Linux CVE-2018-2773 Vs 3.4

Office CVE-2018-8247 Vi 8.6
Hy Bme CVE-2013-4782 Vs 10
Hs Radius CVE-2014-1878 Vs 10
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Table 3 State node information
State Description State Description
S1 Attacker Ss (Hjz .root)
Sy (Hj .root) Sg (Hy ,root)
S3 (Hz ,root) S7 (Hs ,root)
Sy (Hj s user)
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Fig.5 Attack graph based on absorbing Markov chain
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Table 4 Attack path information and probability distribution

Attack Path Length  Success Probability
S1—>S2—>S;—>S7 3 0.0141
S1—>S2>S5—~>S7 3 0.0977
S1—>S2—>S—>S7 3 0.1136
S1—>S3>S4—>5S7 3 0.0151
S1>S3>S5>S7 3 0.1043
S1—>S3—>Sg—>S7 3 0.1212

S1—>Sy—>S3—>S,—>S7 4 0.0038
S1—>S;—>S3>S5—~>S7 4 0.0261
S1—>S2—>S3—>S—>S7 4 0.0303
S1—>S2—>S;—>S5—>S7 4 0.0111
S1—>S2—>S4—~>Ss—>S7 4 0.0129
S1—>S3—>S1—~>S;—>S7 4 0.0118
S1—>S3—>S;1—>S¢—>S7 4 0.0137
S1>S2>S3>S4 >S5 —>S7 5 0.0030
S1—>S2—>S3>S4—>S¢—>S7 5 0.0034
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Table 5 First six paths with the highest probability of success

Path Success Probability
S1—>S;—>Ss—>S7 0.069 5
S1—>S3—>Ss—>S7 0.069 4
S1—>S;—>S5—>S7 0.059 8
S1—>S3—>S5—>S7 0.059 7
S1—>S2>S3>Ss—>S7 0.017 4
S1—>S2—>S3—>S5—>S7 0.014 9
4 4 4 4
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