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Attribute Access Control Based on Dynamic User Trust in Cloud Computing
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School of Computer and Electronic Information, Guangxi University, Nanning 530004 , China

Abstract In order to facilitate the management of resources in the cloud,the cloud computing environment is usually divided into
logically independent security management domains,but there is a hidden danger in the loss of resources’ physical boundary pro-
tection, Access control is one of the key technologies to solve this security problem. Aiming at the characteristic of multiple do-
mains of cloud computing environment, this paper proposes an access control model (CT-ABAC) based on dynamic user trust to
reduce the impact of malicious recommendations in the security domain and reduce the number of malicious users’ visits. In the
CT-ABAC model,an access request consists of subject attributes,object attributes, permission attributes,environment attributes,
and user trust attributes. A dynamic fine-grained authorization mechanism is used to deny or allow this access based on the user’s
access request attribute set. At the same time, this model extends the attribute of user trust,and considers the impact of time,
similarity between security domains,and penalty mechanisms on this attribute. Simulation results show that the proposed model
can effectively reduce the malicious access of users and improve the success rate of trusted users.
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(8

2. num_true<—sum(cell2mat(User_Rec(:,4)));
3. D_Tr<(num_true+1)/(U_Amount+2);
/ /S A AR AT B

. for User_Reci in Rec_Set:

. R_8c<—cell2Zmat(User Reci(:,6));

if U_Amount<<win_num-1

. W<1/(2 * U_Amount) :

/U_Amount:1/(2 * U_Amount)

8. siml<-sum(R_8c(1:U_Amount,1). * R_8(1:U_Amount,1));

9. sim2<—sqrt(sum(R_8c (1:U_Amount, 1) * R_8c(1:U_Amount,
1))) * sqrt(sum (R_8(1:U_Amount,1). * R_8(1.:U_Amount,
D

~N o Ul

10. sim<-sim1/sim2;

11.  if sim<C0. 3

12.  Continue

13. else

14. Ind_Tr<Ind_Tr + sum(cell2Zmat(User_Rec(:,5)). * sim. *
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w')/U_Amount * 2;

15.  end if

16.  else

17. w<1/2% (win_num+1):1/(win_num-+1):1—1/2 * (win_
num-—+1);

18. siml<-sum(R_8c((U_Amount-win_num) : U_Amount,1). * R_8
((U_Amount-win_num) : U_Amount, 1)) ;

19.  sim2<—sqrt(sum(R_8c((U_Amount-win_num) : U_Amount,
1)) * sqrt(sum(R_8 ((U_Amount-win_num) : U_Amount, 1), *
R_8((U_Amount-win_num) : U_Amount,1)));

20. sim<-siml/sim2;

21, if sim<C0. 3

22. Continue;
23.  else
24. Ind_Tr<Ind_Tr+ sum(cell2mat (User_Rec(((U_Amount-

win_num) : U_Amount) ,5)) * sim. * w')/win_num * 2;
25. endif
26. end if
/B AR AT
27. Ind_Tr<-Ind_Tr/size(Rec_Set) ;
28. Com_Tr<k*D_Tr+(1—k) ¥ Ind_Tr
29. end for
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Fig.5 Effect of cosine similarity on credibility
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Fig. 7 Successful access rate in different access environments
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