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Source-location Privacy Protection Scheme Based on Target Decision in WSN
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College of Police Information Engineering and Network Security,People’s Public Security University of China,Beijing 100038, China
Abstract Aiming at the problem that the existing schemes of Wireless Sensor Network(WSN) source-location privacy protection
based on phantom source can not effectively balance the contradiction among source location privacy security,network life cycle
and transmission delay,a phantom source separate path routing scheme (PSSR) based on target decision is proposed. In PSSR
scheme, the phantom node location is determined by random walk of segmented fixed image, which ensures that the phantom
source is far enough from the real source visible area,and at the same time realizes the diversity of phantom source location, which
increases the difficulty of attacker locating the source location. In addition, by considering the energy consumption of the node,the
remaining energy and the distance from the node to the base station,the forwarding node is selected to realize the construction of
low probability repeated and decentralized routing, effectively balancing the contradiction among the source location privacy secur-
ity ,network life cycle and transmission delay. Compared with EPUSBRF, PRLLA and MPRP, PSSR can not only enhance the
source location privacy security,but also effectively prolong the network lifetime and reduce the transmission delay.
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