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Malicious User Detection Method for Social Network Based on Active Learning
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Abstract As a classification task,malicious user detection needs to label training samples. However., the scale of social networks
is usually large,and it costs a lot to label all samples. In order to find out the more worthy samples in the case of limited labeled
budget,and make full use of unlabeled samples to improve the detection performance of malicious users,a detection method based
on graph neural network and active learning is proposed. The method is divided into two parts:detection module and active lear-
ning module. Inspired by Transformer,the detection module improves the graph neural network GraphSAGE.flattens the aggre-
gation process of each order neighbors of its nodes,so that higher-order neighbors can directly aggregate to the central node and
reduce the information loss of high-order neighbors. Then,through ensemble learning, the extracted representations are used from
different perspectives to complete the detection task. The active learning module measures the value of unlabeled samples accor-
ding to the results of ensemble classification,and alternately uses detection module and active learning module in the sample labe-
ling stage to guide the process of labeling sample, which is more conducive to the model classification. In the experimental stage,
AUROC and AUPR are used as evaluation indexes to verify the effectiveness of the improved detection module on a real large-
scale social network data set,and the reasons for the improvement are analyzed. Then,compared with the existing two similar ac-
tive learning methods, the experimental results show that the proposed method has better classification performance in the case of
labeling the same number of training samples.

Keywords Malicious user detection, Active learning, Graph neural network,Social network,Imbalanced data
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Fig.1 Framework of our algorithm
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Fig. 2 Improvement of neighbor information aggregation paths
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Table 2 Comparison of classifying performance
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Table 3 Comparison of active learning performance

Model AUPR AUROC
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