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Abstract In order to effectively detect the attack behavior of the network,the machine learning method are widely used to classi-
fy different types of network intrusion detection. The traditional decision tree methods usually use a single model to training data,
which is prone to generalization errors and is prone to over-fitting. To solve this problem, this paper introduces the idea of parallel
integrated learning,and proposes an intrusion detection model based on random fo-rest. Since each decision tree in the random fo-
rest has decision-making power,it can improve the accuracy of classification very well. By using the NSL-KDD data set to train
and test the intrusion detection model, the experimental results show that the accuracy rate can reach 99. 91% , which shows that

the model has a very good intrusion detection classification effect.
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Table 1 Basic characteristics of TCP connection

No. Features Description
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Table 2 Content characteristics of TCP connections

No. Features Description
1 hot VARG XA E R R
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Table 3 Statistical characteristics of network traffic based on time

No. Features Description
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Table 4  Statistical characteristics of network traffic based on host

No. Features Description
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Fig. 2 Random forest identification model

3 XBE5SMH

3.1 BUIEHE

NSL-KDD %4 4 52 H A1 s 5 A9 H T A= 46 00 8 58 19
e B E T B KIC R EAR T M ER SRR B
Normal,Probe,DoS,R2L il U2R 5 Fh 2 &I 54 045 . Il 2 45
A o22 B A, BORCHR MR R B 125 973 MREAR, 5
KDD99 % £ 4 Lt . NSL-KDD %5 £ — 75 Ifi I B T % 4% 48
FhE S 90 SR B L R R T IR ST A Y R) AL 55 — T TR A
BB S A A S T G A TR ) T i SR AR A A
A0 2800 2 2 R 7 WA S T X R AR B A B 09 4 SRR B
Ly iR, NSL-KDD 48 4 & 2238 45 % 48 KDD99 H¥E 4
R T VAR A SR B PR RE N AR BRI B AR

# 5 NSL-KDD i 5 A R0 43 1

Table 5 Intrusion data distribution of nsl-kdd dataset
Intrusion type Data set
Normal 67343
Probe 11656
DoS 45927
R2L 995
U2R 52

NSL-KDD ¥ 84 43 BURFAE , Fo Rl 42 301 5 KDD99
FRAEAR IR 565 43 TR 43 28 i ME 5 72 B8, 00 8 K 3 B 48 &)
a2,

3.2 HiETAE

Ky sklearn # S ALY 09 40HE HRE S S0fE 7Y, B LA A
JH Preprocessing. LabelEncoder #5373 25 b1 25 55 1l 43 28 8K
B3 B 23 AR 2 B g i 8 0 — 225 [W 3, | Preproces-
sing. OrdinalEncoder $f 4328 K5 1F % 4 i 43 28 B0(E B Up i 38
T ENLAIIR S5 28 G HARAS 3 AR AR e 4 Sy B 2 T
T3 286 e 480 J0ER 7 I 200 23 220 50 b | A R e v o,
SR B R —SRET R E S MBS R, k. KA
o FH Ik AR G B K 3 3 AR AE A 46 Sk W AR 5t 7 5 ROk 11 UM
H 4k PR AT 1 BOHE A S BE AL AR AR I A
3.3 TwidiE

LU TR python f/E A4 IE T . Jupyter lab 1E R Uil 25 4
Z W00 T B B Y python 1% Bt 4145 Scikit-learn, Pandas ,

Matplotlib, k Fi NSL-KDD %5 i 4 1 > JIl 25 4 A0 ) i
Bt

SCEHE NSL-KDD 048 82 H 9 125973 28048 708 70%
RN R A2 30 Y0 i 042 4R o 78 A7 B30 1 T b 3 2 )5, 42 B
BUPE B P BR bR B EHE A 42 THRRAE , ¥ BE AL AR AR R AR,
TEREHLARMRIE S L, sklearn W 1Y n_estimators 2y 537 A & (19
Bt n_estimators B8 LT [ 250 L B AT, B R B L (0
S n_estimators KB — T )5, BB AR AR AG HE TR ok TR
FOART BT, B on_estimators B KT 5 5 AN AF 9 TE FE R
R,
3.4 HRHW

BEDLARAR 27 S it & 18] 3 o .

09990 v "
09985 //W
09980 f
09975
09970
09965
0ss60| !
0 25 50 75 100 125 150 175 200
I3 BEALAR AR 2
Fig. 3 Random forest learning curve
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Fig.4 Comparison between random forest and decision tree
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