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Abstract In the process of communication,in order to make the conversation between the two sides safe, Yahalom protocol uses
the trusted third party to distribute the “good” conversation key to the two sides of communication,and uses the shared key to
encrypt the conversation content to ensure the security of the conversation between the two sides. The formal verification of Ya-
halom protocol is of great significance. In order to make the trusted third party distribute the session key safely between the two
sides of communication, this paper makes a theoretical verification of the communication process. In this paper,the process of ran-
dom session key distribution based on trusted platform is abstracted, the operational semantic description of each entity’s state
and state transition in the abstract model is given,and the structural operational semantic concurrent computing model of Yaha-
lom protocol is established. The formal verification of Yahalom protocol’s state transition system is mainly carried out through
ACP public system. The results show the expected external behavior,and theoretically proves that Yahalom protocol based on
process algebra is feasible.
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Fig. 1 Yahalom protocol flow chart
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Fig. 2 Yahalom protocol abstract model
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