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Application and Simulation of Ant Colony Algorithm in Continuous Path Prediction of Dynamic
Network
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Abstract With the widespread use of active defense methods,dynamic variability has become a prominent feature of network sys-
tems. When discussing network system security,it is inevitable to base on dynamic network environment. Path prediction, as a
common method of network security assessment,also needs to adapt to dynamic network environment and have the characteristics
of continuous and efficient. In order to solve this problem,it is proposed to apply the ant colony optimization algorithm to the con-
tinuous path prediction of the network,and to design a simulation experiment to compare it with the completely random algorithm
and the greedy algorithm in terms of optimization accuracy and optimization speed. The simulation experiment results show that
the optimization accuracy of the original ant colony algorithm is not as good as the completely random algorithm,but due to the
guidance of heuristic information.its optimization speed is much better than the completely random algorithm. In order to balance
the advantages of the original ant colony algorithm and the completely random algorithm,a new ant colony pheromone update
strategy is proposed,and a simulation experiment is designed to verify the efficiency of the algorithm. The final experimental re-
sults show that the improved ant colony optimization algorithm can better integrate the advantages of the original ant colony algo-
rithm and the completely random algorithm,and achieve a balance between optimization accuracy and optimization speed. Howe-
ver,it is necessary to continue to optimize the algorithm in the next research,so that it can better and more completely inherit the
advantages of the original ant colony algorithm and the completely random algorithm,and achieve a high level both in accuracy
and speed.

Keywords Ant colony optimization algorithm,Dynamic network,Path prediction,Simulation experiment
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Table 1 Experimental parameter setting
Parameter phe a B 0 Q iter_max
Value 100 1 2 0.5 1 100
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Table 2 Experimental results of 10-nodes dynamic network

Status Random Greedy ACO

opt co opt co opt co
1 99 17 oo o 99 7
2 99 22 oo oo 99 1
3 164 18 = ©o 189 1
4 164 4 x o 189 1
5 164 24 oo oo 189 1
6 186 84 = o 210 1
7 186 67 x S 210 1
8 190 41 oo oo 201 1
9 38 5 38 1 201 1
10 38 2 38 1 201 1
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Table 3 Experimental results of 48-nodes dynamic network

Status Random Greedy ACO

opt co opt co opt co
1 217 2 oo oo 386 3
2 244 6 o o 358 1
3 312 14 o o 332 1
4 312 18 o oo 332 1
5 312 3 o ©o 332 1
6 312 6 o o 332 1
7 312 6 o oo 332 1
8 312 10 o ©o 332 1
9 312 5 o o 332 1
10 305 100 o oo 332 1
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