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Resisting Power Analysis Algorithm of Scalar Multiplication Based on Signed Sliding Window

GONG Jian-feng

Department of Computer Engineering, Maoming Polytechnic, Maoming, Guangdong 525011, China
Abstract In order to resolve the problem that the operating efficiency of scalar multiplication will be reduced after applying the
power analysis attacks measures,a resisting power analysis algorithm of scalar multiplication based on signed sliding window is
presented. The presented algorithm recodes the scalar with the signed sliding window, and realizes resisting power analysis at-
tacks by combining with the pre-computation, point mask and field operation. Finally, the scalar multiplication is completed in the
system of hybrid coordinate. Performance analysis results indicate that the presented algorithm can effectively resist simple power
analysis,differential power analysis, zero-value power analysis,and refined power analysis and so on,and the presented scheme al-
so can significantly improved the operating efficiency by comparing with the resisting power analysis scheme of binary expansion
and key assignment. It is concluded that the presented scheme can take into account both security and efficiency,and can be ap-

plied to kinds of cryptographic systems with limited resource.

Keywords Scalar multiplication, Power analysis,Signed sliding window, Pre-computation, Field operation
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Table 1 Calculation comparison of RPAS2W algorithm and traditional resisting power analysis scheme
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