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Research and Implementation of Data Authority Control Model Based on Organization
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Abstract Data permission control is an important aspect of software system security and quality,and is also an important part of
permission management and authorized access of SaaS multi-tenant software system. The core requirements of data permission
management are users set into different roles, which has corresponding data access scopes. If a general set of data permission con-
trol methods can be designed to reduce the complexity of authorization management and improve software system security,it has
certain practical significance. The common SaaS basically uses the RBAC-based permission control component to meet the needs
of user data permission control. However, RBAC is still relatively complicated in configuring of permissions.and the form of
ODAC to control data permissions can simplify the configuration of permissions. Based on the theory of the RBAC authorization
model,an organization-based data authority control model (Organization-Based Data Authority Control, ODAC) is proposed. In
the ODAC model, various services provided by the SaaS multi-tenant software system are collectively called resources. Resources
are divided into data-controlled resources and data-uncontrolled resources. When data-controlled resources are assigned to roles,
the organizational structure that can access the resources is specified. When users under the SaaS service tenant organization ac-
cess data,the system uses the organization corresponding to the user role in the resource tenant,to achieve data access control. On
this basis,the OADC model is implemented based on Spring MVC, Spring Security and MyBatis framework. Implemented with
these mature frameworks, the data authority management system based on the OADC model shows good performance, guarantee
for the realization of the data permission system,and reduces the difficulty of logic implementation. The model has been used in a
variety of actual production systems,which has been verified to have good versatility and feasibility.
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Field name Data type
business fields---
creator integer
access_group varchar
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