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Abstract The rapid development of blockchain IoT (Internet of Things) has greatly attracted attention from academia and indus-
try. A systematic understanding of the research status and progress in the field of blockchain IoT is of great reference value for
researchers and industry departments to carry out related work. This paper takes 970 articles in the field of blockchain IoT in
Web of Science from 2015 to 2019 as research object. Based on bibliometrics theory,it is visualized and analyzed using the infor-
mation visualization software CiteSpace. This paper firstly researches and discusses the countries with greater influence in the
field of blockchain IoT. Secondly,it summarizes the hot keywords in the field of blockchain IoT in recent years. Thirdly,it sum-
marizes the knowledge base of this field in conjunction with CiteSpace. lists six papers with significant influence,and uses the Ti-
mezone as the display method to study the development trend of the blockchain IoT field in the past five years. Finally,it summa-
rizes the current status of the blockchain IoT field and propose future development outlook.
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Fig. 1 Annual distribution of research literature in the field

of blockchain ToT
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literature research in the field of blockchain ToT
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blockchain ToT
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Fig. 3 Knowledge graph of research keywords in the field
of blockchain ToT
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Table 3 Hot words in the field of blockchain IoT
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20 36 0.04 smart city

B 3 FTZ 3 I LLE X B sk (blockchain) ™ 9y Bk ¥
(internet of things)”“IBM A& = F 4 (ibmbluemix)”*“ % 4>
(security) ”“# B & 2 (smart contract) ” J2& [X B i 4 Bk % 471 Jaf;
FoOGHER) 5 AN . Yo o0 B R FEETF 0.1
A 15 T 3 A G B 3R] B A AR SR 0 HhoO L A VR 2 T o A K
AR T, A2 3 s bl BE AR B TR DX B BE (block-
chain) "“% it & 2 (smart contract)”“ K i (big data)”, T
T XS 8] 3 FIR 3 rv iy R 43 OC B iRl AT BAA A 4

DA fES 2 (smart contract) , B EA AU T E
S — 3 &R WA A2 5 T 58 BUX SR T B AT B9 B
WYX P B A3 A 20 L A R S S AT B B
RN EBEA AR TR AV AT IR, T ARG 2 1T
PR X et (9 1 S DS . B KB R AR S 4
BB, R BE B LY BARARWIHE G, g X P R R (i 55 22
.

2) VLK i (ethereum) , % BE & 29 WA & 2 i 2 )7 5L Vi-
talikButerin #2 1Y, £ BB 2U R AF X Hedf 308 1Y LA K
LA A SRR A EFH T PAT R AR AT AT R
DR B A i AT B B S R AT T S R R RT DA
R EZ Gyt

3 Vil #5 il Caccess control) . 1 [A) #8 il % A # I F 20
T2 70 AR A, F2 0 U ] 45 w1 AR A A 2 U7 1R 5 6] 5 i 7 1R
FEH T AOUR RS, TS MRS T 1T
Z IR T AR R AR RS MR GE W T2,

N %5 (edge computing) . #2819 AR IS
W AR S5 R HE BOI R Y T S R IR LB AT, Koy i
AN R KT 0 ME A L 8 B TR B 2 T AR O B B AR 2 TR Y
PR B R IR AN R 45 et

5) B I (smart city) . B BT 58 i AL =9t
S W I O A A A 8 T — AR B B AR ke AR BORE LAl AT
B AR B 7 30, % T R A Vol IR &5 B A A Fh e 4 L TRl
T 21 55 2% b 5 S A R BB DR A e, B I T IS AT R
o T B AU B 2 A R T AR N

6) Tolk 4. 0Cindustry 4. 00, “Tlk 4. 072 LUE AE il i 4
FRMEWR T Ear, HRFERIEZBAACKH T
b 4. 07 I -, H rb 4 AR Oy 4 T B 3 Ml 3E 4 g SR Y
HRZ— LTk 4. 0" Z B A8 H o2k oc ",



566

Computer Science T MBI Vol. 48, No. 6A ., June 2021

38 3 X SCHR I R B L 25 A I 3 RN ER 3 R AT R KR 4 el LA
F 7R X B HE B Bk R T 5T 40 8 L il 0t i H 2 i B (cloud
computing) . K g (big data) . ¥5 0] #5 #| Caccess control) | %
4> (security) | fFA (privacy) 55 #% 0 B2 AR L 8 b 45 1 (bitcoin) |
B HEE 2y (smart contract) | LA Kb (ethereum) % [X He 4% £ R
55 BRI AR A 45 A s DR SR DX B i R ) 4 3 1 AN BT R
WAh, 5 (fog computing) i1 %115 (edge computing) . 5}
LT (smart city) . Toll 4. 0 Gindustry 4. 0) fE 3 £ (supply
chain) H B SIRON & A0 5 F A 55 OGBS S % U, W] BE &5
J AT X B 4 B T 4 3 R SR 1 2 R T Il
3.4 HIREMSH

SR il S 45 B 5V R R AR SOk i 5 SO 3k 5]
Bl Ak cited reference”VE N 4515 4, T4k X He gk
R ) 0 3 v B Sy AN Y 8 SR L AR S R U ER Rl A AT 40
B o SE TR T LK e Wk 2 TR 58 R A

FIHT CiteSpace A4 Az 1 DX 5% 7 36 190 450358 11 00 3R ik
S E 4 BT 7s . % CiteSpace H ) “ Generate narrative” i
AR S B 2 OCRR I 9 R A5 . (BRI R 1 J7 ik 2
A5 B ) 1) 5 B STk, 388 LA STHR g & Pk b B2 DL R 51 A
PORHATAUT . 20 [ 52 0 T 108 A 0, e 26 08 1 v 22 A 5
FR R = Y 6 B Sc s, insE 4 Frdl,

e
ASwan M2015) e chetri N (2017)
Dorri Ali (2017)

v

¥z

-~

A Zyskind G (2015)
Huh S (2017) o >

Reyna A (2018)
Tschorsch F (2016) + = tch[istidis K (2016)
$ g \Zheng Z8 (2017)

Conoscenti M (2017)

RNowe O (2018) Khan MA (2018)

e

PR 4 DXHRgE A TG o R 5 4R ) R B i PR i
Fig. 4 Knowledge base map of the blockchain IoT research field
4 DXCHREE ) I ) 4T 1Y R R il 28 i Sk
Table 4 Classic literature of knowledge base in the field

of blockchain ToT

HR o

o o
F 5 Xk A4 55 Wk

F—fE#

Blockchains and Smart Contracts for Lo
1 o Christidis K 2016 241
the Internet of Things

BlockChain: A Distributed Solution to -
2 . . i i Dorri Ali 2017 115
Automotive Security and Privacy

Decentralizing Privacy: Using Block . . )
3 . Zyskind G 2015 96
chain to Protect Personal Data

10T security: Review, blockchain solu-
4 Khan MA 2018 84

tions.and open challenges

Blockchain Meets IoT: An Architec-
5 ture for Scalable Access Management

in IoT

Novo O 2018 79

Can Blockchain Strengthen the Inter- .
6 X Kshetri N 2017 76
net of Things?

AR SR DX H S ) e TR I 455 9 SR TR 2 A AR PR3 B 6
i 2 M OSCHERHEAT T IR ARIE . 00T T & L R B KRR Y)
I D 450388 10 € 1 BT k. Christidis™ ) 4 X ek £ R B H T 9
T 9 4T, A5t DX e i W Bk 0 45 5 AT SR TR L T RLTE 2 AT
M1 7 L DT A B Bl 45 A 2R 0 AR 3O R T
T RIS S . Dorri ™ A BER G BEIR FFE 2 APk
68 50 a8 452 A e O 52 B T 5T IX B BE R N T 4 1k T

SRR 2 A PE R B A YE . Zyskind 250V B ) T v RO & 4
R R0 ST 25 v AR AR A AN B o DR P 0 O 4 ol
0B R S8, o T 5 TF O ) R T — A i e O &
Khan" #E7R T 97586 9 ) %8 4 R DL IR 1O 250t L iy i f
BT T B8 TR T X B i A i ok ) Tk I £ 4 (] ALY
KN T, Oscar™ $H T —Fh 3 F X BB H R 19 4 5 9
A3 A VR R R G IR PSR ToT S vh g A7 17374
A5 X He S B R TR PR A Bk U 1) B R 19 4R
Kshetri™ Xt T 24 5 19 9 5 A 25 R 46, DX HLBE ) 5K ) 22
AR RN RO R R S S E R R O 1 R Bk
WA A A B TR T X RS FE ISR A R N A R .
3.5 EHEHMBRN

78 JE R4 #n] 38 5T CiteSpace 844 o 4 28 BLIE I (Burst De-
tection) J5 X » DA 56 B 7] v 45 2 1 A5 K A S I ] Y 28 4R 19
o AR S ) 0 4R e 0 TF 40 T L AR Al R R
(7] i i) 3% 2 B 9R1 %) 7S T LA A8 Sy i Bt 43 AT X B g K
T R R K keyword"HE N AL, 2 HH X Bk
IR TR AR 11 1 A1 2 B G R R s ) JR L AL 5 TR

sgen: coge
inlamel af things(io
4

2015 2016 2017 2018 2019

P05 DX HCEE P IR I 454k 58 B3] P 1]
Fig.5 Timing diagram of emergent words in the field of

blockchain ToT

MIEL 5 AT AR 52015 —2019 4F i) X B 4 ) B R0 43
R 4, 2015 48 [H PR 58 42 5 BE A e 1 OC B3R O “ ibm-
bluemix”“bitcoin” “ consensus mechanism” %5 , ¢ B 7€ 1t # [
[ br b BT £ 2L P AE DL ibmbulemix A3 19 = b Ak 55
LIS R AR A X R R . 2016 4 98 A8 5
BE B = M0 G B R AT “iot” “smart contract” “security” “smart
city” 55, Ui B 2016 4F 03 ] [ B L 3 22 AE Wy 308 9 45 > i 3 5
XF DX B AT PEAR L OF 22 0B X R R 3 4 — AN R AT B9 i
PRITEE. 2017—2019 4F[H], M T AR H £ 0 5 A8 LA R, “big

9946 s

5g”“industry 4. 0”“deep learning” “machine learning”
“edge computing”“fog computing”55 , £ W iH L ¥ & 24 G
RBHE BRBE 2% ] [5G SR HOR 78 DX B4 M 56 I 40048 R A
() F9 5 4 3, R SR AL T R B BB L AN B TR
P DIF 5 P 0 R AT T8 2 A R BRGSO i T X B
106 o G5 3k,

FERIE AL Web of Science #% .04 8 05 1 o AY SC
R A BCHE SRR L X 2015 —2019 4F 22 (8] X He 4 4 156 o) 451 35k F 7%
FUR AT T AT WA 09 0 TR 1 3% 2 i I 43 31 X BIF 90 4 i 56
PR Bl R R R R A EAT TR AR S TR . SR A b
B, P BN F 4518 .

D7E [ K 8% Wi J5 1, b [ (PEOPLES R CHINA) , 3¢ [H
(USA) . #i [EH (SOUTH KOREA) . 32 [H (ENGLAND) | £ J&
(INDIA) (R A (ITALY) (K A CAUSTRALIA) L il 4
K(CANANA) 7§ JF F (SPAIN) | ¥ [ (FRANCE) 1 Xt §

data



ZEEE WA R T U PR Y DX H B Ay Tk T 4T BIE 5 4 A

567

Wy 10 15 AT 5 80 I v e 2R 1 SCR B 44 B0 5 H b e [ AR OR
RIS — ARTOEARR, A 007, BB F 52 KT
WA ok — 204 e T ] e BEAR R T At [ R SR
KREY], WEARIEAT /M 33X 10 A AR X B ) 1 ) 40
BTN B R AR TR AR MR, 52w ) ok

2) TEBIF ST AT T DX B 06k T SR 1 G s A R £
il 4n“ X He 5% (blockchain) ”“ ¥ 1€ [ (internet of things)”“IBM
ANA =6 (ibmbluemix) 7% 4 (security) 7“2 GBS 4 (smart
contract)” & , M A X & 3G R W] DL AR A A5 L, B AT K SR EE Y
156 100 T 48k 1) RS R AR Tl S A = oF 6 WS X BE A ) Bk
159 37 3% 4 I T o I 2 X e phe AT W K IO 10 42 4 4 o) 45 )

3)FE FI YL Ay 77 T DX B BE P IR ) G AE 2015 — 2019 4F
X — B Be A 5 Y 35 8 D 1) S 38 X B R AR X R R 46 3, Y
I [0 880 47 2 i 0 5 3 . 32 L A R TR L A DU R X B R )
ARG ) AN Py Ik 00 HC AR A it IR O R e A e X B A
I B FL 55 7 1

O TEEHE G F Ty L XU Y ) ST AE 2015 4F 09 B 5T
EEAEFTELL ibmbulemix XK 8z b i 55 & LA 5 52 8
5 R TROAE G 0 IX B 5 R, 2016 4F 3 SEAF 5% X e B 78 9 Bk
16 A 1 3 57 BEAT TP A L 9F 22 0B W R Rl g 57 42 1l — A W]
g J7 . 2017 — 2019 4R (0], & 2 2% & 24 & KK
I IR 2] 5G SRR W 2 Rl B R Bl G ORI A T IX B
HE PR I G503, 7 DX B RE ) 3R ) TR R R AN IR] B T 4 S Ol %
SR T Y B

LR DL BB B G Y T X B R B R R B I B R P
R BT W 58 3 M A =, K HL B I A2 31 Tk i £
AR RE. BRHBTIA B X AN B AR ERL,
F R 5 RR AL DB 2 R RN i 2 E SR L AR DX B 4 1k
o 50458 11 B A K e TRGEUR T

£ % X M

[1] NAKAMOTO S. Bitcoin:a peer-to-peer electronic cash system
[EB/OL]. https://bitcoin. org/bitcoin. pdf.

[2] XU Z,ZOU CH W. What can and cannot be done with block-
chain? [J]. Financial Research,2018(11):1-16.

[3] International Telecommunication Union UIT. ITU Inter-net Re-
ports2005: The Internet of Things [R]. 2005.

[4] GUSTAVO R G,MARIO M O,CARLOS D K. Early infrastruc-
ture of an Internet of Things in Spaces for Learning [C] /
Eighth IEEE International Conference onAdvanced Learning
Technologies. 2008 :381-383.

[5] AMARDEO C,SARMA ] G. Identities in the Future Internet of
Things [J]. Wireless Pers Commun,2009:49:353-363.

[6] ZHU ] W.JIANG Y L,ZHAI L,et al. Comparison of domestic
and foreign BIM research based on knowledge graph [J]. Jour-
nal of Civil Engineering,2018,51(2):113-120.

[7] CHEN M, ZHU ] W. Research hotspot and evolution trend of
project management in my country based on knowledge graph
[J]. Journal of Engincering Management,2016,30(3) : 105-109.

[8] LUJX,XUL Y,ZHAO L B,et al. Analysis of the current sta-
tus of RFID research based on literature metrology[ J]. Comput-
er Integrated Manufacturing System,2017,23(11) :2518-2532.

[9] FAN Y Y.XU J J. Graph analysis of graphene research litera-
ture based on CiteSpace bibliometrics[ J]. Modern Information.,

2015,35(8):81-91.

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

MOTOHASHI K. Assessment of technological capability in sci-
ence industry linkage in China by patent database [J]. World
Patent Information,2007,30(3).

KIVIAT T I Beyond bitcoin:Issues in regulating blockchain
transactions[ ] . Duke Law Journal,2015,65(3) :569-608.
PETERS G W.PANAYI E.,CHAPELLE A,et al. Trends in-
crypto-currencies and blockchain technologies:a monetary theo-
ry and regulation perspective[ J]. Cryptography and Security,
2015,3(3):92-113.

MA C G,AN J,BI W, et al. Smart contracts in blockchain[ J].
Information Network Security,2018(11):8-17.

LIU H Y.FAN J L,.MA ] F. Research progress of access con-
trol technology [ J]. Small Microcomputer System,2004(1):56-
59.

SHI W S,SUN H,CAO J,et al. Edge computing:a new compu-
ting model in the era of Internet of Everything [ ]J]. Computer
Research and Development,2017,54(5):907-924.

WU X B, YANG Z G. Smart city concept and future urban de-
velopment [ J]. Urban Development Research,2010,17(11) :56-60.
HE Z C,PAN H Y. German “Industry 4. 0” and “Made in China
2025” [J]. Journal of Changsha University of Science and Tech-
nology (Social Science Edition) ,2015,30(3):103-110.

ZHAO R Y, WANG J. Analysis of Library SCIENCE Knowl-
edge Graph [J]. Chinese Library Journal,2011,37(2) :40-50.
CHRISTIDIS K,DEVETSIKIOTIS M. Blockchains and smart
contracts for the internet of things[]J]. IEEE Access,2016,4:
2292-2303.

DORRI A,STEGER M,KANHERE S S,et al. Blockchain: A
distributed solution to automotive security and privacy[ ] ]. IEEE
Communications Magazine,2017,55(12) :119-125.

ZYSKIND G, ZEKRIFA D M S, ALEX P, et al. Decentralizing
Privacy: Using Blockchain to Protect Personal Data[ C] // IEEE
Security & Privacy Workshops. IEEE,2015.

KHAN M A,SALAH K. IoT security: Review blockchain solu-
tions,and open challenges[ ] ]. Future Generation Computer Sys-
tems,2018,82:395-411.

OSCAR N. Blockchain Meets IoT: An Architecture for Scalable
Access Management in IoT [[J]. IEEE Internet of Things Jour-
nal,2018,5(2) :1184-1195.

KSHETRI N. Can blockchain strengthen the internet of things?.
[J7.IT Professional,2017,19(4) :68-72.

HOU ] H. Visual analysis of business management discipline e-
volution and frontier hotspots [ D]. Dalian: Dalian University of

Technology,2009.

LI Jia-ming, born in 2000, undergradu-
ate. His main research interests include

machine learning and data mining.

LIU Xiao-xiang, born in 1977, Ph.D, as-
sociate professor. His main research in-
terests include artificial intelligence, in-

ternet of thing and computer vision.






