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Adversarial Attacks Threatened Network Traffic Classification Based on CNN
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Abstract Deep learning algorithm is widely used in network traffic classification, which has good classification effect. Convolu-
tional neural network can not only greatly improve the accuracy of network traffic classification, but also simplify the classifica-
tion process. However, neural network is faced with security threats such as adversarial attack. The impact of these security
threats on network traffic classification based on neural network needs to be further researched and verified. This paper proposes
an adversarial attack method for network traffic classification based on convolutional neural network. By adding the disturbance
which is difficult to recognize by human eyes to the deep learning input image converted from network traffic,it makes convolu-
tional neural network misclassify network traffic. At the same time, to this attack method, this paper also proposes a defense
method based on mixed adversarial training, which combines the adversarial traffic samples generated by adversarial attack and
the original traffic samples to enhance the robustness of the classification model. We evaluate the proposed method on public data
sets. The experimental results show that the proposed adversarial attack method can cause a sharply drop in the accuracy of the
network traffic classification method based on convolutional neural network,and the proposed mixed adversarial attack training
can effectively resist the adversarial attack,so as to improve the robustness of the network traffic classification model.
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Fig. 2 Gmail traffic image before and after disturbance
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Table 1  Selected traffic categories
Name Class Name Class
BitTorrent p2p Outlook Email
FaceTime Video Skype Chat
FTP Data Transfer SMB Data Transfer
Gmail Email Weibo Social
MySQL Database WOW Game
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Table 2 Selected dataset information

Data Set Count Range Count Total

5134~9634 71692

Representation
Session 1+ All

Benign

4.2 WHEX®
4.2.1 %IHEE

AR SCHEAEE DA A 90 6% T et R A 1) % 01 45 B £ ) 24 A Y
1E4E Natural, 3 H¥% M 129 %] 45 7 0032 25 405 Fn 1 2% 2090 5 Ul
SR I 35 e bR B 38 U 48 2% oR I, A PyTorch Wi
SGD it #AT AL, 2% 2 U E 0. 001, YRR K 20
HER . TERCH BB I B T 8 & Bk AT SR 9 1
TR L W d FGSM i | % R i PGD i . BIM
Bt DL R B TARAL ) CW Btk . BR T CW i, HoAh 7 4 19
ok B RO AT A R CW G R IS AT ME AT PR AL . 8K
5 AR R A A R 09 B Bl N AT (R IR A Bl R
10/255,20/255,30/255,++,100/255, %t F ikt ¥l PGD Xt
i A BIM I o 2 AR A Y 2 AR B 8 10, % CW2
T BRI A REBRE R 5. KERKBEEER 20,
2] RAE R 0. 01, VUG A B 0. 01, B R & N 10,
A — b T3 0 A 3 4 v 2R B 1000 AN RFHTRE AR,

A S 36 2 R R A3 B R o e B AR B P RE AR 1 4
FEUEIN FE CA ST PPAR L 43 28 70 1 38 0 i L 455 380 1) 3 SRR B
I A0 255 R o AR Y i v R . b, TP 2 IE
G350 S E, TN S 0F 8 43 28 B 2 0 S5 1911 45, FP 2 o 4
R Y 43 2SI S OF Y 5214, FN R TE B b 000 A R Y
S5 B

A TP+TN

" TP+FP+FNTTN
4.2.2 LR

TE AT R P B 2 A AR SCRE Natural 80T 546 i BE
A o FMER PRI L, 4n 3R 3 BP9, Natural X 4R 9 & #E A
B9 43 S A % 5 3K 99. 5300

(0




VR AF T B T A B 8 ) % Y T 445 07 k)2

3 RUARIALR B kT R

Table 3 Classification accuracy of original model
Model Accuracy/ %
Natural 99.53
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Fig. 3 Classification accuracy of the original model on adversarial

samples
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Table 4 CW attack under the original model
Defense Model Conf Accuracy/ %
Natural 0 0
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Table 5 Classification accuracy of defense model
Model Accuracy/ %
Baseline 99.53
PGD-Adv 99. 24
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Table 6 Defense effect against CW attack

Defense Model Conf Accuracy/ %
Natural 0 0
PGD-Adv 0 68.6
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