'H‘ :ﬁ_ *!h f+ ? http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 200600022

ETEHEEEENATEERARERERN

A B OF mBE Rk
WA kI AR R ER NS A% B 210023
(2119582346 @163. com)

H E MANBSZIRRGORERAR BEAREZONEFIHLERATILEFAZTHOLNS SN Ao EFATELERAERE
REFTRNG—F 5  ENGNBEFIEATBEENAEERHERRFHG R, AMBra BRI LR, 42 R-FHELAR
M, LFPRET—HATELSORBEORFEHEHAAERT F AL CEBERZ ANV HBRBFT AN, RESARRTT L,
WA XL HBERNEFREGINEFI FARAZIRG Y HARHERARITY £, B8, 8 A KNN F kit b 2
EHATE SR EHRZLMAEKR; Lk, 42 DBSCAN ik KNN Fikff b h a9 oA S AR ELE , AR —AR A
FHERE X FEAHBBRMEER 3 DBSCAN =R 2 W —ARSATFHR PO IR EFARARTEFIT A AR T ARG
HERMNBRAEAT R THERGINGE: G ARAHTMEGNEE RN LR EM S LB NREAFFRATGEN, &
HBwEge Fl 5 # A A 3034, 0 5 AR H K SMOTE £ R A A SMOTE Bt 75 i & A A fe P BT 4R 75 ik & R AR A
ANGEHITTIER, FREREAN  EAMAFFEEAP RAMRLEABINAEN LG R EIM SRR EZRE 0 F1 4
HEMARAF1 &0 REH AR SMOTE 7 &% SH#F T 20.9%.,

KBRE.FFAZTIRH EH A 5D E R-F#4FA;KNN;DBSCAN

FEZESES TP391

Detection of Abnormal Flow of Imbalanced Samples Based on Variational Autoencoder
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Abstract With the rapid development of machine learning technology, more and more machine learning algorithms are used to
detect and analyze attack traffic. However,attack traffic often accounts for a very small portion of network traffic. When training
machine learning models, there is often a problem of imbalance between the positive and negative samples of the training set,
which affects model training effect. Aiming at the problem of imbalanced samples,an imbalanced sample generation method based
on variational auto-encoder is proposed. The idea is that when expanding imbalanced samples,not all of them are expanded. But
imbalanced samples are analyzed,and a small number of boundary samples that are most likely to have confusion effects on ma-
chine learning are expanded. First.the KNN algorithm is used to screen the samples that are closest to the majority of samples;
second , DBSCAN algorithm is used to cluster the partial samples selected by the KNN algorithm to generate one or more sub-
clusters;then,a VAE network model is designed to learn and expand the few samples in one or more sub-clusters distinguished
by the DBSCAN algorithm. The expanded samples are added to the original samples to build a new training set;finally, the newly
constructed training set is used to train decision tree classifier to detect abnormal traffic. The recall rate and F1 score are selected
as the evaluation indicators. The original sample,the SMOTE-generated sample and our sample are compared. The experimental
results show that the decision tree classifier trained using the proposed method in this paper has improved the recall rate and F1
score among the four types of anomalies. The F1 score is up to 20. 9% ,which is higher than the original sample and the SMOTE
method.
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10.  if Dis[i] in S. then

11. num_att=num_att-+1
12. else

13. num_nor=num_nor+ 1
14. end if

15.  end for

16. if num_nor >=num_att then
17. add p to D

18.  end if

19. end for

20. return D

21. End
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2. for each unvisited point p in D

3.  mark p as visited

4 N=get Neighbours (p. Eps)

5. if sizeof (N) <<Mins then

6 mark p as Noise

7 else

8 S=next cluster

9 ExpandCluster(p,N, S, Eps,Mins)
10.  end if

11. end for

12. ExpandCluster(p, N, S, Eps,Mins)
13. add p to cluster S

14. for each unvisited point p’ in N
15. mark p' as visited;

16.  N’=getNeighbours (p',Eps)
17.  if sizeof (N')=Mins then

18. N=N+N’

19.  end if

20. if p’ is not member of any cluster
21. add p’ to cluster S

22. endif

23. end for

24. return S

25. End
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Table 5 Various abnormal F1 scores corresponding to different el WiSde) WS CSded FlllE ANNE AMEN A
K values
ey Blai Bl Rl AN PN PN MR
RH£AH  K=3 K=4 K=5 K=6 K=7 K=8 K=9
Analysis  0.9563 0.9759 0.9684 0.9893 0.9707 0.9860 0.9795 .
el el RSdal Sl M AN FLEEE e

Backdoor  0.9665 0.9873 0.9825 0.9813 0.9869 0.9905 0.9885
Shellcode  0.8342 0.8636 0.8722 0.8837 0.8741 0.8532 0.8866

Worms 0.7606 0.8148 0.8286 0.8525 0.8947 0.8519 0.9014

5.5 DBSCAN £ #i% %
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LR R AR R ROR AR SCHE 2 R LI 5 0 45 Bl 2 ALY
mins (BN 5~10, HEKFEHERIENE eps. mins S
3k 6 iz,

#6 BEFW eps.mins BE

Table 6 Various abnormal eps,mins parameters

SR kA eps mins
Analysis 0.5 6
Backdoor 0.5 7
Shellcode 1 6
Worms 1.7 5
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Fig. 4 Gray point map comparison of original sample and

generated sample
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Table 7 Comparison of recall methods by different methods

S KA SR N SMOTE B-SMOTE A X4 #
Analysis 0.8804 0.8917 0.8754 0.8966
Backdoor 0.9441 0.9556 0.9584 0.9599
Shellcode 0.8102 0.8653 0.7807 0.8319
Worms 0.7692 0.8077 0.7503 0.8653

# 8 ANFEFTER F1 48 H

Table 8 Comparison of F1 scores of different methods

S kA J 46 B AR SMOTE B-SMOTE KX % #
Analysis 0.8826 0.8801 0.8776 0.8978
Backdoor 0.9435 0.946 8 0.9502 0.9613
Shellcode 0.7884 0.8033 0.7662 0.8366
Worms 0.7767 0.7434 0.7090 0.8571
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Table 9 Comparison of time consumption of different methods

CHLA - 9)
S KA A6 A SMOTE B-SMOTE A X% #
Analysis 7.69 10.07 14.33 302. 12
Backdoor 8.24 10.18 13.16 324. 14
Shellcode 7.46 9.92 9.08 280.76
Worms 7.17 11. 28 13.18 256. 61
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