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Blockchain-based Role-Delegation Access Control for Industrial Control System
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Abstract The concept of “network perimeter” in industrial control system is becoming vague due to the integration of IT and OT
technology. The fine-grained access control strategy that intends to protect each network connection can ensure the network secu-
rity of industrial control system. The role-delegation-based access control scheme can delegate an access right of user in a domain
to a user in another domain or a company partner so that these users can remotely access the network resources of the industrial
enterprise. However, these benefits resulted from the delegation may increase the attack surface for industrial control system. The
blockchain technology with decentralization, tamper-proof,auditable and other characteristics can be considered as a basic frame-
work of the role-delegation access control for network resources in industrial control system. This paper proposes a role-delega-
tion access control scheme DRBAC based on blockchain. DRBAC includes several important components: user role management
and delegation,access control, monitoring mechanism,etc. The DRBAC solution is implemented based on smart contract. The DR-
BAC ensures that each network connection must be protected by fine-grained access control strategies. Finally, the correctness,
feasibility and overhead of DRBAC are tested and analyzed in a private blockchain network.
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policies.
1. if the user want to cross-domain access then
2. request delegate and request access.
3. else
4. request access directly.

if the user is member of the asserted role then

o

6. p < policies[ bytes32 [ account].

7. if p. policy="allow” then

8. policyCheck < true.

9. else

10. policyCheck < false.

11. illegalBehavior[ account ], adr=account;

12. illegalBehavior[ account]. count += 1;
end if

13. if illegalBehavior[ account]. count > 2 then

14. illegalbehaviorCheck< false. addDenyListed(account).

15. end if

16.  end if

17. end if

18. result <= policyCheck and illegalbehaviorCheck.

19. Trigger event returnResult(result).
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Table 5 Cost of calling different functions

DRBAC function Gas used Cost/ether UsDh/ $
Create Contract 1424909 0.001424909 0.5535
grantRole() 89375 0.000089375 0.0347
revokeRole() 24325 0.000024 325 0.0094
checkUser() 67299 0.000067 299 0.0261
delegateRole () 73591 0.000073591 0.0286
disablePLCO) 23175 0.000023175 0.0090
addDenyListed () 88948 0.000088948 0.0345
removeDenyListed() 24123 0.000024123 0.0094
renounceRole() 22594 0.000022594 0.0088
priviledgedDostuff 43450 0.000043450 0.0169
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