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Kernel Density Estimation-based Lightweight IoT Anomaly Traffic Detection Method

ZHANG Ye, LI Zhi-hua and WANG Chang-jie

School of Artificial Intelligence and Computer,Jiangnan University, Wuxi,Jiangsu 214122, China

Abstract In order to effectively deal with the security threats of home and personal Internet of Things(IoT) bot nets.,especially
for the objective problem of insufficient resources for anomaly detection in the home environment, a kernel density estimation-
based lightweight IoT anomaly traffic detection (KDE-LIATD) method is proposed. Firstly, the KDE-LIATD method uses a
Gaussian kernel density estimation method to estimate the probability density function and corresponding probability density of
each dimension feature value of thenormal samples in the training set. Then.a kernel density estimation-based feature selection al-
gorithm (KDE-FS) is proposed to obtain features that contribute significantly to anomaly detection,thereby reducing the feature
dimension while improving the accuracy of anomaly detection. Finally, the cubic spline interpolation method is used to calculate
the anomaly evaluation value of the test sample and perform anomaly detection. This strategy greatly reduces the computational
overhead and storage overhead required to calculate the anomaly evaluation value of the test sample using the kernel density esti-
mation method. Simulation experiment results show that the KDE-LIATD method has strong robustness and strong compatibility
for anomaly traffic detection of heterogeneous IoT devices,and can effectively detect abnormal traffic in home and personal IoT
bot nets.

Keywords IoT,Kernel density estimation, Anomaly detection,Bot net,Feature selection

| oal= ToT B35 — B LI AR 2 4% 28 i i Mo g FE R X
M TB R i M B 2 s OF B R RE A
SCHRC1TA A 575 5 2020 48, R ERYBE R & SOBCK L BRGIPBEA S U AR /0 DR T 0 3 S ML IR0 2% AL SR 1 A
B 50012, BIEME TS RHTAED L BB AT BB RS R ST R B 1 P L 3 R B Bk R 25 s L
X AT SRR AR BT K % PG ATRA R B8, S8 RERSUZEEHAMIGED . Mirai /£ — 35K R 4 H#E

B H I :2020-06-17 3R H1:2020-08-28  ASCEMMAFF BRI (OSID) 3 F14# L7 — e 3R SR A5 R

FELTUH « Tl A5 B B 15 00 H (ZH-XZ-180004) 5 H e R AL FEACBL AT AL 55 % % 0055 6 (JUSRP211A41) 5 H e iy AL TR ARL A Al 55 3 & 330
¥ 4: (JUSRP42003) 5 111 S d %351 H (B2018)

This work was supported by the Intelligent Manufacturing Project of Ministry of Industry and Information Technology(ZH-XZ-180004) , Funda-
mental Research Funds for the Central Universities of Ministry of Education of China(JUSRP211A41) ,Fundamental Research Funds for the Cen-
tral Universities of Ministry of Education of China (JUSRP42003) and 111 Base Construction Project(B2018).

WEVEE & (swxzhli@aliyun. com)



338

Computer Science FTHEHLFIZ:  Vol. 48,No. 9, Sep. 2021

4 K T AR R 8% S B . 2016 4F 10 A #E31T 100 000
AP BT IR X Dyn 23 Bl B9 DNS 3 il &% 5 3E 1T T 4
A7 2 46 48 Mk % 2 i (Distributed denial of service attack,
DDoS), 2019 4£7 A 24 H , M 4424/ 7 Imperva R4EZA
AR %% 1 — AR kAT B CDN % P 7E 2019 48 4—5 J /)
ZE T RMAL DDoS KT, 1 1 B 3 il 48R A A TR
PE UMY B 20 B A P IR T RE 0 A L o L T A B
KL A T RE (W B L 45 W I 5 B 28 Al ol TR I Bk R
o ) 2 B 0 T X g D 1 R % R FH R 174 R I 38 o 1T o 4
E DA I 46 A AR A T DF 5 1 S SE P RS T . T 4 SR
S AR I e K 22 R A R IR T A A IR 55 B S A
PG T 152 T 0 o TET ) 49 06 ) R ) S O A DU ASE Y T vk
BRI A LD

SCTRL6-10 1 A [ £ J32 Xt 400 106 19 S5 6 . ek Az 00 A A 55 4
IR B S AT TESE . SCHRL6-7 0% S5 8 Uk A6 0 ASE 25 34 2B
T 2% v o 38 2 6 0 AR AT AR AR I A AT L AT D S x 2k
P A T el AT A R0 G T L ) % 0 3 2 B ek TR
5 B0 [ B 8] 47 7E T0 5 SR HER , BRI AR M I /N b X 3
FSE IR . SCHRC8-10 42 H Xot B 4540 M0 40y K I 162 4 11 31 53 0 A7
it B 0 HEAT S8 U A A I 0 SR . STk [ 10 FE Wy Bk K A
b A R SR R ML L3 I 0 S i B S S O ek AT
WA AR T A R S RO . R B R
£ SEAT S R AT L A A I B A T 45 (H R B
P50 35 8 A A 516 M 1) 8 U5 BR ok o R T 5 9 1 R R M R AL
M I LA 5 A 7 TAT I 2 361 42 55 4 249 B, AT b O o 2800
Xof AN W8 0 1) P R R Ty o SR [ 11-18 14 3% L B AL AR bk
Tt 25 X 45 25 S A A T A R S S T 5 R Al 1) 4 B KA
W32z b R BT BT R LR SR R B R T Mz A,
AT R 3] 7 1 B A S BT 1 1 446 s 5 R L o 2% 39 52 T 2
BOVE A . SCIRC TR 06 X A ) 5 ) 40 Bk T 35% 4% fikf
RTAL B BP 28 ) 45 S 5 6 00 A5 0 308 A7 S 90 o A 0 7 S
B A AR AT T BT S R AR R T W RN T 6
TRETE B 5 77 i P4 L R GE T T 5058 W 3 9 R A B 5 SOk
(12 38 5 AFF 55 407 00 486 4 i W 380 i A0 47, 42 o T — S T 4
T SO 4% 1) S 8 AL B 9 L T B 1k R A T AL R S ) B
IR T 57 08 T 4 D Y 1 O O T R LR oh T AR I 4 4
Tl EM Y H 2 A Ll @k B 4, TR 2= R R0 2 1 G K
ik & 300 3 42 A 1 0 K 9 3 4% 9T & 1) DDoS 3+, DL &
R IRARR T 5 R ] L A B OO0 15 % S AT A B AR Y I A R
TE s SCHRCI3 R T — il 3 F XL 1a] & e 42 38 13 4 28 ) 4% [
Mirai {7 [0 £ Tt #0735 o 0 B 52 96 s HORAS T e
B 52 50 AR AR AR o 4T 2 S T T SRR AR A B IR S R
I 15 1) 7 PR B 5 SCRIR L 14 178 568 ) 196 190 B 355 v L ol o A
TG 2% 1% PR A 1 R AT BRI, AT R A B A L AT AT R
RN () B A E T I TR B ALY 22 A DL e TE R B
TR IR A R L BT R B R AE 0 R R Y L A 2
J2 5 I ) A 56 B B8 T R A T AS 2 TR B A A T AR AE L A 1k AR
XF Mirai {2 7 % 28 3% 25 5114 19 DDoS Mt o7 k17 7 4L, JF
A R IO B B R AT S R O B 2 — M 5 SCk[ 15 )38
T TE TC LR s A% 15225 5 SCT I o R R O Y A T T AR T IR

25 K6y I ASE TR0, 5 SR T A I I A A A7 A IR 4% B
B IRV » 3 — 5 8 A 38 SCAE FUE W T 7 JG 48 It i #5 l 2 HAtb
Do 265 v i) 42 1 £ 2B T P 1 S A V0 A R T A 0 T R
BT ARG RAATT A A S5 5 A 00 A TR g S B AT O B
o) S5 iR U APF 5 W, O L 2 0 B U 5 A e R A PR R
AT T 5 AN (B2 G VA6 I ) 2605 38 7 12 56 1 Y A6 W0 1) 45 A
B AR DU T vk X 1 A B R T R B TS S AR A B R
HAE.

AR SCEE S IR SE AR AE AR Y SRR T R o 1
AU SR R MR TR Sok TE R AEON AR  THT 1] 5REE R Y B B R
LR ) SR R L B T — I A A T R
5 W) W RO A I (KDE-LIATD) J7 . # %, KDE-
LIATDJy 12538 5o F e 397 2 %% B A o1 0 1 1 R 45 B )1 25 4R
HR IR R AR A — 2 R A 14 R (M SR R o B R L ke 11 A
R BRI 5 b 3 51 2 K T R 58 R A 3 4 R R AR
B E0SE () L, 42 T — B A% % B A T R AIE B O Tk
(KDE-FS) , KDE-FS i i3 5 i 1l 2545 ) (1 8 R 2 1 of 500 55
YR AR i 50 A AR B — 4 RR AT 1) R AIF (1 A0E 2R 25 L X B 53 5
AR 25 SR HE AT VT A o Bk 3 X S A ) BTk 2t B R AR B AR
T REARRAE 4 B 5 R 18 = RO A4 1 v T S I
A B S5 DA (A T HEAT S BRI, 3l Ak B SR W A A b O
Tl A S B A O 1 R IO S R AR S DA T R A
B RAEAE A ], A SCOY AR AR ERE AR SR DX 1RSIk Ay
LT T S IR AT A . SCER A5 R R B T £ Y KDE-FS
84 ) KDE-LIATD F i ¥ BA B 3R

2 FHEERE

2.1 HEAFENBERZTEMGT

ARSI UCT By 56 0 A5 7 190 45 B0 46077 b B AL A B0
SIREARNE N INGEAEA . Dy T 15 BIINZRAE P IE W HEA 15— 4E 45
AIE B AR AE /MR 25 285 132 bR 50 B G X 7 1 ABE S 0 L AR S AR T
T R BT R R A T R A R AE B M R % B A 5 (Gaus-
sian Kernel Density Estimation-based Probability Density Es-
timation of Sample Eigenvalues, GKDE-PDESE) 8 %, # %
BEAS TFAE o e it 2 op — R S 80l o O vk E T A
RAMBEAE MR B KB 5 SR 7 B T B
il T 7 15 B UG A T T8 0T S A 158 B R AR 1Y 43 A B L 7E
AR AT AR] 5 B S 0 (A5 BT o W] AR 8 T 80 1) B A A i M
AL X T A7 R 1) 0 SR AR AR R AT R R ARE A 8 R 1 A T

A BIEREARE (X (2 as s ais s, ) B n DREAR
ML A AR € X BIBEREE REOY £ (2, W HAZ %
B HOA T K (D s

A " u o
D=3k, (i — =L ZK(M) 1
ni= nh ;=1 h

EEF'K(-)M%afn%ﬁt,iﬁﬁﬂﬁﬁ%ﬁJ‘%ﬁﬂiﬁlﬁJ K(r)de=1;

S B h A% BR RO S T T A T G 22 DA RO 22
ARSI SCHR [ 19157 42 th B 2% 2 oAl 3 05 vk X b BEAT Al 0T
DIAN LR R, B LA T T 00 W R Ry T 1
SR A s A T A% PR B80S SO o 39 PR AR D A PRI



g MEL AR TR AT R B IR TR S AR

339

B MARE R IERw AL R o B AR, m 2
FEARLERE AR, ERV"RE RV | DEAR, S x={al,
af e, a2ty M AR EE o WSS d YESRAE A SR AR (5 0 —
£ BB R T A REAR B d 4R AE SR AE A FHa! =
sl YRR W T FRAE R IR EE A T UH A FoR
JHA ={a' va® o sat e am )T, Mald € A Bl A% R E
AT 25t a AT YN 2, BO RT3 A% R T REAR S d 4E45
AU 118 55 0E X6 107 119 ABE 338 25 B o K _/I\M HER 2, ER IS d Y
G 60 R O (B B0 0 7 (o) o (el e I o 4
BIEWEANE d QR IE R AEE . BT LR aFsR, A
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(GKDE-PDESE) %  Ho A 055 4t i 0 509 1 5%

&3 1 GKDE-PDESE
Input; R™ <=
Output:F, F(A)

doood L
{xf, 29,

//input the normal sample set in training set
//output the set of feature probability density
function, the set of feature probability density

2. for each a® in A do // calculate the probability density function

A
3. use equation (1) to calculate ¢
U
4. F<f°
5. end for

6. for cach a’ in A do //calculate the probability density

7. for each xiLl in a do

N N, a
8. flhH<—f4(xH
9. end for

0. F(A< b
11. end for
12. return F,FC(A)
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#i% 2 KDE-FS
Input: F,F(A) ,R"™ "™ //input the set of feature probability den-
sity function, the set of feature probability density, the abnor-
mal sample set in training set
Output:S //output the feature subset
A< (R™™)T
2. for each ?“m“) in F(A) do

//calculate the anomaly detection

threshold
A
3. td<—t X sort( f4(al))
4. end for
5. initialize Z as N-dimensional feature anomaly detection result set

6. for eacha'®in A" do //calculate anomaly detection results

7. for each x! in a'¢ do
8. if ?d(x;‘><1d then
9. =241

10. end if

11. end for

12. end for

13. for each z% in Z do //select feature

14. if i}a then
n

15. S<—featurey

16.  end if

17. end for

18. return S
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Fig. 1 Model for lightweight IoT abnormal traffic detection

KDE-LIATD J7 % A9 D f0 RS 16 i 4088 3% 3 i,
&3 3 KDE-LIATD
Input: R™ ™ ,R'm*m, R

ny Xm

. //input the normal sample set in
trai-ning set, the abnormal sample set in training set, the test
set

/ * output the abnormal sample set

//call GKDE-PDESE
//call KDE-FS

Output: O
1. F.F(A)<GKDE-PDESE(R" “™)
2. S<KDE-FS(F,F(A),R'™"™)

3LRM T RN //extract subset from S

o R S e

. . //extract subset from S

5. use equation (2) to calculate p(R™ )
6. t< 7 X Sort (p (R™" ™))
threshold

. ; Xm'
7. for each x, in R ™" do

//calculate the anomaly detection

//anomaly detection process
8. initialize Score=0 as anomaly evaluation value

9. for each x;t in xpdo //calculate the abnormal evaluation value

10. if X;i in intervalg then

11. use cubic spline to calculate Sd(xi)
12. Score:ScoreJrSd(x;l)

13. else

14. use equation (3) to calculate Sd(xi)
15. SCOrC:SCOrC+S(|(X;:)

16. end if

17.  end for

18.  if Score<<t then

19. O<x,

20.  end if

21.  end for

22. return O

KDE-LIATD J7 i 84 0 B 6355 FF 85 3 5 h 565 3 43 100
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KRB Ack,Syn,Scan, UDP, UDPplain 5 F Mg o7 i it $ 4%
FEAS . ZBUHE 4R B R IR B % B Host- TP, Host-MACRIP,
Channel, Network Jitter #ll Socket 5 FpZE R FHIT T HE RS,
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# 1 BUIRERE

Table 1 Data set features

Aggregation type Features
Host-1P

Host-MACR&.TP

Outbound packets’ count,mean, variance

Outbound packets” count, mean, variance

Outbound packets’ count, mean, variance, inbound
Channel and outbound packets’ magnitude, radius, cova-

riance, correlation coefficient

Network Jitter Outbound packets’ count,mean, variance

Outbound packets’ count, mean, variance, inbound
Socket and outbound packets’ magnitude, radius, cova-

riance, correlation coefficient

AT e R AR AL 2 L AR SR U A (R e o 1) B 40 4 0 )

B AL 01 B — 7 K B A A T S 8 BT A B A T R A B A
ABAEINR 2 B 0 TR A B 5 R Tl 2 R A I R
A3 BIBEHLEEER 6000 ZeHEA . SLHRAEASE h b W AEA 5 IE
TREACE LB 31 15 die i - S A A 4R rh AL Al B 70 00 1Y
FEAAE N GRRE A, FoAY B9 30 20 78 S ik £, JF EL I 25 48 A
NG S s S

Table 2 Experimental data set

Device type Malicious Benign

samples samples

Doorbell(Danmini) 30000 10000
Thermostat(Ecobee) 30000 10000
Baby_Monito(B120Na0) 30000 10000
Security_Camera(XCS7_1002_WHT) 30000 10000
Security_Camera(XCS7_1003_WHT) 30000 10000
Security_Camera(PT_737E) 30000 10000
Security_Camera(PT_838) 30000 10000
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Table 3 Confusion matrix

Actual: Malicious  Actual : Benign

sample sample
Predicted: Malicious sample TP FP
Predicted: Benign sample FP TN

TRV 2 B0 B0 T A 48 B 4 A RS 8 R (preci-
sion) A4 A1 K (recall) | ¥E# 3 (accuracy) . F1 {H ( F-measure) |
Mg R (False Positive Rate, FRP) Hl i % % (False Negative
Rate,FNR)
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Table 4 Experiment results of anomaly detection under different features

Precision/ % Recall/ % F1/% Accuracy/ % FPR/% FNR/% Number of features
Raw-Danmini 87.922 69. 740 77.783 70.120 28. 740 30. 260 115
s-SNE 96. 759 1.393 2.747 26.010 0. 140 98. 600 2
s-KDE 99. 820 100. 000 99.910 99. 865 0. 540 0 15
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Fig. 2 Comparison of multiple evaluation indicators for abnormal

detection of different types of equipment
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Fig. 3 Comparison of accuracy of different anomaly detection

methods
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Fig. 4 Comparison of false positive rates among different
anomaly detection methods
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Fig.5 Comparison of false negative rates among different

anomaly detection methods
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