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Feature Transformation for Defending Adversarial Attack on Image Retrieval
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Abstract The adversarial attack is firstly studied in image classification to generate imperceptible perturbations that can mislead
the prediction of a convolutional neural network. Recently,it has also been extensively explored in image retrieval and shows that
the popular image retrieval models are undoubtedly vulnerable to return irrelevant images to the query image with small perturba-
tions. In particular,landmark image retrieval is a research hotspot of image retrieval as an explosive volume of landmark images
are uploaded on the Internet by people using various smart devices when taking tours in cities. This paper makes the first trail to
investigate the defending approach against adversarial attacks on city landmark image retrieval models without training. Specifica-
lly, we propose to perform image feature transformation at inference time to eliminate the adversarial effects based on the basic
image features. Our method explores four feature transformation schemes: resize, padding. total variance minimization and image
quilting, which are performed on a query image before feeding it to a retrieval model. Our defense method has the following ad-
vantages: 1) no f{ine-tuning and incremental training procedure is required,2) very few additional computations and 3) flexible en-
sembles of multiple schemes. Extensive experiments show that the proposed transformation strategies are advanced at defending

the existing adversarial attacks performed on the state-of-the-art city landmark image retrieval models.

Keywords Image retrieval, Adversarial defence,Deep learning, Feature transformation, Adversarial attack
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Table 1 mAP in RParis datasets against TMA
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GeM+ 1. 7.59 15.71 13.71 14.06 31.46 33.89
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SPoCH1 gy 9.86 19.94 17.01 9.58 33.79 36.37
R-MACH1 g4, 7.84 16.25 15.4 16.35 27.89 34.98
CroW 41 s 9.08 20.57 18.29 14.18 32.08 39.73
GeM+1,;y 7.61 14.25 13.32 14.16 36.02 38.03
MACH ;s 6.82 10.39 9.49 10.39 19.14 18. 86
SPoCH 1y, 8.21 15.53 14.51 11.43 33.87 37.30
R-MACH1);,, 7.63 13.48 13.81 14.89 35.18 38.36
CroW 1, 7.87 14.11 14.25 13.48 36.39 41.45
P38 B /ms 0.26 10.76 0.57  9.32 53.95

# 2 ROxford £t#a 4 LB TMA ) mAP
Table 2 mAP in ROxford datasets against TMA

Models—+ Image Transformation

Methods Ak e Pad TVM 1Q Pad+1Q
GeM+lg  25.59 34.56 28.91 18.56 26.70 29.70
MACH gy 19.10 22.99 21.95 14.29 18.35 21. 20
SPoC+lgese  31.47 40.42 31.39 19.17 31.00 34,12
R-MAC+l4, 23.40 27.42 25.61 18.26 21.72 25.98
CroW—+1l4,  30.52 40.87 32.65 20.85 29.98 35.18
GeM+1y,,  25.64 34.80 29.17 19.68 26.76 30.18
MAC+{,,,  20.21 25.26 23.30 15.75 19.44 22.85
SPoC+1py,  27.91 37.73 29.38 19.93 29.93 32. 20
R-MAC+{,,, 23.75 28.08 26.26 19.21 22.35 25.76
CroW+1{,:,  27.05 38.12 30.16 21.12 28.79 32.51

F 34 8t 6 /ms 0.23 9.81 0.45 8.71 7.49

F 13K 2P R R AR AT A R AR D S 1A R 4
{E (mAP) , & —47 3% B I 4 19 B4 24 ML R 0, R P iy i
TAT AR Lo BT BOXT BTG o 1005 LAT R AT XS L, Bk Y
X0 B A, 3R P AR =B R OR T AN TR R R R R e TR
FEA IR 2R BOCR , 2R h i 0 2= L 5 W R 17O A FB R R &
Xt T 2 B AR AR R B BRI R AR, R 1R 2
X AR e B W 4 BRIEAT TR L A AR BE AL i 48 L B
TRRBEHLIATE . B 7 20K B Tr 2 /b SCE A #AER R
SO F 5 ARG S SR W 4 BT ol AR B 457 1k

F1ME 2, Ade ROFXF ST Re A3 B8 HL K 46 .
Pad fRERFEHLEFE , TVM R B 7 22 /b, TQ R 8B ]
oy &l R 1.5% 2 20T DL, AR SCER A 3 B R
TERA LTS DIEPAEOG 5 10 P S, 4 Fb R
AT A BT BT I mAP 2RO IR R T
X BURE AT T ik R R mAP, 3% 2 E A SCH W X B
A 735 Xk T A ) V] A e AR BRI AN [ e i J vk R R AT 2 A 3L
B o 2 — 0 T B B TR T 46 11 TR K R R 5 11 X B A
J5 1 5 2) R 46 T 15 Y38 AT I 1) 8 R S A R L 2 B 3
T2 R0 L BIFTAT X6 0 95 480 vk 9328 A7 If ) #8222 D 4 HY L X
T IR A SCAR A X B 907 80 7 ik AT LA AR g A AR S
F A W EBRE R A —A S BT .

[, bR S g A6 R 38 B AR SCHRE Y 1 X B B A O 3
FFAELUT A DTE RParis £ 46 L, A B G AR 8I7 5+
P& S 3 07 BT A TG R A A Tl U 5T RIS T fie
5 i) mAP, T 7E ROxford $dlg4E I, AN ER AR 07 i5 v L B
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MU 4R # B A G R R A R R ey O X #R O T e i B9
mAP, % J&F ER SO 43 8 7 20 — Fh /N EGORE BE 1 1645 A8
8 T vk | T BB AL AR AR FOREEE 1Y RMR AR e T vk L 3 R WA 6]
Y V] A 0 48 Ty % B 80 %o e 80 i 1) 8 ) 4 W G AN T 80 4 v [
180 22 FEVE AR AT A2 Ak 5 2) BE B AR 5 180 45 50 3 4 B 4
B 480 77 1 76 RParis 048 4 09 48 K 2 8015 00 T A3 T s 1
mAP, X AP 2 B2 AT DU A5 7% SR 0 X T B A 7 vk 1
7 A0SR e — 25, SR T ROxford I A9 S 56 &5 52 21 805K A
S, B — B AR BB A O B B9 mAP ERAS a0 H: b A R % AR e
J7 5 1 B mAP, X R B A [8] 19 18145 A48 e J7 12 O B a7 SR b
HATEM .,

BRT TMA BLAb, 53—k 2 it i AR R 240 11 15
77 vk X BT Eh T CUAP) L 2R 34T X 3% B 458 1 4l i
X R o N S R 3 IR X 4% 25 R S AlexNet, Bl Ul
List-wise, W13 3 751, SC0 25 R 3R W], A SCE (1 7 4 07 =X
X B AR A 2 Y 28 G 6 B o A TR B B AR . A
B HT 5 mAP {9 32 TH i B2 ok F , A 3O3R Y B A8 5 Bk kb
TMA @B s RO T UAP, AT RBJ2 A H br X o 2o % 1y
Xof BT M 2l B ELA B BRI O B A B AR T R R

# 3 RParis fll ROxford 54 LB UAP /Y mAP
Table 3 mAP in RParis and ROxford datasets against UAP

Models+ Atk Image Transformation
Datasets Re Pad TVM 1Q Pad+1Q
GeM+RParis  27.42 32.41 30.16 35.56 42.65 44.81
MAC+RParis  29.28 33.74 34.27 34.92 44,61 45.92
GeM+ROxford 17.12 20.06 21.74 21.22 34.93 35.49
MAC+ROxford 16.31 19.85 18.92 20.72 32.65 31.67

AR SO A ST 8 o B X T 0 A A D 1 0 A ) A R SR
3T AT ARAE R R I 3 G i T e — A SRR P AOR HOA
T RParis $45 £ 09 10 B2 2L B e, JRUAR R 220 Lo BOTZLE S S
XTPUREA B A6 R 45 R BT 4% 20 T 4 SRR AR R Bk IE 1Y 14
AL 3R A B RS, OB R R IR A5 0, R IR Bt © 43
A T R 2 2% B B R R ETR P26 . TR & 5d A
SCAR Y By RS RIS R TS B4 B 48 RO AT I R A R
FUFRRIET 5 A~ 45 R 2 0 1E 6 19 BB 3 BF e 19 IR 1R X B R
FERPUAE A B X T PR B B 28 kA B By 18R R BR .
ROxford 0 4ff 4 b A [ i 52 Bt 42 0 89 5 80 141 1607 41 dn 1] 4
FR o B R DU Y G 26 1 0 AR A RO B TR AR E
BB SE 4

Query Top 5 retrieved samples

Defended <~ Attacked

Defended «— Attacked

B3 B AR A R R

Fig. 3 Visualization of our proposed model

(¢)Image quilting (d) Quilting+ Resize

I8 4 ROxford Hd 5 - (1% By 18 %R 7 4] 151
Fig.4 Examples of defence in ROxford datasets

RS AE 5 R L BT 22 SR/ R R R B3 B R
FAEE S 0 T R TE S B0 1 BOR B AT %o BT By 48 )5
R R AT T —SE AN B X LS g, S5 R IAT 5
B
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Fig.5 Effect of the hypermeters in the defense schemes

MBS o 4 e 4 2 T A 35l LU i, A ) 2 00 A
R e AR 4 TR A0 A % A5 R 1 A T TG AN [R) 8 22 e /N Ak AR
FAR A AL LI SPoC A R K A AL I A 2% M i < B
EBRRBUK AT B T B R TE LR GeM, R-MAC #
CroW 1 2 [ fGker BRAE RIS, BE A 1R 3450 2 R A T e L 4G 3R ol
B A WA SE BTSRRI O, AT R R X
A e I T —E MBELIE . B 2 oMM B
ML B — AR AR R AR o T TR A R 25 17 A ol TAT 1]
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A7 BEDLIE B — 5K AR AE A T, X w2 B AT REHLME AR I8
SCHRE37 4R T — B B oA & #5119 X 50 2 i J7 13 (Ex-
pectation over Transformation, EOT) , F F I ifi 4% 7 2 #
R, T A BN BUARAS TR e e 4R S R R E R T
AT RE AT 4 b U 2 4, AR SORE % T B A 3 R X BT REAS
TEGI R 55 LR AR INE 4 Frdl. EOT W R RELE T
DAY A B RR TR B AR AN O B — Rl B B R O SR AT
55 0B &Rl Tk, S 4 R R W], 7E RParis B0H5 4R LR
EOT 53 A AR 30 )5 » X B ke A 47 B A 245 B 1 45 2RO
WA BETRE, AR R BT 8T . XA T EOT &
BEA R R R T BRI B R G AR U P R AT 6
ki .
# 4 RParis ¥4k | EOT Jk X BB 2 AT Bl 19 mAP
Table 4 mAP of EOT in RParis datasets

Models Original Attack
GeM 41.3 —2.3
MAC 37.0 +0.9
SPoC 32.9 —1.2

R-MAC 44.1 —1.8
CroW 38.2 +0.4

BERIE BRI E A SCHE A0 BT B 48 7 7k 0 5 —
Tl FT LA 7R 5 T I B2 27 T 1 [ 4 de 3 2 e ke B0 B A 8GR B O
T AHZAE Y L AF A e R BRI A 4R B — A A [ o R
AR AT LA A A e By A AR Y B D7 3k AR T
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