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Abstract At present,false information is prevalent on the Internet,and the authenticity of shared information cannot be guaran-
teed when patients communicate on the Internet. In order to solve this problem,a blockchain-based online patient communication
model is proposed,and patients can anonymously share real medical data and communicate with other patients. Firstly, the pa-
tient’s digital identity is used to protect privacy,the medical summary data needed for patient communication are uploded to the
blockchain and published all the data for retrieval,and it allows patients to retrieve the required cases without locating a specific
patient. Secondly,in order to avoid malicious uploading by authorized personnel,smart contracts are used to perform multiple au-
thentication on data upload,and doctors and patients restrict each other to ensure that all the data on the blockchain is true and
reliable. Finally.the improved RAFT consensus algorithm can quickly identify Byzantine nodes so as to better achieve consensus
on the blockchain. The performance of the model is evaluated through experiments.and the results show that the medical data
could be shared,and meet the needs of patients for online communication under the premise of ensuring patient privacy.
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