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Abstract The coming of 5G era brings new challenges to the information security of emerging information industries. The exis-
ting security technologies can’t meet the requirements of millisecond level authentication and trusted authentication for specific
scenarios in 5G era. Therefore, CFL technology is taken as the origin technology of information security. Based on the local modi-
fication of the security axioms of the original BLP model,combined with the Blockchain technology, CFL_BLP_BC model formally
describes the basic elements.security axioms and state transition rules of the model. The model can support the construction of
five aspects of information security,and has the attributes of millisecond level,instruction level and empirical system. The model
belongs to endogenous safety,innate immunity and active defense technology. The model can provide important theoretical gui-

dance for the emerging information industry.
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Vs, €S CS,,CFL issuing authority gives a CFL certi-
ficate to s¢;

NI 4 CFL_BLP_BC # 81 % f o 3K i & # 47 CFL
TEAT G A CFL UE 15 2 3 . B A% P 4K s, #A CFL
TEAAR A C W B O3 I FEAE o] — U [0 % A B S 2 R A B
i) CFL_BLP_BC ¥ &5 1108 £ &%t i% £k #47 CFL 3
AUE P BE

VieT, Vs, €SIES,,if si,; accesses o,.,;»then 3 s, pem
01, sStvagens (0,.;) i Veri fy (CF L )

FA L 5taenm (00 ) o X R BIACBE E 1K

AR5 CFL_BLP_BC 5 B v AT Aa] % UK H5H5 A A0 R 4]
F ) CFL &7 /A F

Yo,€0,3s5,€SCS,,0,, =file | CFL,,, I time
stamp || signg
Ho,signg |
LA

A8 6 CFL_BLP_BC #4555 5 3 1A it 2% 24 i Il At
CFLIERAH,

A8 7  CFL_BLP_BC #7158 B YL 45 A 7

(1)CFL_BLP_BC 4 #F & /¢ 2 £ A 56 3F £ 419 CFL
TEAS B8 UEE a3 )5 AT R — 2B 4R

(2) X P62 24 25 W UE F A CFL AE 45, % 177 18] 3 44 %
N BLP AR L [ =3 U5 18] 2 A B i 47 B B, Lo X IX B %

20

]

o T S osign to o, TR B s X R Ao, 1Y

AH R ECHE 1 BCBR o 2 AR B A U7 R B AR R L AT — 2B
AR

(3) F2 A A 56 ey 7 30 1) B 75 45 44 o0 B S IESE 0 )R
F AR S HEAT U]

NEE 8 CFL_BLP_BC # # iy fa] 82 4 1 )
PEAED
V5. €SP il $,ugem :Verify(CF L,

B R By

) =success then:
(b5, 1) = {0, €O, | 5., can access it by e under the
rule of BLP model}
S50 Verify (sign,, .,
b(siize)
=[G = (o)

) = successs 0,,; €
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SCHRL7-8, 1417, % 28 B AT e B fi 38 O - R E 2 BLP
AT R Gl /2 BLP (] 520 B A 2 40 #0858 XTIt iy 4 347 $R
A5 o AHJE, 92 B b B2 BLP AT {5 3 Ok AT AR R 481 o
BLP A5 R AT T 50 B Bl g T E Ok, Rk, AR S
Xt HAT Ay 4 BEAT T BLP 38 i 1 1] 2
GDOCspyra) = {0,; €O, |s,; can access it by a under the
rule of BLP model}
S s Verify (sign, ., ) = success, o,; €
b(siiza)
S G <fClo.;)
GiDbCs, i) = {0,; €O, |s,; can access it by 7 under the
rule of BLP model}
St Verify Csign, . ) = successs 0., €
bCsiier)
S fl)> fCoy)
GvbCs, i w) = {0,; €O, |s,.; can access it by w under the
rule of BLP model}
S s0i: Verify (signg, ., ) = successs o,; €
bCspirw)
= fs.0=f(o,.;)
A9 CFL_BLP_BC B x i P20 38 Cx 52
.
V5. €S/ +if siugen : Veri fy (CFL{", ) =success,then:
(Db(s.;:a) ={o.; €0, |'s,.; can access it by a under the
rule of BLP model}
S5, Veri fy(sign, .,
bCsia)
S fCo ) > fo(si)
GD6Cs,:w) = o, €0, |'s,.; can access it by w under the
rule of BLP model}
S5, Verify (sign,, .,
bCsi i) fo )= fo (i)

=success»o,,; €

L) = success, o,,; €

GiDb (s, ) = {0,; €O, | 5,.; can access it by r under the
rule of BLP model}
S5, Verify (sign,, .,
bCsiier)
S fo G > fon)
A2 10 CFL_BLP_BC ##1 g % 4P/ B .
il Se.agent : Veri fy (CFL, | ) =success,

, ) = successs o, S

il s,.;:Verify (sign,, .,

Grisonj2) €ERSxE€E M,

A 11 CFL_BLP_BC BRI P FE

Yo, +0.,€0, 50, € H(o.,. )= f(o,,;)> f(o.,)

I HCo, DR VLB Mo, MR R F I ANES. KK
BRI, SR EE T &R RIE B K451,
AR 22 A IR I B R T SR E R S
BB R AT . B B, B AT LB LB R,
DL H S ERENAS — 2 BREZ AT I H SR S0

NI 12 BUSARE CFL X FR 2% 55 53 3% I 25 5% A 91 %
Bl 0 O i 2 N B

) =success,then:

YR B /N LA ] CFL IE 15 38 T 8 £ [ 7 4 i
12: SM2 X A BLHE AT 0 8 5 24 OB BRI ] SM4
HEATINEE .

NI 13 CFL ZafGi/ A,

(AT CFL SSL #4710 % s A% 4

(2) 3T CFL Mail J5 AT % A 1F 145 45
3.3 CFL_BLP_BC k25 ## m

AR 15 25 i 22 4 B, FR AT 45 T 1L CFL_BLP £
W 5E £ 1) CFL_BLP_BC 5 5 5% AL

B 1(RL)  F s, X% Ko, 3 5K 8 r” 5 17« get-
read,

(1)if S s Veri fy (CFL, ) = success if program of
56 'BC, and Veri fy(BC,) =success,il s, :Verify (CFL, )=
successsif s, :Verify(r&m,, ;) =true,if f(s,;) > 1o,

R GEAT T Ms, X AR 0, BT K

(2)if S agent : Veri fy (CFLY ) = success,if program of re !
BC, and Veri fy (BC,) = successif s...:Verify (CFL, )= suc-
cesssif s :Veri fy(r&m,;;) =true,il f. (s> fCo;) .

MR GEPAT M, W Ao, “Berm il R .

FW 2(R2)  E s, X & Mo, i 5K “ M a” V5 1] : get-
append,

(Dif s,ugem : Veri fy (CFL, ) = success »if program of a © ’
BC, and Verify(BC,)=success,if s,.;:Verify (CFL(,W ) = suc-
cess»if s, :Veri fy(a€m,;,;) =true,if f(s,;) <fCo,;),

W ZR GE AT F s, X B Mo, “ B MMa” 3K .

(2)if S agen : Veri fy (CFLY ) = success,if program of a& !
BC, and Veri fy (BC,) = success if 5., :Veri fy(CFL, )= suc-
cessyif 5, :Verify(a€m,, ;) =true,if f. (5.0 <f(o.;).

MR GIAT s, W FAK 0, “ W INa” 53K

F 3(R3)  FE ks, X & Ko, 3 5K “ AT ” V5 7] : get
execute,

if $;.agent : Veri fy (CFL,
and Veri fy(BC,) = success,if s,.;: Verify (EG m,.;;) = true, if
G =f(o5)

W ZR GE AT F s, X B Mo, “ AT 1K

U ACRD s 4 % o, TR “ 5 w17 1] get-

) = success,if program of e€ 'BC,

write,

(DL 8. agent : Veri fy (CFL, ) = success s if program of EG !
BC, and Veri fy(BC,) = success,if s,;:Verify(CFL, )= suc-
cessyif s, :Verify(w€m,,;,;) =true,if f(s5.,)=f(o,;).

MR GAT FAds, . 0 % Ao, S w” T K .

(2) il Siagent s Verify (CFL{ ) = success, if program of
w& 'BC, and Verify (BC,) = successs il s,.;: Verify (CFL, ) =
successsil s, :Veri fy(w&€m,,;;) =true,if f.(s..)=fCo,;)

W ZR GEAAT F s, X B Mo, “ B w il K

BN SCRS)  FE A RERON % A 1 15 7] J& 1 : release-read/
execute/write/append.

if program of release € BC, and Verify (BC,) = success
if Jo,; be needed to be released,if f(s,.,)> f(o,;) .

W Z ) A BLP B () % 1 52 & h R & Ko,
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HW 6 (R6) T 55 — EMRXTZAKE 5 18] & 1 give-
read/execute/write/append.

if new M, €'B C, and Verify(BC,) = success.if m,;; €’
new M, be need to be added z,then m,,; ; <m,;; U{z}
Horb new 38 2 B BT 10 A 3 U7 18] 42 61 4R FE

new M, A CFL_BLP_BC #& % {4 .

FUM 7(R7) 4 55 — = AR & A 19 7 18] )& M : rescind-
read/execute/write/append.,

if new M, € 'BC, and Verify (BC,) = success if m,,; €’
new M, be need to be resinded z,then m,,; ;<m, ;. ;\{z}
Horh s new 48 217 EoB 19 A 32 U7 7] 42 6 56 B

newM, A CFL_BLP_BC # R s [ 5% ,

HN 8(R8) B — &R (PREFFEAME)  create-object,

if new M, € 'BC, and Veri fy(BC,) = successif new BLP, €
'BC, and Verify(BC,) = success,then O,<=O, U {newo,,;}

new BLP, A CFL_BLP_BC ## rf1 (i 5% ,

new M, A CFL_BLP_BC & % /1 [f) £ ,

B 9(RY)  F/m M bR — 41 % 1A . delete-object-group.

if new M, € 'BC, and new BLP, € 'BC, and Veri fy (BC,) =
success,then O,<~O\O,”,0' CO,

new BLP, A CFL_BLP_BC & % f1 ) £ ,

new M, A CFL_BLP_BC i %} {1 %

F 10 (R10) AR 3 4K X4 /i % 4 2% . change-subject-
current-security-level

i 5, agen : Verify (CFL,. ) =1,if some subject’ degree

of current needed to bechanged

oA I O O TR .

new BLP, A CFL_BLP_BC # %I vt il i ,

P 11(RID) B8 & AR 19 % 4 9 . change-object-secu-
rity-level,

if St.agent : Veri fy (CFL e ) =1, if some object’ degree
of current needed to bechanged

B4R TG R R

new BLP, A CFL_BLP_BC ## v i 5% ,
3.4 CFL_BLP_BC ¥ iz 4t

R b A A5 70 22 4 O\ B DL KR A R 4 I BT 34 . CFL
BLP_BC # % 5 CFL_BLP # B At BA i F 15 B % .

(1)CFL_BLP_BC #8125 & 1 X Je g, W] {3 45 & 17
ST 45500 1 58 B L DL MM B R R B S

(2)CFL_BLP_BC # %38 i BLP B8 5 X Be i 19 25 &
EBCT R BLP A8 B rp S 7 ) & 4 (9 U7 1) 7 KRB e
CHAT) SR AEAURR , 38 T 1T 5 AR IR PATHRAE .

(3)CFL_BLP_BC AU 45 ) T 5 58 8 (9 15 B 22 42 2 BN
AR FE A, I 45 1 T I AR A L (AR HL A B Y
SV 2N BHORIAR 25 7 0 0 D) R S5 0l 45 87 24 A5 B 7 Mk X 22
eI IR S N E L NG R TT G OB TER I

4 CFL_BLP BC{EEZ&EMHRKIE8E

4,1 CFL_BLP BCEEZR£EM
CFL_BLP_BC &l 3 4~F % (CFL.BLP I8 | X

MBS, ST AR UE B UE AR S CFL 2R E WA &
WER AL AR 256 56 5 ¢ 1 [0 7= 2 7 53 v B A LA T s
CFL,BLP Jij H 2| X Hedit o, Oy X He s 42 438 5 0y DA e AL 6], A
(DRSS E RNk N X R A N A T = S
FE.,

CFL_BLP_BC BB 3 4 24 4 W 4% =5 Al {5 B &2 42 ) 5 1
ok, AR ALREAR AR 11 A RIS I, B 2 4 S
FHEWTF .

(1) %o X Hegl v BT AT 8 R & BIO3E F S23E I i CFL IEAS 5

(2) % X Be gl op BT A 32 4R 3847 BLP 43 94 25 AR 3 14
V1A 5

(3% X Be e o BT A % AR 3647 BLP 43 94 25 BURR % 14
TR 1 5

(DO P CFL % 5o, it A 75 506 CFL Ik 55 4 %
5L

(5) M 1 5 X & R AT CFL & 45

(6) R FH KA o SBURBUE B CFL X Hegik

C7) BB R A7 X6 R A0 3 o R 4%

(8) % 258 17 MM CFL SSL;

(O AEAT 3= 44 1) U ] 2 /#0245 CFL_BLP_BC %5 ¥ -
BACHE E M) CFL WE 5 LA & CFL 2 44 B0 iF

(10) PR 2 U 1 U7 0] #0622 300 4T BLP AURR 43 9 43 25 AL
PR 42 1

CFL_BLP_BC B HA W~ %M.

MR 1 CFL_BLP BC BRI Zf:eNAETEHA,

2019 4F, Qi bR P4 22 2 K4 b5 1 N T 1B AR
AR B AR, W 4 B TF IR L BN A R LT A
SUEREKMFERAMRERELEHGEN . B E AERKMNE
AR, BT NER 2 EREELMRZNER
AR, B B F B R B R HE R A5 Fh 2 4 KUK 1 oY
A:fiE 1. CFL_BLP_BC #8133 % 32 % 45 4 i) CFL B
¥ CFL 24 \BLP FUBR 1B L 5 5 40008 ol 0 7 9 i A X B die
ST T B R G P 2 2 4 R, ] ) 4% 2% ] A 2R R g
B0y G B AT R R R AT R

M8 2 CFL_BLP BC BRI SZ R RO BER A,

N T4 248 (Artificial Immune System, AIS) f& MR 45 4=
W) %% 2 55 (Biological Immune System, BIS) (412 13 #L I #F &
PR RE R G0 B ML R, R A 3B BIS B BEAT b ifi 42 Ay — Fip
DA RE TS vk . N e Skl s A0 BIS 44 g B A 5
EY N E BLpvR e NEEEEAY SR i BN PN <197 P i
TH A EMTHEBRA I IE RS 25 B A
PEH T FEED!, CFL_BLP_BC 8 i BIE kN E T
LA FE R X R 4% v AT — 2 R R T B HE AT CFL E A3 I
XA CFL %4 BLP 840 BC 58 5 MR 3 19 9% 8 K D it 47
[ER7) 558 i i ) A I e X B N L

8/ 3 CFL_BLP_BC BRI F¢ F B A,

32 Bh B A S 3 g 2R G 9 A LR X I 45 Tk 3k R i
F) A 8 A s R MR T T RS R T AT O I RRAE L B 3
55 0 AS A 61 7 B A A 45 el 14 2 56 0 IR SE it 3 B Y LR 4R
A o 0 05285 o DT 7 30 A AR R oy o Bk X R A AR,
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CFL_BLP_BC # % /i i3 CFL & iy AN UE$: AR  BLP B8 | X
BB AR M 45 A LA 4 N BRI A S5 B pl ) L s T R &
M2 atE, L% 4 A2 A SN RGEHIT U R AE
B AL AT ER AR BB 4T CFL % 4 B 3iE , AT B 1k oK 201 9%
B AR E % N FR G0 5 OR3P 8O R AT R G S TOX R
W AR ET B A, B CFL_BLP_BC KB S7#: N A 2 2 H A |
T RBIEH AR,

4 4 CFL_BLP_BC Bl ¥R (5(F %4,

FA51E (zero trust) 8T 2010 4E H Forrester W55 HLH4
P& TECBAF AR MR 8 TR A AT N 4% P B B AR R 1 AT frf
N/ B4/ R G BV R 2 e RS FE AN TR SE 4R Z 1) A e XE
1T o JCIR IR AE W 45 P T S A0 o 78 TR A5 AT A1 op L BT A I 45
it B RS AN TS AT Y, %8 4 Tl A B 0 400 50 E AR 3 T A5 %
B R I 7 A R T 7 [ 42 1 G 4 0 i T AT I 4% 0 i T
CFL_BLP_BC &%} 8 %5 o 1 4135 32 7 1 P 3 3 14 40 7 22
AT CFL 2 4 800 , A5 AT AT ] 3= 44, i CFL $:J5 3 ol 1,
AR RAE — N —43 , 0T 7 9 9 S ) G R AE .

MR 5 CFL_BLP_BC BB 3 al 55,

A RE —Fh B TE R R T HL R ST H & A s
B R R AR BB T LR S P i S AR AR A —
FE e MEERITF BRI T 6 R BHRIERS, o
BB — 2 B IAIE— 2 B R AF AT X A E T Y R 31 8%
MHENLR G RIS E A S R e TR RSN
AIAF PRS2 AR O AR BLAE B Oy DA IR N IR KRR T
B 58 B A4 L 1 CFL_BLP_BC BBt T CFL AIER AR,
R T B INIER K, X HCEE B AR G AIE T 4048 | E 72 19 50 3
P L T RAFE 4 SR G B I R R F B T AR A,

MR 6 CFL_BLP_BC B 37 #5503k 22 4.

CFL_BLP_BC BRI ) F IR #R#5 4 CFL IEAS , 267 rh
TEAERR IR E AR, AR5 CFL G B IEAS .

/7 CFL_BLP_BC BRI Sz Fp fb o) 48 4 P 4,

CFL P ENL#H &2 CFL_BLP_BC #58 fi {Z 8% 4 J5 S 4
A, CFL AP 2.4 Bt 4 BT %01, CFL 3iE 5 R FH A 2o A2 R 4K
FEE =0, AT B A E BB UOIE W R 2 B & B A
Th,

YB 8 CFL_BLP_BC BRI KpabAb & i A2 4,

CFL_BLP_BC # 78 %F ) 2% o ik A 2 4t () — 1) 55 {4 47 i
1 CFL E A3 A IE A BLP AR #5245, FL 5 U6 56 44 (14 WA HE 4B
BN AS TAIE , 452 AR 5 A5 A8 R 725 % ke L DU T S 3 3 S o 4,
74 38 1 DIE AR BR J4 5 1 S AT 3 R G % R G B AT
Vi ) B A B0 AR B3O A 2 & Il o DTG S B T A A 3 SR 2 4

TE AR AL LE ff o R 7 0 B o

CFL_BLP_BC # A n] 5 B 22 7 9 ik, H A B il A
T 5 AR RS 3 M AT 40, CFL_BLP_BC #5 %1 B A % w5 10 7] 5
PR DL B e &k AR BRI A T R R I E b A7
{HJEH T CFL_BLP B8 5 7= i & 78 5 K2 R0 55 2
7 A S FEDATE S B R R 8 M A ST
4.2 CFL_BLP_BC %8447

9T BAE CFL_BLP_BC A58 5 /) A IF 3 3 45040 Jin %%

(Yyim# 4 096 47 & Ve BB 48 b, AT 25 G AR JC BE 1 1 7%
117

ML BT

(1 CFL %15 i 45 #%

BEVEFECE a0 F . %9 K o8 SC26E-1RQHE; CPU A Intel
(R) Pentium(R) G2030 @ 3. 00 GHz; W #E K 4 GB; i £ K
1T,

AR HE RSN CentOS release 6. 5,

(2)PC #L

T £ B8 40 F : CPU 24 Intel(R) Core(TM) i3 CPU @3,
60 GHz ; WA£(RAM) 3 4. 00GB,

BAFIRBE AT AR AME RSN Windows 7 HEML AL 64 11 4%

(3) %ML . TP-LINK TL-SG2016D

Ji 8 CFL %R R 55#% )5, 8 T 46 iE vk fg, A1k A
BE AL 32 1 7 SR AT I3, 7% 2 10 AL I 3 R 4 A A G
L 3 frgl,

# 3 CFL_BLP_BC B (138 53 14 i i 3
Table 3 CFL_BLP_BC model partial performance test

b E # & PR /& ¢
B4 1785 k4 # 777
45 4 B i 1211 k&% 471
ECB #n % 49. 24 Mbps 1744
ECB # % 79. 86 Mbps 329
BLP A IR i 8K H 8 2533569 K & # 10000
BC 0y A 185 Mbps 500

H S B 45 AT 0, BLA (9 CFL % %% 4 AT LI S # CFL_
BLP_BC ## BN 1) %2 4, PR i B R ] vz 6 2 T8 V5
BT IE AL B B X SR AR PR ST = AR
184 BA5 B RN ToR ., E B WA TR AR B
$E75 , CFL_BLP_BC #5559 () ¥ B 2545 2 ik — 2 42 7+,

5 5G Bf{X CFL BLP BC WM iz =

CFL_BLP_BC # B 4L & iy AN IEH R L3815 I 235 B AR
ViR EAR X R y— 1k B 20 Z 4 55 R
BARURZIRNAE LR RO T EE A%
PRFA wT Tz T 458 245 Bl

CFL_BLP_BC BB 3 I 7 st AL (AR R T LU T 5t

(DCFL_BLP_BC# M ] 32 5 5G . B 2T . L A Z 5,
Tolk 4.0 E #2025 45 ik 4 53 A 22 ) i P A E .

ZHONIE | ¥ BN E PKILIBC © K fE W 2 5G., % 2 I
LT LRI SRS G s & IR Z Y 2
o A5 A HINIE L TR, CFL_BLP_BC #5458 i R %k
NIEE AR CFL, 2035 % 25 #8545 CFL AE B, M3k 1T M 4% 82 A |
B ) Bl 5 S S AR R T kAT CFL 3l &E 45 A
i, B AR PSR 7 AT, CFL_BLP_BC 2% 7] i T |
WG 5 Z B IAIE.

(2)CFL_BLP_BC £ A A] 73z i T 5G. & 2 i .
N5 Tl 4. 0, b [ 18 2025 28 o (4 B0HE PR B3 SR
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JEE 14 T {5 S ) 5 ) 42 7

CFL_BLP_BC #i#l t iy CFL i 4 A BLP 3815451,
24 3 o B0 2R ERCHR 6 2R AT U IR B, B A B0 UE CFL 8l
UE A5, AT 32 A 0 1 1) AR o 24 ASBR W A2 17 1] 4603 s, A 7T
HEAT U5 0] S8 T R o 1 AR 6 PR A T A5 R U [l 4 3

(3)CFL_BLP_BC ##I 0] ]~ 32 i ] T 5G .8 E IR . &
N8 Tl 4.0, F EH 2025 25 (g A FE T AR .

RN JIRTF — AR S TBRIERR AR M EITE
BRI E SO THRE R M TT AR b, 1A R AT DL G A Y
FA TR e A X i w455 v f R A R 2 s o PR 3 B ABURR L X
TR AR LR T Y S M — 2B A0 T AT AR TS U o] 4
L PR SR A R AR A S B R T

GHRIE SGHERBMESHMGER T WAERFBLEFE
T B8 R Pk KL 3B DD 38 R R T i T LR X . AR SCER M T
— Rl SRR B L R T AT AT DIE
KB CFL_BLP_BC, AR CFL AiEE AR .BLP 43 %%
43 20 U 1] 78 AR R | DX B R D R [ P A A L DR R
TEIE M R GRRAE R E LS MR S e R Z R
7 o (e & o2 o i 2 W 7ok s N o 0 O s B A
FAT 5G B EIT LA G 25 ol b L il 2 A
W B Z Y5 B 222Kk, CFL_BLP_BC # 8 & i i & F
JECAEMSCHE T A AN . T — 2 W LAE T AT
— 25 g LT A B {5 0 7 Y O T R
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