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Survey of Vulnerability Detection Tools for Smart Contracts
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Abstract Smart contract is an important component of blockchain platform to realize transactions, which provides an effective so-
lution to the trust problem between multi-party transactions. Smart contracts not only manage high value tokens but also have the
characteristics of immutable, which lead to the security threats of smart contracts many times in recent years. At present,a lot of
researches have devoted to the security of smart contracts,among which the vulnerability detection of smart contracts has become
the main concern. This paper analyzes the security of smart contract systematically. From the perspective of whether to execute
the smart contract, vulnerability detection tools are divided into static detection tools and dynamic detection tools. In particular,
the vulnerability detection ability of existing detection tools is analyzed,and the principles,advantages and disadvantages of 16 de-
tection technologies are discussed. Finally,the paper gives a prospect of how to improve the security of intelligent contract, and
puts forward three research directions which may improve the security of smart contract.
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Table 1  Vulnerability classification and vulnerability causes
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mAREE .
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FAEAY KA KRG UK
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EDNRC A& %
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H i g 5 & e & 29 i 2 MR 90E 7 2 solidity, B %
it T ORE AP IT R & SRAME A H T A B i ) e
VAR T R il AR 24l 5 Y TE & 2R, 5 5 Z B Wt
Yo RO G AR T 2 T AR 0 U R SR AT R R L OF 4 AR
T 1) AT Ui B
3.1.1 ™4 balance 4%

JZHE balance WEURIR B A PATZI|IRB T AR S
— A DA ™ 4 AR 5 B A 29 09 R A0E R 35 B EL AT LB A
R, B —A A A B A 2 selfdestruct PR
ORI DL AR AT G 2 & 3% LUK T, 9 B35 32 & 29 Jo ik 46 48 1tk
R ERAE . SR E A TEAE ™% balance F AR 1 T i Ul 24
A H W LU MCE RN 3 B A AT E L IR R

W 1 iR . % T this. balance 5 23ether Y L %5, ffi
3T RTETWHEIL A A A 11748 % T 00 L RIE
NENEZAE,

if(this. balance= = 23ether) ; //bad

dosomething() ;

1
2
3. if(this. balance™> =23ether) ;//good
4

dosomething() ;

Bl 1 ™4 balance H% A+
Fig. 1 Strict balance comparison vulnerability example
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AR R A X RBENPRATERLSETRE S,
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WA 2 Fros . pay PRBURIAE 2 A 20 Hodik 4 address Ry
M ;37 A — 8 B AT IF BB paid BOIRSKE N true,
%5 3 47 address. send(amount) ¥ — & B0 & A0 T 5% 45 1% #h
ik ARIEAES 5 AT H paid ARABON true. [RILILH il ad-
dress (10K P12 — ATk 3 200 20 P 6 B A0 Oy U 8O
3ATHAT R MR | false, IF 4k L2 AT F — 470 . Scbr L
R I B A B T paid ARS8 BN true, pay BREL
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HHBAMMATIRE A . B 4 176 H require (ad-
dress. send(amount) W 4i 5 X % 4, HAHE 4 17Tk
TTA SRS PAT T — 47400, 388 5 H B R A A5 3R [RUE Y I T

function pay(unit245 amount) {
require(! paid) ;

address. send(amount) ; //bad

paid = true;

1
2
3
4. //require(address. send(amount) ;//good
5
6

B2 SR IR I {E T
Fig. 2 Unchecked send example
3.1.3 B4R %

4 IR %5 (DOS) & 48 H 7 18 5K 15 A5 B 1 8 m) Bij . 72 )3 2
PARMEIE W RSS2 — PP W I . B RES Ak e
4 I 55 i 43 A 20 F B i B T IE i S 3L BRAEL A A OE
WA Gy A 2 A TC I ) H A P 4R R 45 0 SRR S
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FH P HERRAT A T BUX HLEE R 58 S0 Tk 1 e i Al
APMIER, AXEEREWNIELRS . h THEEGAEL
BRI R A — B B 4 IR 45 4 L B AR A
RESE TR

Bl 3 & —Ahn LA A 2y iR AR 5 4 1 07, ]
T ELAT LB (9 3E AR B hightestBid 3 5 (4 4 %, BLA 19
SEAR Y 2 TR S Y HT Y B AL A L RS K T A R A S AR
I A SEAR N HEAT R

1. contract auction{

2. unit256 highestBid;

3. function bid(address king) pubilc payable{
4. require(msg. vaule=>highestBid) ;
5 require(king. sendChighestBid)) ;
6. king = msg. sender;

7 highestBid = msg. vaule;

8.}

9. contract attack{

10.

11. function bid(address king) {

12. king. bid(msg. sender)

3.}

14. function ()payable{ -}

[&3  fE48 i 55 1Y ) 1
Fig. 3 DOS example
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CHP HRESMAT 228 5 1T) . LN AFE — N BEH P H e
BRI AL A Y A P B R AR S 2F R
PB4 A SERR M HE 4 P % P sl
king. sendChighestBid) $47 2 W, Jo i HoAtb FH s 2 5 1Y &

WA AT EA iR X%,
3.1.4 Ak

ARG B AN [ AR PO B TN [ B R AE G S
PRI A ] A 502 R AN ) DR/ R s Y TR . R R 4R T
BRNGRES T HA SRR RGN BRAE. Hies
A ia MR A RETEMEA T WLh a4 h T
B MW BGE MR FZ AT )8 TE K I, Kk &
) FH 33X — 3 7 77 s P 2D e AR T 1) ik e A K AR L 3
JEE AT K .

A 4 s 585 2 4T amount J& P unit256 K B $UE
AR, WAL — A B H R I BB value 5 B0TH 57 45 08 s I igs
H, amount MY {H 28 4 0, W 28 3 47 ¥ require ( _ value >
0&. &.balances[ msg. sender]>>=amount) # £ i 4 & 5, K Ky
IEF GO T amount b iZ e — M HEF A

1. function paidout(address[ ] _buyer,unit256 _value){

2. unit256 amount = unit256(_buyer. length) * _value;

3. require(_value™>0&. &.balances[ msg. sender]™ = amount) ;
4.

5. return true;

P4 G e
Fig. 4 Integer overflow
3.1.5 tx. origin /& # & R

solidity H1 [ tx. origin /& — 4 R4 & , £ /R KA RS
Syl G4 A RR—-EXSHHHEA B, 54 B X
HTHEY C,BANMHET AL A>B—~>C, I tx. origin N
E Y A Hdik  msg. sender HE Y B Hhk, tx. origin 4K #i I i
SEAR ] tx. origin 2% ) W7 4 M) ACKR L T 4E 4 ] msg. sender,
i 35 T DL 3 A T ) 52 B0 5 40y Bh 2, X A 2B H P
AT .

WE 5 R AFTEM A5 29, Wallet 5 25l Attack 5249,
Wallet J& — AR AL & 24, 94 FH 35 38 o 0 i & 20 52 S HUER .
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Fififi i tx. origin = = owner 1E & ¥ W 54,1 tx. orgin {4
R R IK 3 G (W bk R T A 2 T LR D R R 2
FRAT 5 e BT A HRLLLOR T .

contract Wallet{

ﬂddreSS owner;
constructor() {

owner = msg. sender;

1.

2

3

4

5. }
6 function sendMoney(address reciver) {

7 require(tx. origin == owner) ;

8 reciver. transfer(2ether) ;

9.

10. }

11. contract Attack() {

12. function getMoney(address victim,address attack)
13. payable{

14. Wallet(victim). sendMoney(attack) ;

15. }

16. }

B 5 tx. origin 4K #5i I I (14 B 1

Fig. 5 tx. origin dependency vulnerability example
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1. contract Victim{

2. mapping(address=">unit 256) balances;

3.

4. function withdraw(unit256 amount) public {
require(balances[ msg. sender ]™ = amount) ;
msg. sender. call. valueCamount) () ;

)
6
7. balances[ msg. sender ] — = amount;
8

}

Bl 6 BWAWRGT —ZFEEEA
Fig. 6 Example of reentry vulnerability—victim contract
B 7 AN E AN ATTEENHZES S
) withdraw PR ECI IRl — B B E W 4, 3 HEESS 7 47 fallback
PRI PR YR ] withdraw pRER .

1. contract Attack{

3. function transfer(){

4. victim. withdraw (this. amount) ;
5.}

6. function() payable {

7. victim. withdraw (this. amount) ;
8.}

9

K7 mARWR-BEESH

Fig. 7 Example of reentry vulnerability-attack contract
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4.1 BEWNIEA
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4.1.1 A
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PYFE T 0 BT A 1 S, R JC VA X RE A 2 — SRR Y T T gk
TIRB IR T Z TR HERE

Orisis™ & 5 T 455 S0 AT F035 22 43 57 (9 #2520 BT AE 42
FE T DR e A 2R e A I, % T E A
KRR A AT WA BIRT R E T AR T . Orisis
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Rl T TR AR R AR T AR5 TAE R IR R AR T
AR R By Bk

Scompile™™ 3 F 555 $AT X LUK B 5 RE & 20 U T 247 46
WAL T B AR MR S TR AR, i TR LR 5
TR Sy i A AL R R R B R B AR LRI S
BT AR S 1 BE AR IR AR B 2 1 3 R TS E SO 4 s M
TIVEAHETY o AR5 (R A5 5 AT 2 DB 4 AR W] AT 1 DG B Bk 42
B 5 B w A S5 2R LU SR DG AR I T

Securifly™ J& 5 T 5 SR 19 % B A 2998 AL 5 3iE T
B, Z THEMBEANKIES 258 3 2. 5% EVM F 1 fid
e e S e A5 B — T (SSADIE 35 4R U5 A b Hfi i iy & 29 B2 7
B8 SCER S, JP RO SO S ] — Fh B T2 B 1 4 #2185 Data-
log FFATHl & 5 55 Jo AR 90 1058 S 09 2 4 Ja M R ) aE AT A A
Securify & X T 7 F %2 4 Y 17 J@ 14 A0 00, 4 — Bl 4 B0 00 #45
FE ST PR 43031 Sy 30 R SR 7 AR A AR IR S
Sz 55V A 2 D G I L AT S K A MR,

KEVMUY 2 Al K HE 48 28 i Al A7 18 X% EVM 75
AT AL e ) T B, 2 TR AR L & A 202 5
AR T ERC20 K MbsifE. SCHR[35-36 1R 4E T F » X LK)
T AT IE ALK UE , STHRC36 ] HoKE /N IR 19 5 1 i R AT
B, MSCERE35 A AL B 2 09 5235 8%, SCHR(371H T
Isabelle/ HOL 41 HiKf LK b7 5 9 6t 49 St Bl AR 17 14 2 22
P I AT IR T H
4.2 HEWRWIE

B A 43T 7 15 30 B AT W AR Y L AR BT AR B DL R AT
GAYEIR M. EHRTE R A 3 F gh 25 e R O vk 2 2
ST B AFFS BT BRI R S 2 T R
1.2.1 S EH5 AT

TS PATREGRR)T M AL # #7510 R R824
By M PAT IR . R A5 AT RS AT Z AT
FRIT 0 8 A A5 5 AT R AE AT )7 19 i 72 h AT 455 04T
B AT 5 PAT 0 B A i B R B D R i A AT A S Ak i
BEAR T AT I [ 72 24 B R AT 249 SRR AR R ) I A R AR T A
LTS AT G I B 5 24 U I 1 AR TR 52 ) Bdle A
A SEATAE S AR A 29 HOR A #2280 Z3 SR AR
ik,

Oyente™ 28 MY R EA AR T L LW TR, &
A Z B4 5 PATEARBEAT L 2P IR AN . 3% T H R R R
it E Bl 4 KA PE A R S ) S 45 R A R A
(CFG Builder) | 8 & 4 4 (Explorer) , # .0 4 #1 4 14 (Core
Analysis) FEIE 4 7 (Validator) . $58 il it B A @ 4l 1 3 F &
2y T A A ) R PR A o A TR N R R SRR I AR



R B AR RS QIR T BT LR A

85

Yo R AR ) Bk e O FR .l T L TG I AE I Y
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Table 3 Comparison of vulnerability detection capability
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Table 4 Number of vulnerable contracts
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Table 5 Comparisonal experimental results of vulnerability detection
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