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Face Anti-spoofing Algorithm Based on Multi-feature Fusion

LUAN Xiao and LI Xiao-shuang
College of Computer Science,Chongqing University of Posts and Telecommunications,Chongging 400065, China
Chongqing Key Laboratory of Image Cognition,Chongqing University of Posts and Telecommunications,Chongqging 400065, China
Abstract In recent years,with the development of face recognition systems, various spoofing methods that impersonate legitimate
users appear. Face anti-spoofing detection method based on a single clue no longer meets the requirements of current face recogni-
tion system under complex environment. Based on this, we propose to use a convolutional neural network to learn multi-feature
from different clues of face images,and to fuse the depth map,the face optical flow map,and the residual noise map to perform
liveness detection. The depth map can distinguish the depth information between real and fake faces in space, the optical flow map
can distinguish the dynamic information between real and fake faces in time,the residual noise map is based on the one-time ima-
ging of the real face and the fake face. The secondary imaging noise components are distinguished by different components,and
the three features are merged to use space,time and multi-dimensional clues to make up for the shortcomings of a single clue,and
also improve the generalization ability of the model. Compared with the existing methods.our method shows promising results
both on the single database and cross-databases. Specifically,equal error rate (EER) of our method on databases of CASIA,RE-
PLAY-ATTACK and NUAA can achieve 0.11% ,0.06% and 0. 45% , respectively.
Keywords Face recognition, Spoofing detection, Multi-feature fusion
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Fig. 1 Outline of a network based on the fusion of near-infrared images, color images and depth images-?*]
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Fig. 2 Residual noise maps

2.2 RBREHE
R R JE T 2R 3D BIAHIERY 2D 18], A SCH T A7 5 ik
ST 2% PRNet™ ) ofe 52 8L, 3 A A K ] PRNet A& 3 B 141, 1B

BTG T A R S 1 PR SRR I 2R o 0 AR B M AT, B 9% E [
P 3 BT 7 oy T T 0 L 52 9 NG i = 4 S (AR F L T O i AT Y
Pl AN AN S — > P T » O 24 DX 43 R 308 S R AB B A R

Ca) 1% PR T2 1A

(b MBI TR I
B3 R E A TR

Fig. 3 Depth maps of live and spoof faces

2.3 REARE

Lucas-Kanade(L-K) S i % e ¥ F 1981 4F 1 Lucas 55 4&
T, LK BT — b T 22 43 09 B B 06 TR AR T S
R TE — /I 14 25 [8] <8 48 P4 32 2l 2% AR i AN 8 L BRI I 72 4R

BB SRS — A B R TN AS A /> 3R i X 48 dek
BT A R 2K ROR R A B O UR 5 AR . L TR My A E B L g
I L T S 52 N 19 IR 0 7 5 A T A I AR i e o 5 R
AR —HEROE I R LK B T i AU 81 v A 48



412

Computer Science T MBI Vol. 48,No. 11A,Nov. 2021

W 119 S 0 375 » SR A% 016 I W L 75 B Wi (B B R IR 3R B0 o
U, AR SCR T L-KO'G T o 42 300 3% (A A Mk s BN i 4 11
4 BN BTN AR BN A iz RS 3, B A R R
N REAS B R — B B O R, LA TT DL IX 23 ECSE A AR R

EEEEE

Ca) 35 PR N ' it 14

NN

(b) M A6 E
SN 5 A

Fig. 4 Optical flow images of different faces
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