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Abstract With the increasing popularity and development of virtual digital currencies such as bitcoin, blockchain technology has
been widely concerned by researchers. Blockchain technology is a distributed data ledger which combines blocks in a chain struc-
ture according to the time sequence. It has the characteristics of decentralization, programmability,and traceability. It has been
widely studied in the financial field. Facing the development of blockchain technology, this paper introduces the origin and over-
view of blockchain technology,discusses in detail the crucial technologies of blockchain, consisting of ring signature, zero know-
ledge proof,digital signature and homomorphic encryption,and summarizes the characteristics and types of blockchain technolo-
gy. This paper summarizes the application field of blockchain technology,focuses on its application principles and relevant cases in
the application field, analyzes the current development status of blockchain application, and analyzes and forecasts the develop-
ment direction of blockchain technology in the future.
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Fig.1 The data structure of the Bitcoin system
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Fig. 2 The operating mechanism of the Bitcoin system
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