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Network Anomaly Detection Based on Deep Learning

YANG Yue-lin and Bl Zong-ze
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Abstract This paper proposes a novel and general end-to-end convolutional transformer network for modeling the long-range
spatial and temporal dependence on network anomaly detection. The core ingredient of the proposed model is the feature embed-
ding module by just replacing the spatial convolutions with proposed global self-attention in the final three bottleneck blocks of a
ResNet.and the multi-head convolutional self-attention layer in encoder and decoder, which learns the sequential dependence of
network traffic data. Our model uses an encoder, built upon multi-head convolutional self-attention layers,to map the input se-
quence to a feature map sequence,and then another deep networks,incorporating multi-head convolutional self-attention layers,
decode the target synthesized feature map from the feature maps sequence. We also present a class-rebalancing self-training
framework to alleviate the long tail effect caused by the imbalance of data distribution through semi-supervised learning, which is
motivated by the observation that existing SSL algorithms produce high precision pseudo-labels on minority classes. The algo-
rithm iteratively retrains a baseline SSL model with a labeled set expanded by adding pseudo-labeled samples from an unlabeled
set, where pseudo-labeled samples from minority classes are selected more frequently according to an estimated class distribution.
In this paper,CIC-IDS-2017 datasets is used for experimental evaluation. The experiments shows that the accuracy of our model is
higher than that of other deep learning models, which improves detection performance while reducing detection time, and has
practical application value in the field of network traffic anomaly detection.

Keywords Deep learning, Anomaly detection, Attention, Class-rebalancing, ResNet
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Fig. 1 Class-rebalancing self-training algorithm
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