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W) 48 2R A 2 W %4 (Recurrent Neural Networks, RNN) 2% % 42 8 32 12 M %4 (Long Short-Term Memory, LSTM) # 47 2 % X K 69 &
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Natural Language Steganography Based on Neural Machine Translation

ZHOU Xiao-shi,ZHANG Zi-wei and WEN Juan

College of Information and Electrical Engineering,China Agricultural University,Beijing 100083, China

Abstract Generation-based natural language steganography embeds secret information during text generation under the guidance
of secret bitstream. The current generation-based steganographic methods are based on recurrent neural networks (RNN) or long
short-term memory (LSTM) ,which can only generate short stego text because the semantic quality becomes worse as the length
of the sentence increases. Moreover, there is hardly any semantic connection between sentences. To address this issue, this paper
proposes a neural machine translation steganography algorithm, namely Seq2Seq-Stega, that can generate long text in which se-
mantic relationship maintains well between words and sentences. An encoder-decoder model based on sequence-to-sequence
(Seq2Seq) structure is used as our translation model. The source sentence can offer extra information and ensure the semantic rel-
evance between the target stego sentences. In addition, according to the word probability distribution obtained by the model, we
design a word selection strategy to form the candidate pool. An attention hyperparameter is introduced to balance the contribution
of the source sentence and the target sentence. Experimental results show the hidden capacity and the text quality under different
word selection thresholds and attention parameters. Comparative experiments with other three generation-based models show that
Seq2Seq-Stega can maintain long-distance semantic connections and better resist steganalysis.

Keywords Natural language steganography, Text generation,Semantic relevance, Self-attention mechanism, Machine translation
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4.1 A R4 T 458 then
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6. End if
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12. End if

13. End for
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16. End while
17. Return A= B 1 885 SCA
A5 B AR A o AR AL, HelboTy 2 PR e A R
AR S50 NMT B, SR 5 SR A [R) 09 77 325 440 22 0 kil
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5. End if
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Table 1  Some examples of translations obtained under different «

a ﬁﬂi‘%/ﬂ

1 It is not the level and number of people that we have seen.

There has been a long time but not the level and number of people we

0.9
have seen now.
0.8 There is always a problem but not the level and numbers that we
: have seen now.
0.7 However it is not the case that we have seen in the level and number

of people.

0.6 It is not enough to see that the current level of work.

During the passage of typhoon disaster on board were found in the

sky and some trees on the ground were found damaged by road safety.

During the passage of typhoon certain trees on the slope were posed a

safety hazard in august last year.

During the passage of typhoon some trees on the slope were once

burning and posed a risk of fallen trees.

During the passage of typhoon course there were many trees on the

slope of sheungyiu last august and posed a challenge to road safety.

During the course of typhoon it was forbidden to grow down on the

ground and posed a chance to prevent the spread of land.

The best way is to encourage enterprises of the two countries to ex-
1 plore areas and content of cooperation and the government has given

positive support.

The best way is to encourage the companies of both sides to explore
0.9 areas and content of cooperation and the government should give pos-

itive support.

The best way is to encourage the enterprises of the two countries to
0.8  explore areas and content of cooperation and to offer positive sup-

port.

The best way to promote cooperation is to encourage enterprises of
0.7 the two sides to explore new ways to expand cooperation and to give

them positive support.

The best way to promote cooperation is to encourage enterprises to

discuss ways to expand cooperation.
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Table 2 Effect of different e,a,bs on bpw, BLEU, PPL

3 bs a bpw PPL BLEU
0.07 0.663 55.860  23.592
0.072 0.715 57.915  23.286
0.074 : 0.758 59.482  23.370
0.076 0.758 62.498  23.216
0.07 0.778 63.507  23.516
0.08 1.059 67.658  23.202
0.09 ! ! 1.120 72.800  23.316
0.1 1.174 75.913  23.050
0.045 0. 841 69.731  23.368
0.05 0. 981 73.123  23.131
0.055 § 1.104 79.709  22.898
0.06 1. 320 81.373  22.468
0.07 0.770 54.399  23.207
0.072 0.815 55.437  22.962
0.074 ¢ 0.843 57.985  22.900
0.076 0. 866 58.031 23.074
0.07 1.180 63.046  23.213
0.08 \ oo 1.265 63.268  22.921
0.09 1. 297 68.503  23.034
0.1 1.390 73.664  22.833
0.045 1.243 64.391  22.970
0.05 1.395 72.113  22.669
0.055 § 1.457 74.640  22.699
0.06 1. 650 79.044  22.236
0.07 0.787 50.169  22.339
0.072 0.835 52.201  22.271
0.074 : 0. 867 55.249  22.151
0.076 0.896 57.267  22.273
0.07 1.199 59.267  22.245
0.08 1. 301 60.397  22.144
0.09 ! 0-8 1.332 62. 409 22.143
0.1 1.446 67.547  21.813
0.045 1.265 62.408  22.269
0.05 1. 452 71.735  21.803
0.055 § 1.518 72.801  21.674
0.06 1.762 73.345  21.196
0.07 0.824 14.105  20.883
0.072 0.883 45.148  20.815
0.074 : 0. 924 45.167  20.751
0.076 0.949 47.144  20.589
0.07 1.265 52.200  20.932
0.08 1.393 52.270  20.804
0.09 ! 0-7 1.488 55.270 20. 669
0.1 1.572 62.448  20.272
0.045 1.352 51.329  20.810
0.05 1. 604 59.586  20.516
0.055 § 1.803 63.716  20.095
0.06 1.988 65.112 19.777
0.07 0.896 12.103 18.774
0.072 0.923 43,144 18.678
0.074 : 0. 944 45.138  18.697
0.076 0.948 15.193 18.583
0.07 1.389 15,177 18.700
0.08 1.553 50.258  18.515
0.09 ! 0-6 1.678 50. 327 18.108
0.1 1.775 52.433 18.063
0.045 1.548 44,348  18.510
0.05 1.878 16.549 18. 080
0.055 § 2.102 50.751 18.054
0.06 2.211 55. 065 17.519
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“The scope of the service is well affected by the three stages
of the project which is scheduled for today april 15 in 2004. 7,
2R R /N R A5 B 19 BT 9 408 4] 2 ¢ An area of ap-
proximately 330 hectares of foreshore and sea bed are affected
by the works as required in the gazette today april 14. 7,
4.4 AL
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Table 3 Comparisions of methods performance for each evaluation indication on the same News data set
H A € bpw  NFZ-WDA  LS-CNN L F A K PPL BLEU
1 82.5 95.2 354,317 17 193,992 0.994
Markov! 40! 2 80. 5 94.8 355.293 17 577.628 0.731
3 82.5 95 368.158 23 585. 311 0. 863
B 1 88.5 94.9 329,113 19 294.578 1.681
Markovt ‘! 2 84.5 96. 6 360. 997 20 486. 043 0.973
3 82 96.8 373.532 25 531. 080 0. 607
1 76.5 80. 5 280. 612 26 44,080 10. 362
RNN-Stegal*"’ — 2 73 88 324. 685 28 67.915 8.041
3 64.5 89. 8 331.454 31 136.542 5.679
0.045  0.841 53 56.5 87.916 46 69.731 23.368
0.05  0.981 53.5 58.2 89. 941 46 73.123 23.131
Seq2Seq-Stega ~
0.055 1.104 53.5 59 93.218 16 79.709 22.898
0.06  1.320 5 61.5 94,301 16 81.373 22. 468
0.045 1.548 55.5 53. 4 92.019 47 44,348 18.510
Seq?Seq Stegn 0.05 1.878 52.5 55 96. 428 47 46. 549 18.08
0.055 2.102 57.5 59.7 106. 440 47 50. 751 18.054
0.06  2.211 55.5 65.5 113. 629 47 55. 065 17.519

M 3 0 LA L AR SCHR A B R A HIR B B S 40 M
AR RR A 1) 38 X E P RE 3 T T M 3 R AL, 5 RNN-
stegal M HL, AR SCBE R A B AY 3R A SCAR 7E M R ik AR,
NFZ-WDA" I LS-CNNU {4 46 I 1F & 2 4> 51 B 1% T
21. 5% R 28. 3% . XU W AR I B A 5 R A 48 Ak, T RE IR
Vo E B . MO R AR I A B A 3 SO SR 3 A K
R S (E R N1 N Rl 2 O P WL A o e e
700 Al R 8% AR et R A5 4 ) BT A 3 LR R

BRIE AR T RS RN ARG B,
T ARAIE SCAR B L SR FH T — ol 2y 2k ) R W L AR A B3 Y 4% 1
MEBR AN AT [ 305 B T A A et . AR SCHERSIA T EE NS
DIV A5 5 SCAS T B bR AR X 1900 28 %% 1) 14 BTk . [R) BSE AR SCx
BRI P A 3 SCAR S o B RS 43 T BE T RNE CBE B kAT T
IESCHy . 45 F W LA SCHE A B B AE B BRE 4 AT A A
TRFFIE SO S 7 1 A T oAl 3 A B S AR A

2 % x o

[1] ZHANG H,CAO Y.ZHAO X F.Motion vector-based video
steganography with preserved local optimality[]J]. Multimedia

Tools and Applications,2016,75(2):13503-13519.

D https://github. com/AlexanderYogurt/pytorch-pretrained-BERT

[2] LINTJ,CHUNG K L,CHANG P C,et al. An improved DCT-
based perturbation scheme for high capacity data hiding in H.
264/AVC intra frames[ ] ]. Journal of Systems &. Software.
2013,86(3):604-614.

[3] JANGID S,SHARMA S. High PSNR based video steganogra-
phy by MLC(multi-level clustering) algorithm[C]// 2017 Inter-
national Conference on Intelligent Computing and Control Sys-
tems (ICICCS). 2017.

[4] BAIY Q.,JIANG G Y,ZHU Z J,et al. Reversible data hiding
scheme for high dynamic range images based on multiple predic-
tion error expansion[ J]. Signal Processing: Image Communica-
tion,2020,91.

[5] EVSUTIN O,MELMAN A,MESHCHERYAKOV R. Algo-
rithm of error-free information embedding into the DCT domain
of digital images based on the QIM method using adaptive mask-
ing of distortions[ ]]. Signal Processing,2020,179(10):107811-
107829

[6] PU W. Deep SAR Imaging and Motion Compensation[ ] ]. IEEE
Transactions on Image Processing,2021,PP(99) .1-1.

[7] NANDAL V,SINGH P. Hybrid Optimized Image Steganogra-
phy with Cryptography[ C]// Computational Methods and Data

Engineering. 2021.



564 Com puter Science 1 HEHLEF%:  Vol. 48,No. 11A, Nov. 2021
[8] ATOUM M S. Evolutionary Detection Accuracy of Secret Data lem in Neural Machine Translation[ J]. Bulletin of University of

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

in Audio Steganography for Securing 5G-Enabled Internet of
Things[]]. Symmetry.2020,12(12) ;2071-2088.

SOLIMAN N F,KHALIL M I, ALGARNI A D.,et al. Efficient
HEVC Steganography Approach Based on Audio Compression
and Encryption in QFFT Domain for Secure Multimedia Com-
munication[ J ]. Multimedia Tools and Applications, 2020 (2) ;
4789-4823.

JIANG S, YE D, HUANG J, et al. SmartSteganogaphy: Light-
weight generative audio steganography model for smart embed-
ding application[ ] ]. Journal of Network and Computer Applica-
tions,2020,165:102689.

WANG X, YANG L T,SONG L,et al. A Tensor-based Multi-
Attributes Visual Feature Recognition Method for Industrial In-
telligence[ ] ]. IEEE Transactions on Industrial Informatics,2020
99) . 1-1.

JIA J.ZHANG G, HU C,et al. Information hiding method for
long distance transmission in multi-channel 10T based on sym-
metric encryption algorithm[]]. Journal of Ambient Intelligence
and Humanized Computing,2021,10(2):1007-1017.

YANG Z,ZHANG S,HU Y,et al. VAE-Stega: Linguistic Steg-
anography Based on Variational Auto-Encoder[]J]. IEEE Trans-
actions on Information Forensics and Security, 2020, 16 (10)
1109-1124.

CHAUDHARY S,DAVE M, SANGHI A. Aggrandize text se-
curity and hiding data through text steganography[CJ// 2016
IEEE 7th Power India International Conference (PIICON).
IEEE.2016.

FU Z J,SUN X M,ZHOU L.,et al. New forensic methods for
ooxml format documents C]// 2013 In International Workshop
on Digital Watermarking,2013.

BARMAW I, AR 1. Linguistic Based Steganography Using Lexi-
cal Substitution and Syntactical Transformation[ C] // Interna-
tional Conference on It Convergence &. Security. IEEE,2016:1-6.
ZHANG J, WANG W, YANG X, et al. A word-frequency-pre-
serving steganographic method based on synonym substitution
[J]. International Journal of Computational Science and Engi-
neering,2016,1(1):1.

TOPKARA M,TOPKARA U,ATALLAH M ]J. Information
hiding through errors:a confusing approach[]]. Proc Spie, 2007,
6505.

AGRAWAL R,SHARMA M, SINGH B K. Hiding Patient In-
formation in Medical Images: A Robust Watermarking Algo-
rithm for Healthcare System[ M // Advances in Biomedical En-
gineering and Technology. 2021.

JIN C,ZHANG D,PAN M. Chinese Text Information Hiding
Based on Paraphrasing Technology[ C]// Information Science &.
Management Engineering. IEEE,2010.

KANG H.WU H,ZHANG X. Generative Text Steganography
Based on LSTM Network and Attention Mechanism with Key-
words[ ] ]. Electronic Imaging,2020,291(8) :1-8.
GROTHOFF C,GROTHOFF K,ALKHUTOVA L,etal.
Translation-Based Steganography[ C]// 7th International Work-
shop on Information Hiding. Springer, Berlin, Heidelberg,2005.
MINH-THANG LUONGT * . Addressing the Rare Word Prob-

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

Agricultural Sciences & Veterinary Medicine Cluj Napoca Vet-
erinary Medicine,2015,27(2) :82-86.
KARTIKA A S. Steganografi linguistik metode NICETEXT
menggunakan kata dan variasi pola kalimat dasar bahasa indone-
sia J]. UT-Computer Science,2014,1740(3) :865-880.
POLIDORI C,NIEVES-ALDREY J L,GILBERT F,et al. Hid-
den in taxonomy: Batesian mimicry by a syrphid fly towards a
Patagonian bumblebee [ ] ]. Insect Conservation &. Diversity,
2014,7(1) :32-40.
SHNIPEROV A N,NIKITINA K A. A text steganography
method based on Markov chains[]]. Automatic Control & Com-
puter Sciences,2016,50(8):802-808.
DESOK Y, ABDELRAHMA N. Jokestega: Automatic joke gen-
eration-based steganography methodology [ J ]. International
Journal of Security & Networks,2012,7(3):148-160.
MANSOOR F,MOHSEN R. An email-based high capacity text
steganography using repeating characters[ ] ]. International Jour-
nal of Computers & Applications,2018;1-7.
LUO Y.HUANG Y,LI F,et al. Text Steganography Based on
Ci-poetry Generation Using Markov Chain Model [ ] ]. Ksii
Transactions on Internet & Information Systems,2016,10(9) ;
4568-4584.
YANG Z L.GUO X Q,CHEN Z M.et al. RNN-Stega: Linguis-
tic Steganography Based on Recurrent Neural Networks[]].
IEEE Transactions on Information Forensics and Security,
2019,14(5):1280-1295.
STUTSMAN R,GROTHOFF C,ATALLAH M,et al. Lost in
just the translation[ C]// Proceedings of the 2006 ACM Sympo-
sium on Applied Computing. ACM, 2006 :338-345.
GROTHOFF C,GROTHOFF K,ALKHUTOVA L,et al.
Translation-based steganography[ C] // International Workshop
on Information Hiding. 2009.
MENG P,SHI Y Q,HUANG L,et al. LinLL;: Lost in n-best List
[C]// International Workshop on Information Hiding. Springer
Berlin Heidelberg,2011.
AHMADNIA B,DORR B J. Impact of a New Word Embedding
Cost Function on Farsi-Spanish Low-Resource Neural Machine
Translation[ C]// The Thirty-Third International Flairs Confer-
ence. 2020.
O’BRIEN S,ROSSETTTI A. Neural machine translation and the
evolution of the localisation sector: Implications for training[J].
The Journal of Internationalization and Localization,2020,7(1) :
95-121.
BAHDANAU D,CHO K,BENGIO Y. Neural Machine Transla-
tion by Jointly Learning to Align and Translate[ J]. Computer
ence,2014,1405(2) :36-50.
ABAD I,MARTI N. TensorFlow: Learning Functions at Scale
[J]. Aem Sigplan Notices A Monthly Publication of the Special
Interest Group on Programming Languages,2016,51(9) :1-1.
SRIVASTAVA N,HINTON G,KRIZHEVSKY A,et al. Drop-
out: A Simple Way to Prevent Neural Networks from Overfit-
ting[ J ]. Journal of Machine Learning Research,2014,15(1):
1929-1958.

(T #5584 T



584 Computer Science T MBI Vol. 48,No. 11A,Nov. 2021
[8] SAHAI A,WATERS B. Fuzzy identity-based encryption [C]// on Parallel and Distributed Systems,2016,27(4):1187-1198.

Lol

[10]

[11]

(12]

[13]

[14]

[15]

[16]

Advances in Cryptology (EUROCRYPT 2005). Berlin: Spring-
er,2005:457-473.

DAN B,FRANKLIN M. Identity-based encryption from the
Weil pairing [C]//Proceedings of the 21st Annual International
Cryptology Conference on Advances in Cryptology. Berlin:
Springer,2001:213-229.

BETHENCOURT J,SAHAI A, WATERS B. Ciphertext-policy
attribute-based encryption [ C]// Proceedings of the 2007 IEEE
Symposium on Security and Privacy. Piscataway, NJ: IEEE,
2007:321-334.

GOYAL V,PANDEY O,SAHAI A,et al. Attribute-based en-
cryption for fine-grained access control of encrypted data [C]//
Proceedings of the 13th ACM Conference on Computer and
Communications Security. New York,NY:ACM,2006:89-98.
LI S,XU M Z. Attribute-based public encryption with keyword
search[ J]. Chinese Journal of Computers, 2014,37(5):1017-
1024.

ZHENG Q J,XU S H,ATENIESE G. VABKS: Verifiable attri-
bute-based keyword search over outsourced encrypted data
[C]// Proceedings of the IEEE Conference on Computer Com-
munications. Piscataway, NJ:IEEE,2014:522-530.

LIANG K,SUSILO W. Searchable attribute-based mechanism
with efficient data sharing for secure cloud storage[]]. IEEE
Transactions on Information Forensics and Security, 2015,
10(9) :1981-1992.

SONG Y, HAN Z,CHEN D, et al. Attribute-based encryption
supporting arbitrary conjunctive key word search[J]. Journal on
Communications,2016,37(8) : 77-85.

SUN W, YU S,LOU W,et al. Protecting your right: verifiable
attribute-based keyword search with fine-grained owner-en-

forced search authorization in the cloud[]J]. IEEE Transactions

[17]

[18]

[19]

[20]

[21]

[22]

[23]

WU Q Y.MA J F,LI H,et al. Multi-keyword search over en-
crypted data with user revocation[]]. Journal on Communica-
tions,2017,38(8):183-193.

YAN X X,MENG H. Ciphertext policy attribute-based encryp-
tion scheme supporting direct revocation[ J]. Journal on Commu-
nications,2016,37(5) :44-50.

IBRAIMI L, TANG Q,HARTEL P,et al. Efficient and provable
secure ciphertext-policy attribute-based encryption schemes
[C]// Proceedings ofthe 5th International Conference on Infor-
mation Security Practice and Experience, Berlin: Springer, 2009 ;
1-12.

LI J,WANG Q,WANG C,et al. Fuzzy keyword search over en-
crypted data in cloud computing [C]// Proceedings of the IEEE
Conference on Information Communications, Piscataway, NJ:
IEEE.2010:441-445.

WANG Y,FAN K. Effective CP-ABE with Hidden Access Poli-
cylJ]. Journal of Computer Research and Development, 2019,
56(10):2151-2159.

HE H,ZHANG J,GU J G,et al. A fine-grained and lightweight
data access control scheme for WSN-integrated cloud computing
[J]. Cluster Computing,2017,20(2) :1457-1472,

RUIXUAN L,CHENGLIN S, HENG H.,et al. A Lightweight
Secure Data Sharing Scheme for Mobile Cloud Computing[ ] ].
IEEE Transactions on Cloud Computing,2018,6(2) :344-357.

HE Heng, born in 1981, Ph.D, associate
professor,is a member of China Com-
puter Federation. His main research in-
terests include network security, cloud

computing and ciphertext retrieval.

(E#%H 564 )

[39]

[40]

[41]

[42]

[43]

PAPINENI K,ROUKOS S, WARD T, et al. Bleu:a method for
automatic evaluation of machine translation[ C] // Association
for Computa-tional Linguistics,2002.

YANG Z,JIN S,HUANG Y.et al. Automatically Generate
Steganographic Text Based on Markov Model and Huffman
Coding[J7. arXiv:1811. 04720.

SHNIPEROV A N, NIKITINA K A. A text steganography
method based on Markov chains [ J]. Automatic Control &
Computer Sciences,2016,50(8) :802-808.

CHEN Z,HUANG L,MENG P,et al. Blind Linguistic Steganal-
ysis against Translation Based Steganography[ C]// Internation-
al Workshop on Digital Watermarking. Springer, Berlin, Heidel-
berg,2010.

WEN J,ZHOU X,ZHONG P,et al. Convolutional Neural Net-
work Based Text Steganalysis[J]. IEEE Signal Processing Let-
ters,2019,PP(3):1-1.

[44]

LEE J S,HSIANG J. Patent claim generation by fine-tuning
OpenAl GPT-2 [J]. World Patent Information, 2020, 62:
101983.

ZHOU Xiao-shi, born in 1994, postgra-
duate. Her main research interests in-
clude deep transfer learning for image
classification, deep learning for text in-
formation steganography, natural lan-
guage processing,machine learning.

WEN Juan, born in 1982, Ph.D,asso-
ciate professor. Her main research inte-
rests include artificial intelligence, in-
formation hiding. and natural language

processing.



