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Camera Identity Recognition Method Fused with Multi-dimensional Identification Features
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Abstract With the development of smart cities and public security big data,video surveillance networks have become essential in-
frastructure for urban governance. However, by replacing or tampering with surveillance cameras- the important front-end device,
an attacker can access the internal network to achieve device hijacking.information theft,network paralysis.and threatening per-
sonal, social,and national security. A camera identity recognition method combining multi-dimensional identification features is
proposed to identify illegal camera identities in advance. A camera identification system that integrates explicit,implicit,and dy-
namic identifiers is constructed by extracting the camera’s static information and the dynamic flow information. An evaluation
method of identifier contribution based on self-information and information entropy is proposed to select a concise and practical
identity identifier. The extracted identifier feature vector can lay the foundation for future abnormal camera intrusion detection.
Experimental results show that explicit identifiers have the most considerable amount of self-information and contribution but are
easy to be forged;dynamic identifiers have the second-highest contribution, but the workload of traffic collection and processing is
enormous; static identifiers have a low contribution but still have a specific role in identification.

Keywords Camera, Identification feature, Self-information amount, Identity recognition, Intrusion detection
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Fig.1 Video surveillance network workflow
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Fig. 2 Flow chart of our method
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Fig.3 Camera identifier system
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Examples of partial camera explicit identifiers

Table 1

% % 1P & F A5 MAC # 4k WEEA
192.168.1.65 ipS-2CD6024  28:57:be:29:7b:4a iDS-2CD6024FWD-A/F
192.168.1.63 FWD-A/F2015 28:57:be:bl:2f:a9 iDS-2DF5220S-D4/JY
192.168.1.61  1114CCCH  28,57:be:59:d6:5c iDS-2CD6812F-1S/B
192.168.1.62 ~ 955848778 28:57:be:39:d7:56 DS-GJZ22G-1S
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Table 2 Examples of categories of hidden camera identifiers
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Table 3 Examples of hidden camera identifiers
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Table 4 Examples of camera flow characteristics

FE B4 R  fAl

1 G ETRE 27962327 bytes
2 HAHTARE 3061933914 bytes
3 g EERE 3089896241 bytes
4 [N & 687167 A~

5 FAHTATHRESR 2138965 A

6 [N S & 2826132 A

7 & B H ip 3 6 4>

8 FHEN ip # 6 4

9 FHAEE DR 6

10 G HRHHE K 2 A

A SO BB Sk A TR SE I B AR TN A AT B, A5 B
KN BRI TP FHAE S5 B . I 28 £5 BRI 47 2 %
18 Sk 1 WL ABUIL % i B TS0 RT A A8 B4 TR 0 i3 95 o AR I
A7 O 3, — ELR S B A5 Sk B0 BT 4 X AR AR AL 22 A
MBS . U 2R AE A BB A8 92 I S T O L X i A Il i AR AE
RE 8 4% 5 2 B s 515 Sk B 2 15 o 22
2.2 WRFREWEEN

TE 3 25 T3 25 R AR IR AT 1A 2 40 20 #y it A 2 ik | L 75 2
A [ bR A B TR AR LA S P 5 B T T 4R
TG 2 BR YU » (] Bk SRR 0 TE I T AR SRR AT LA B SR 1%k &
By AR S B8 P R B A R R B R 0 bR AT
BA W5 B B HEAT 00 5 00T A0 B 2 B AR TR AT R A ]

T B AR B RS IR A ST BT A © 218 2 SR
BB EER) L 1 R AR SO Sl i T R AR R AT R &R
AV RRRAT I A5 B A5 B bR TR T8 12 A i 48 15 Sk AR iR
PR P STHR AR LS 5 10X T 2 A B AR AT A R B IR AT
EREPSSYINE SN E LIS RR R (i L L RN RAVE S DI RN
WL UL A5 R 5 £ S0 20 ) DA 1 0 AR ik AR AR IR
0 15 B T

BB ATSRE A o DARRAF AP, FRE A
PRARAT BEAE IE 0 U AR Sk A BESR, S 1F X, ROREE @ AR IR



568

Computer Science T MBI Vol. 48,No. 11A,Nov. 2021

FERERE IE TR MRSk . FEX M AGFBERITREARY.
I(X;))=—InP; (D
EREE R T M GRS T RS E R ANARXKE,

{5 B2 H G S S B R, B2 5 5 A PR IR R R

P B B /N SR R LA MR FR A R W R R

DA R iZ bR AT R 2R 045 8 K, [ i ok Oy o K 2t A 7

B, PR, A B T LA BE B R IR K AR IR A

&R, HFEMYITREAKXWT .

HOO= =2 PnP, @
5 B R D 1 o B 14 S 9 B A TR AT IR R e B

febn 2z —, A B S B G n] DLVE O 35 4 B 0 45 00 1 0 20 e 4

Z— N T SR O B AR Sk B A SR B 3 9 5 R o ) 4% 1Y)

ARG B 5 F 5 S

2.3 WRIAFHERENRN
TET0E T bR PURF 10 JE Al L AT X A SR A SE 1T R AE 4b

P AL A N RRAE ) 2, DL SRR A R A BRI A X .
AR AFAE AL P ST Yang 451 5 Miettinen %6122 fy

BIHUL TS . B ERAE EE A N D I & AR R AT

D7 s B s 2) B % 58 20 e % D o A AT R S B . AR

RV B O AT DX FREF RO E 2N FB N E

AT AR . B a0 X R TR BCrE R A A3 (R L 2,

3veerame 200 T EAT MU B E B RO AR IRAT L 2 T I S cdls
B B IRAC % BB Sl XA o A s 7R 7 8l XA
A 1, A5 IR S 0, 28Rk U, SRk B H i ip
BrE[4,5,6, 7JMIVESh 53 H iz Bk i ip 808 8, R
E0 0. 3D T8 % 8k BAUE B9 AR AT 7T LATE AN o 728 4K
(ERHIXT /NG A5 DU T K B S B T /N s [a] . 2840 S 15
D 2R 2 b AR Sk Y e LAY B TE 1.000~90 000 [ 3% 5, 7T LA
R L 8 20 90 W A2 B WO U K i e L B O (1, 2,304, -0,
nlo 3 5B TACRE AT 22 T v
S ARPUTREIE AR T

Identifier feature transformation method

Table 5
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Table 6

Camera identifier system for video network
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Table 7 Examples of experimental camera features
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