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Abstract The security of routing systems attracts extensive attention worldwide with increasing inter-domain routing hijacking
incidents in recent years. As a routing security verification system,the RPKI system can greatly reduce the risk of routing hijac-
king by working with existing routing broadcast strategies. The signature algorithm is limited to the RSA asymmetric encryption
algorithm,and the hash algorithm is limited to the SHA-256 algorithm. With the upgrading of cryptographic algorithms,it is rea-
sonable to expected that the RPKI system will gradually accept more algorithms to meet security and performance requirements.
This article introduces the SM2 and SM3 algorithms,also known as Chinese commercial cryptographic algorithms,into RPKI sys-
tem,and establishes a complete set of cryptographic algorithm testing environment from multi-dimensional aspect to compare Chi-
nese commercial cryptographic performance with standard RFC defined algorithms. After performance evaluation and compari-
son,we discuss the algorithm feasibility,optimization and improvement methods in large-scale deployment environments,and the

prospect of the future development of the existing crypto system in RPKI system.
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Fig. 1 Components of RPKI system
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Fig. 2 Key signature certificate verification process
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Fig. 3 ROA generation performance test
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Fig. 4 ROA verification performance test

FT b 3R IR AT LA, B % R A 5 ROA & 4
7 18T 0 RN B b v B i A A A 4 T T A o B TR AT
BRI X 7 e B R AT B 4l 1 M e DK Y 45 e A
—%, 44 RPKIM .4 LIRS 170 CA &4 R ERP
W RLSG %5 0 3 . RP 7638 BUCEIE 45 9 58 ik 4525 4% 96 3E 5
HOHE 135 25 B P 28 A AR . CA — B A U BUE R )R
ST AR W W AR AAR T JE 4k B e KB RP IR UE, Ir A
8 TIE 45 47 350 TR A R T 5 Ak A RPK AP Ry i A e

25 A v R T S I WA e 7 T B0 E 4 4 S SR A AR 1Y [
R RS2 00 U 28 44 119 A0 3R 5 52 B 30 8 1) AR 358 R 2 4 38 A X
BHEERFA, FET HTTPS ) RPKIZEF T LHLH ™ Bl e
S5 W HAS B R MU i FHE 2k XUy RP AT LR
2 (00 SN A L B R AT B0 E £ Bh T HTTPS B
SEAEHLHI I CDN 23 % 4%, a] LK I 6 b [ A1 320 % 3% oy 631
AR o DT U 20 S92 o R A 6 255 4% 4 YR B ) 2 B i R b
FIRAE PR Y 2 B AR T — 5

APNIC| | RIPE ARIN | [ AFRINIC || LACNIC
iE# iE# i 4 iEH i 4
g | |weE| |wea| | wes || wee
I [ I I
\
[ ] & ] [x]
| 1 |
| [
* HTTPS 48 71 4 ¢
2D HEH A
RTR BB | RTR RTR sE | RIR
RTR l l RTR l
v v
# % ¥ % B #
B B R B #E #E

5 RGHE R
Fig.5 System deployment architecture diagram

(7 Fsf 50 2 7y T i B 67 e A A T LR 3 s T A Y 4%
PR IBE L 43 2 BT AT LA R AR R B SR T R T
R DS 5T 2 A [ A5 9 4 . 3 A T 4 A o AR P 4
Wit HTTPS {430, Ifi RP Y #1688 00 5 17 Sy — 4~ 50
TEAN Y 22 P S 0 4% A BT AT B4 30 4 i B AR o 6 TR Y
M55 .

HRIE AT RPKI &R S8t T A0 AR v Y 52 ML , AL
STARE ) — o o 2 0 45 4% Bk AN TR R R A AR R TR Y B A
SE MR T A R SR 5 i, AR E i B R IRAT] AT LA SE B
B TH ORI L B0 B R B0 e R s ). 3 A 6 IR S 4 44 A

B UE S R A P B3 o B e B, AT R A S 4 I B
RO TAR e (AR RAE B BEE M XT3 22 . BAOKRE 1%
PRE BB X T L& % ROA B F M CA RS RS H 4
PERE TS WA HE T, H R T LR b 3 19 RP R 45 000 7T 5 8
I UEAL R A A . KPR EE B 3R B8 T R0 & 2 T HTTPS
BUBUHE T & 07 20, 9 55 1k 4 4 N U 10 8 SR A9 1K R I
B4R T G Ak L e D B 7 TRT 0 AR, WA T 4 AR ST R 1 T
SR . T3 A M E bR bR oE X RPKI 25 4 Bk W 4R,
TE A Sf 23 i 2 4 00 800K 1 3% 25 T 3k T T A G R 195 T 4
e 23 N ) 26 70 B 8 0 Bk ) s 2 G ARk ) R R B TR B R T
e 55 22 [ 48 41k — 7 194 2% B B0 o 0 R D B R 1 5 1k 1 S R L X
SeHR 2 RPKI R R 5 S2 5278 45 58 36 (10 7 .

2 % X W

[1] Towards uncovering BGP Hijacking attacks [EB/OL]. https://
pastel. archives-ouvertes. fr/tel-01412800/-document. 2016.

[2] RIPE NCC YouTube Hijacking: A RIPE NCC RIS case study
[EB/OL]. https://www. ripe. net/publication-s/news/indus-
try-developments/youtube-hijacking-a-ripe-ncc-ris-case-study
[2008].

[3] ThousandEyes,Anatomy of a BGP Hijack on Amazon’s Route
53 DNS Service [ EB/OL]. https:/-/medium. com/thusandeyes/
anatomy-of-a-bgp-hijack-on-amazons-route-53-dns-servicea5eebb
3e9375. 2018.

[4] APNIC RFC7935[ EB/OLJ. https://tools. ietf. org/ht-ml/rfc79-
35.2016.

[5] BBN TechnologiesRFC3779[ EB/OL]. https://tool-s. ietf. org/ht-
ml/rfc 3779. 2004.

[6] QIN X W. Head First RPKI[ M. Publishing house of electronics
industry,2018.

[7] RSA Laboratories [EB/OL]. https://tools. ietf. org/-html/rfc
4055. 2005.

[8] Public Key cryptographic algorithm SM2 based on elliptic curves
Part 2. Digital signature algorithm[ S]. Beijing : Chinese Standard
Publishing House,2012.

[9] Information security techniques—SM3 cryptographic hash algo-
rithm[ S]. Beijing : Chinese Standard Publishing house,2012.

[10] MA D. RPKI Overview[]]. Telecommunications Network Tech-
nology,2012.

[11] GENG X J.MA D.MAO W,et al. RPKI Cache Update Mecha-
nism Based on HTTPS[]]. Computer Systems and Applica-
tions,2019,28(9) :72-80.

[12] Cloudflare RIPE79 Cloudflare and RPKI at scale [EB/OL]. ht-
tps://ripe79. ripe. net/presentations /40-RIPE79-Cloudflares-
RPKI-validator. pdf.

LENG Feng. born in 1982, Ph.D, is a
member of China Computer Federation.

His main research interests include in-

ternet infrastructure resources and net-

work security.

ZENG Yu, born in 1973, Ph.D, resear-
cher, Ph.D supervisor, is a member of
China Computer Federation. His main

research interests include computer ar-

chitecture, network security and digital

economy.



