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Design of Intrusion Detection System Based on Sampling Ensemble Algorithm

HUAN Wen-ming and LIN Hai-tao

College of Electronics Engineering, Naval University of Engineering, Wuhan 430000, China
Abstract As the second line of defense after firewalls,intrusion detection systems have been widely used in the field of network
security. Machine learning-based intrusion detection systems have attracted more and more interest due to their superior detection
performance. In order to improve the detection performance of the intrusion detection system in multiple types of imbalanced da-
ta,this paper proposes an intrusion detection system based on the optimal sampling ensemble algorithm(OSEC). OSEC first con-
verts the multi-category detection problem into multiple binary classification problems according to the “one-to-all” principle,and
then selects the optimal sampling ensemble algorithm according to the AUC value in each binary classification problem to alleviate
the data imbalance problem. Finally, the category judgment module designed in this article judges the specific category of the sam-
ple to be tested. We perform simulation verification on the NSL-KDD data set.and find that compared with the traditional meth-
od,the F1 score of this system on R2L. and U2R has increased by 0. 595 and 0. 185 respectively;compared with the latest intru-
sion detection system,the method in this paper improves the overall detection accuracy by 1.4 %.
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Fig. 1 Imbalanced data set category distribution
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Fig. 2 Category distribution after undersampling
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Fig. 4 The workflow of OSEC-IDS
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Table 2 “One-to-all” label conversion rules

g% i 4 5 4 A
Dataset 1 Normal:1 Dos:0 Probe:0 R2L:0 U2R:0
Dataset 2 Normal:0 Dos:1 Probe:0 R2L:0 U2R:0

Normal:0 Dos:0 Probe:1 R2L:0 U2R:0
Normal:0 Dos:0 Probe:0 R2L:1 U2R:0
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Normal Dos Probe R2L U2R
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BE /s 367.43  0.46  1.78 125.89  12.21

F 5 I T OSEC Al 4 Fh Xt Fb 432 28 (14 A% 0] B 18] % EE

BT 8 3 T OSEC By IDS 45 H il & 37 42 11 #Y IDS 15
KDDtest— I (4 K6 I 1 1 R 2547 %5 Lo (UL 6) , ] LU & BLAH ¢



R SCHT L 45 R T ORAR AR IR B Y AR AR I R g ket

711

FXf He 7 . OSEC 72 KDDrtest + #0545 1 B A & &5 i 46 Il
# 6 OSEC 58 20 KA LN Accuracy 1815 HLE
Table 6 Accuracy index comparison among OSEC and the latest

multi-class algorithms

Xk "k Accuracy/ %
A X OSEC 88.8
Gaol?4] Ensemble Voting 85.2
Zhout*] Voting(C4. 5,RF,ForestPA) 87.4
Mambwe 2% FFDNN 86.2
Majjed"* SAE-SVM 81.3
Ambusaidi?! LSSVM 78.9
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