0 'H‘ :ﬁ‘ *’h ﬁ‘*‘ ‘% http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 210100149

— FHE [ 7 F R BB R S5 BBR 2 BT 77 &

F EY O ORMER ZF R B kXE'?

1 FERZFREEFALTHT 4K 100190
2HERFRAEHARITHINAFERELLHE L 100190
SHEHMMEAFERIEFKR 3K 100048

(wangtao@iscas. ac. cn)

H E BRSFHMHEMFERBDL LN RS AT IR F A8 E X 058 i 52 5 845 LB A 69 SO 4, AN i 55
NT BRAREGHEE TR FERIS, Ad, ARG RIBSFHERS AR XZL L S EAMAMRS A BEHLINLSE
Z R AWBIRS A B IS T KA IG e T A SR IR 0 T AR, @A X BT F MRS, F R B F R e e T
BB E A AL T K F R B IR S, R A R AR R G )R, A Atz B, SCP A — A @6 S AR % 6 IR £ R S B
Tk, B BMNERESEZLLEEBREFZAGARFTARE. ATORSHMHEEETS APLHE A Z 18 6 = )2 LA L 40
TR S5 BB, A ROR SR BB L2 & MRS R W FF AR ATRSRBBAARLFFTRS ESRAINKEEET
B, JF & T PageRank SRk b A TH I A F R B PR MRS, FREREAN, EF XRSHZANFF RS, £ 60
0T B R S, B B R A B8 A

KR HES W MR ERS AR BB LK 5 43%

mEESES TP311

Anomaly Propagation Based Fault Diagnosis for Microservices
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Abstract Microservice architectures separate a large-scale complex application into multiple independent microservices. These
microservices with various technology stacks communicate with lightweight protocols to implement agile development and conti-
nuous delivery. Since the application using a microservice architecture has a large number of microservices communicating with
each other, the faulty microservice should cause other microservices interacting with the faulty one to appear anomalies. How to
detect anomalous microservices and locate the root cause microservice has become one of the keys of ensuring the reliability of a
microservice based application. To address the above issue, this paper proposes an anomaly propagation-based fault diagnosis ap-
proach for microservices by considering the propagation of faults. First, we monitor the interactions between microservices to con-
struct a service dependency graph for characterizing anomaly propagation. Second, we construct a regression model between me-
trics and API calls to detect anomalous services. Third, we get the fault propagation subgraph by combining the service dependen-
cy graph and the detected abnormal service. Finally, we calculate the anomaly degree of microservices with a PageRank algorithm
to locate the most likely root cause of the fault. The experimental results show that our approach can locate faulty microservices
with low overhead.

Keywords Fault diagnosis, Microservices,Service invocation, Metric correlation, Anomaly propagation
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HB WM R 55 Kubernetes & #5823 42 ¥ , Pod Bl 48 £ K4 i ¢
BN 3, Istio FE N IR 55 AL 5 45 A 25 2 3L 8] 8 25 7E 46 [F] Pod
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FH S5 0 B R R B
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F# Docker % £ 5y
Sum _ Docker 2 g
(JMeter) Docker% 2 Docker 2 &
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Fig. 3 Experimental environment
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Table 1
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Benchmark i Kubernetesl. 13/
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4.2 KB :Sock-Shop
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K Node. js TF & W 76 25 55 85 1 S 700 /)N 70 800458 30 A 55 1 9 » 42
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Node]S # % ; Order Service SE 1T B Az 5l L 25 1) L 08 37 46, fiff
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Service & AW 4 A HE N M BR & B0l ¥ 4255 Ja-
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RGE55 I B k52 i B (T Java S5 5 A [\ A% 0 iR 55 R
FH B B B3R B R AT A7 4% . Sock-Shop WA [A] B IR 45 % £
PGS WS AN 2 AR — RIS I R S
IR B TR S5 o 2 M B s R 55 02 FH S PR ot AR SR - Sock-
Shop 1E RLE X4 .
4.2.2 ¥EEN

R % [ B I A% 1 (1037C) , B 43 Ay Bt #IL 5 I 1 3R 40
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A7 5 W (3D JB 28 G0 MO B , AN SCE S2 38 3o R o flh K2 WG B O ¢
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Jmeter 3. 1 AR %0 300 B TAE R #R ., BATHE IR AW
DRE SN IR 55 T8 2. HHE GitHub JF R . i i Kubernetes 7£
H AR IR 55 J 3l B 28k B 1 AR 550, 9 7E B AR IR 95 32
AT HEAT R T AR E . N Sock-Shop B 13 AN ik 55 H B
BLEEHL 7 A0 55 8 R 52 B i) JH o — AR 45 7 A 3 b il
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B (1) < P 26 e 4 % 20 AR SO Linux 3 4 45
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IR 9 1) A b BT P 30K PR R ST 401 B ML B 70, 01,5. 00 s
DLVEAY T 35 %8 ) 1o 208 3 %) 00 P  30 B Fop BR A AE

R (3) « A 2 TC B R . RS 100 s O MongoDB
B D7 TR]ASL R B i Sy 82 foff B30 R 55 7 Ak B4 SR e PR AN R A 4K
Wi PR N T AR AE BOUE T JC 2 1F % 3R (8138 SR M I, 0 R R S
1T,
4.2.3 S

A SCE e AT A IR 55 S5 Y S R AR EE L TS R A

D Sock Shop: A Microservices Demo Application. https://microservices-demo. github. io/

2> SocialNetwork. https://github. com/delimitrou/DeathStarBench/tree/master/socialNetwork

® Docker. https://www. docker. com/
Y Apache JMeter. http://jmeter. apache. org/download_jmeter. cgi

» Fault. https://en. wikipedia. org/wiki/Fault_(technology)

® Fault Injector. https://github. com/iscas-microservice-team/microFaultInjection

 Traffic Control. http://man7. org/linux/man-pages/man8/tc. 8. html
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Top-3 PR IE B HEAT 25 2 . Mk 55 i B 32 W7 19 52 36 45 R
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L B3 AT B R R 2 S 9V MR T Y ke KT 3 L i
WRAAR TN . ST HRE (D, T ATWLEE 2, Shipping Ik 55
M Payment 455 1B Z WM A X2 i T EATA M %
AR TR 55 % 19X 4 B2 R 5 R AS SRR s TR (2)  FR AT %
2|, M7E Shipping IR 55 7 A BEHLA B 09 £ 5 B, I & 46 0 2)
Z I, 43 AT 2 B 2 o IR R 55 oK X At R 55 & e O R
SR A5 b IR 55 G I 2R 5 X R (3D, FRATT 00 % A,
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Table 2 Accuracy of fault detection

A2 50
Wt %4 front-end catalogue carts order user shipping payment
Top 1 100 91 82 93 87 77 72
Top 3 100 96 90 95 91 84 81

4.2.4 Yo 4K

AR ST R 45 B, 3 Ao e R A R g5 1 R T R ol i L
DA 5547 Sy, I 38 Sk 98 JH 45 4 28 0 3 10 o 00 o 3 % O
TG . TERMR S 5 8t , & B 3 A s 4R 55 3 L 781
SRBCHE A 1 Sk FB A5 8. ob X 3 SRR B AT AR I 2R R
BRI BT 43T 5 DT S8 K i 55 mi 1z 1o i) . A SO EE A AT T
MR 55 AL S Bl AT 5 R 55 147 12 08 3l i 1) 72 S TE R R T R iR
550 B 1 B, X7 Front-end Service, User Service, Order
Service,Catalogue Service 25 IR 5 4598 F 1000 K FF3& 1], 3R
0 IR 45w g B R, AN 3 B L e I e R g5 AR IR 55 o
] 4350 R 1. 41s,1.39s,1. 145,1.50s,1, 13s,1.42s,1. 1553
TETF e e 55 A3 S, IR 55w R B A] 43 590 1. 48's, 1. 45 s,
1.24s,1.54s,1.21s,1. 47 s, 1. 24 s, IR 5 Wi 7 B} () 38 Jn T 24
3.25%~8.49 0 Xl T B R M55 98 R % Z AR A1
15 B X AR 55 i 1oz A 1] 52 M 452 /08

3 BRI o S IR ) T

Table 3 Overhead of fault detection in response time
CHAT +s)
# M 4%  front-end catalogue carts order user shipping payment
KB AN 141 1.39 .14 1.50 1.13  1.42 1.15
B B A 1.48 1.45 1.24 1.54 1.21 1.47 1.24

4.3 ELHIFF R :Social-Network
4.3.1 Zmxg
AT IE AR SC T 3 R T R AR S B N R ) L AR

W5 R FOIR 45 B A A i 130 % DeathStarBench"” ™™ #1 ) So-
cial-Network N FHAE Jfy 5% 56 X 52, 33 5 o 45 AR 9 i 78 6 iR
S BRR N . 0 AL 36 AR 55, SR 55 [H] SR RPC
#4738 15, i C, C+ +, Java, node. js, Python, Scala, PHP,
Javascript,Go % 9 R #2155 JF % . Social-Network % F ¥ifi
2o IR 55 S TR A S A Ak A2 M 4% AT il HTTP B
WK % 3R B Je 15 K B35 7 B 5 8% Nginx, 1M 5 65 php-
fpm P2 & 7R 5 3 ) 48 R AU 55 14 Wi B2 4 S T B
&4k A Thrift RPCs S 8L, F P 0T LL 45 HoAih P 43 22 3¢
A R R PR TR T 25 SR TE S A R P, W] DL BE
A7 B8 B2 AT B1 A2 5% e S 4R AR . %N IR I A0 456 AL 45 24 >
WE IR R HEE .S, )5 9 R Memcached 3 47 2%
£ - MongoDB 7 A fb A7 i FI PR S AT R 80405
4.3.2 ¥MEEAN

ne 4 FrF 7R SO B Scik [ 28 TBF 58 45 1Y 43 A 2 i
M BB SR ] SCHR L2904t Al B v A 5 5. 1E So-
cial-Network H7, BB 3% £ 0800 55, B8 Pl 8 v A B A 43 1) XF
NEF 3 AR AN R T A 3 R SRR 4 108 A
A B S5 R B IE T R A AL . BIR LR R LE 10 min, HiAT,
0~5min A FE A5 ER N AL T IE #2475 6 min A
BB, I AL TR s AT RS . RIS R I ke B D
150 S ¥IME, LA 50 S b 1 25 Bl AL AR Ak, 48 4R 58 17 3 2 v i
A

A WERIEASIR

Table 4 List of injected faults

B ES W E N AR A
CPU W # , 7 if KALE R AD b N B4ty 35 B B8 1. 4 51
W H 30%,60% 1 90% #y CPU JA ]
7] 4 4 %8 4% Al Linux TC &4 5| &2 15%,45% fn 75% ty F 4
wERE BEBEEEX

z¥ WA R B O R AR BB AL T B S 10KB~1 MB 8
MELHFABIRE
10 T4t , & # B £ AL % 4 Docker & # # # F StressLinux
T HERATE o dh#%
R LA PR R M & 51 DUURUIR T A AR Ay 4 1F B R
AW F BAR E L0 8 Docker 5 8, | A2 ] B E R &8
Bk KR

&y
BAEBY R AR FFERU AL, S —AEEH
iy K B % AT “INSERT DELAYED” 4 15, % & 1 3 7% 41
M — AR FBRE NG EE TG
WMBREAERD, ERBLFFE RS EHARE
% R A B E M 4 6 Docker 2% L3 R K &

il B R BRI AT B AR R AT ) kR
AR R P OAE SR e, 2 R N R IR O 1

4.3.3 S B

A SCRe P A 32 L 9 T 25 R (O PP A O T A A
AT AR SC 7 Wk Y S Bk PR R SCT7 5 Rootst A
Sieve " BEAT X L YL Hy , LR AN 5 A,

5 JTEEXT LSRR AE R

Table 5 Comparison of experimental results
Wk wHE/Y BEFE/% o] b B ] /s
LN S 86 91 1.47
Sieve 72 78 1.21
Roots 62 83 2.14

D DeathStarBench. https://github. com/delimitrou/DeathStarBench/tree/master/socialNetwork
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