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Electricity Theft Detection Based on Multi-head Attention Mechanism
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Abstract Electricity theft causes significant damage to social and economic development. How to detect malicious electricity theft
based on power big data has been widely concerned by academia and industry. Aiming at the problems of traditional methods
relying on manual features, insufficient behavior sequence representation, poor detection accuracy, etc. , this paper proposes an
electricity theft detection model based on multi-head attention mechanism (ETD-MHA). The bidirectional gated recurrent unit is
used to fully capture the time features of the electricity consumption behavior sequence, and the distinction of key features is
gradually enhanced in the multi-head attention mechanism,and finally.the learning effect is improved by deepening the networks.
Extended experiments are conducted on the smart meter datasets of Ireland and China State Grid. The results show that the pro-
posed method achieves better performance compared with the linear regression (LR), support vector machine (SVM) , random
forest (RF) ,and other traditional algorithms. For example, the AUC value of the proposed model is improved by up to 34. 6%

compared to the LR algorithm.
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Fig. 1 Electricity theft detection framework
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Table 2 Performance of the ETD-MHA model on SEAI dataset
Method Training ratio=50% Training ratio=70% Training ratio=80 %
thods
T TAucT R P@I100 P@200 AUC  F1 . P@I100 P@200  AUC  F1  P@100 P@200
LR 68.3 45.2 66. 4 60.7 70.9 47.2 68.9 61.8 71.6 49.9 69.2 60. 5
SVM 74.4 46.7 70.9 66. 2 77.0 48.1 75.4 64.9 79.1 50. 2 76.0 66. 4
RF 79.9 62.9 90. 6 88. 4 77.8 63.3 95.5 91.5 78.0 66.1 92.3 88.5
MLP 85.0 75.8 89.9 88.0 85.9 77.7 95.0 93.3 86.4 78.8 95.0 92.5
CNN 89.4 84.7 94. 6 93.4 91.9 85.2 96. 2 95.6 93.5 87.1 96.9 95.9
ETD-MHA 95.3 88.5 98.4 97.8 96.2 91.2 98.9 98.7 96.4 92.7 99.4 99.2

D Sustainable Energy Authority of Ireland, SEAI
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3 ETD-MHA #AI7E SGCC $¥E 4 L E
Table 3 Performance of the ETD-MHA model on SGCC dataset

Training ratio=50%

Training ratio=70%

Training ratio=80 %

Methods AUC F1 P@100 P@200 AUC F1 P@100 P@200 AUC F1 P@100 P@200
LR 67.7 40. 8 64.6 56.7 69. 2 43.4 66.7 57.8 70.6 46.7 65.6 57.8
SVM 71.8 45.6 68.6 59.2 72.8 46.9 72.4 60.7 74.1 48. 4 73.5 62.0
RF 73.2 44.5 90. 8 86.7 73.7 47.4 92.6 88. 6 73.9 49.2 90.5 85.4
MLP 77.6 47.7 94.0 89.6 78.6 50.8 96.9 93.3 78.2 53.0 95.0 90.0
CNN 88.1 50.3 95.6 94.8 90. 2 54.3 96.9 95.6 91.1 55.1 96.9 95.2
ETD-MHA  90.3 56.3 98.1 97.6 93.6 59.3 98.8 97.1 94.5 61.6 99.2 97.2
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Fig. 2 Variant model comparison experiments
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