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H. 264/AVC Video Encryption Based on Adaptive Permutation of Macroblock Coding Information

LIANG Jian and HE Jun-hui
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Abstract The development of cloud storage makes people willing to upload personal video to the cloud, but the data security
problems brought by it have become increasingly prominent,selective encryption is one of the effective ways to protect video pri-
vacy. Aiming at the problem of insufficient security in the current H. 264/AVC video selective encryption method,a novel H.
264/AVC video selective encryption method based on adaptive permutation of macroblock coding information is proposed. The
method adaptively generates pseudo-random sequence frame by frame according to the macroblock types,uses the pseudo-random
sequence to randomly permute the coded block pattern (CBP) and the residual data in the coding information of a macroblock be-
tween macroblocks,changes the intra prediction modes of I macroblocks,and flips the signs of motion vector differences of P mac-
roblocks and B macroblocks. Experimental results show that the proposed method can preserve format compatibility with H. 264/
AVC coding standard,and has characteristics of large encryption space, good key sensitivity,and small video bitrate variation.
Compared with the existing encryption schemes, the proposed method performs better in terms of visual security and resistance to
state of the art of sketch attack.
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Fig. 2 Coding information of macroblock in H. 264/AVC
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Fig.3 Framework of the proposed encryption algorithm
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Table 1 Description of tested video
Dataset Video Resolution
soccer 704 X576
Xiph pedestrian 1920X1080
tractor 1920X1080
Videoll 1280960
ICDAR2013 Videol7 1280X960
Video20 1280X960
videoSRC02 1280X720
MCL-JCV videoSRC11 1280X720
videoSRC19 1280X720

4.1 MnReH

4546 A {14 (Structural Similarity, SSIM) ™5 10 47 £ 7
BT A Bl 4 ( Video Multimethod Assessment Fusion,
VMAPR) P35 A8 bR Bl 72 18 T 490850 0 2% 83k G 40 ik 22
S MEITAL , Hodh SSIME [0,1], VMAF € [0,100], {8 # /)N, fin
%?ﬂﬁ&ﬁ%tﬁ]’-,fizaﬁ% % 2 5T & WU B 43 B AE
QP il 20,28 1 36 X 3 %ML F » Ding 497 Xu &0 [ Liu
LSTR85 B 3 0 AR S (Ours) 38 580 vk 50 AR (B . A
Fb AR 2200 % (AL A (Orig) o 4 RN 2 5 6 76 B A48 b L o
RS, HLAE 48K Z 800 00T AR SCHR 19 Jin %5 5395 £ + Ding

Fig.5 Permute CBP and residual %—%LM , Xu %UU ,Liu %UGJ j’%ﬁ H@Dﬂ%‘ﬁ%‘(ﬁo
F 2 MR EMRE
Fig. 2 Visual safety indicators
X VMAF SSIM
video er Orig Ding %" Xu %" Liw%1%  Ours Orig Ding %4 Xu % Liw%U%  Ours
20 99. 846 10.515 7.353 10. 276 6.482 0. 994 0.143 0.146 0.146 0.113
soccer 28 95.251 9. 848 7.285 9. 854 6. 495 0.973 0.169 0.205 0. 154 0.123
36 77.204 9.522 6.803 9.712 5.333 0. 895 0.204 0.242 0.219 0.203
20 99. 807 15. 362 12.494 14. 941 10. 525 0.998 0.244 0.252 0. 260 0.227
pedestrain 28 96. 987 13.658 12. 229 13.641 8.245 0.993 0.276 0.261 0.250 0.282
36 77.160 14.087 13.089 15.002 7.126 0.976 0.289 0.302 0.261 0. 355
20 99. 848 14.916 13.122 14. 845 11.438 0.999 0.119 0.138 0.122 0.108
tractor 28 99.512 14.326 12.535 14.143 11. 460 0. 994 0.127 0.157 0.131 0.117
36 81.924 14. 641 12.821 14.586 10. 808 0.974 0.136 0.154 0.133 0.139
20 99.773 6.224 2.907 6.415 2.167 0.998 0.319 0.353 0. 340 0.321
videol1 28 98.222 7.504 2.997 6.481 2.586 0.992 0. 390 0.367 0. 354 0. 347
36 87.442 6.079 3.604 6.349 3.607 0.971 0. 306 0. 344 0. 360 0.374
20 99. 835 13. 687 11. 444 13. 406 10. 110 0.999 0.249 0.253 0.244 0.184
videol7 28 99. 647 13. 846 11.570 13.173 9.687 0.992 0.255 0. 288 0.245 0.214
36 86.234 12.973 11.628 13.996 8.267 0. 965 0.263 0.283 0.268 0.269

D http://ipome. hhi. de/suehring/tm1/
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(830
) VMAF SSIM

video QP Orig Ding %9 xyu 04 i, &06] Ours Orig Ding %410 Xu %1 Liy %010 Ours

20 99.865  5.872 1.707 5.524 0.828 0.998 0.312 0.256 0.270 0.199

video20 28 99.626  6.086 2.094 5. 569 1.058 0.992 0.266 0. 266 0.267 0.232

36 81.597  5.591 2,237 5.763 0.591 0.965 0.267 0.299 0.278 0. 260

20 99.837  10.957  4.749 8.962 4.714 0.998 0.271 0. 284 0.282 0.248

videoSRCO2 28 97.095  13.005  5.853 8.795 3.985 0.992 0.271 0. 290 0.280 0.265
36 77.787  11.340  6.685  12.056  3.102 0.971 0.269 0.294 0.290 0.296

20 99.839  6.164 3.863 6. 164 2.529 0.997 0.275 0.249 0.316 0.217

videoSRC11 28 98.184  7.178 1,048 6.986 1. 440 0. 990 0.281 0.294 0.279 0.243
36 78,972 7.420 4,359 7.345 1.122 0.965 0.296 0.328 0.281 0.280

20 99.842  12.372  7.667  12.114  7.697 0.997 0.199 0.222 0.183 0.176

videoSRC19 28 98.481  11.445  8.178  10.814  6.114 0.983 0.219 0. 244 0.221 0. 194
36 77.644 12,041 8.724 9. 867 4.684 0.936 0. 244 0.276 0.243 0.255

PR 6 45 0 80 FH A SO 4% 53 in 4 e ) AL 03T i T

(D tractor encrypted-

(d) tractor encrypted- (e) tractor encrypted-

1-1 15-P 24-B
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Fig. 6 Images of encrypted videos
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Table 3 ESS,encryption space and NPCR
—_— ESS Encryption Space NPCR/ %
Orig Ding ?FU’— Xu %—IU Liu %UM Ours I frame P frame B frame

soccer 0.105 0.104 0.105 0.104 0.077 1.185x10'%%% 3,091 10°!% 5.386x 1003 99. 403
pedestrian 0. 386 0.385 0. 386 0.385 0.318 2.637X10M"70 8,993 1012757 3.369x107%% 99.524

tractor 0.234 0.234 0.234 0.234 0.161 3,711} 10799 5.172x10%°9%9 1,152 1019 99.513

videol1 0.334 0.333 0.334 0.333 0.214 2.162x 105812 3.025x107%%¢ 7.090x 10701 98. 897

videol7 0. 281 0.281 0.281 0.281 0. 150 3,266 102271 1, 073x 1011720 1,129 108840 99.508

video20 0.552 0.552 0.552 0.552 0.296 2.437X 1019618 5 55851010293 1.085x 107272 98. 989
videoSRC02 0. 344 0.344 0. 344 0.345 0.291 6.636>x10°617 1.048x 101621 4. 476X 102282 96. 397
videoSRC11 0.583 0.583 0.583 0.583 0. 425 4,737 % 10°%7 1.526% 10876 3.672X1028%8 96. 469
videoSRC19 0.176 0.177 0.176 0.176 0. 130 1.472x10°%%%  1.036x107%%  3.339x10%777 96. 679
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Fig. 8 Bitrate increment of each encrypted video with different

QP values
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