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Abstract Plain text information hiding is vulnerable to active attacks such as deletion and change, which makes the embedded se-
cret information damaged. Blockchain is characterized by non-tampering,non-forgery,anonymity and node information synchroni-
zation,making it a natural platform for building hidden channels and ensuring that secret information is not destroyed. This paper
proposes the blockchain covert communication model for plain text information hiding. Firstly, the location of the embedded secret
information is determined according to the partial order relation. The sender uses the space method to embed the secret informa-
tion into the plain text content. Then,a scenario of hidden communication in the blockchain network is constructed,and the sender
publishes the transaction containing the plain text content to the blockchain network. Finally,after the transaction is packaged and
a chain block is formed,any node can obtain the file as the receiver,but only the trusted party can extract the secret information
through the inverse process of the embedded algorithm. Experimental comparison and analysis show that the model has better an-
ti-detection, robustness, security and higher hiding capacity. More importantly.the blockchain as a channel enables the identity of
the trusted party to be hidden,and the concealment of the communication process is doubly guaranteed.

Keywords Blockchain, Information hiding,Covert communication,Plain text
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Fig. 3 Blockchain covert communication model
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326 Ty 16.1  (16.7.16.1)
(—1.1,2.5),(—1.1,2.8),(—1.1,2. 9),(—1. 1, 3), 327 Tsor 12.8  (16.1,12.8)
328 Tios 9 (12.8.9)
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360 Tss0 14.5  (7.7.14.5)
(—1.1.6)5(—1.1,6.2),(—1. 1,6.3),++,¢39. 1,39. 1), 1 T e (s
(39.1,39.2),¢(39.1,40),¢39. 2,39. 2),(39. 2,40), (40, 362 Tse 3.4 (12.6,13.4)
363 Tygs 6.5 (13.4.6.5)
400}, 364 T364 1.4 (6.5,1.4)
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Fig. 7 Comparison before and after embedding secret information
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Table 5 500 accounts

Ik P Tk Pk
0x535{9aalb28 Ad66{623B2E76Fa5¢78a09282F5C7
0xCe8584A4f0D14638b005d61E5441B6b3CeD13b97
0x416063b017c7486B8bA98Dcea2E8661621aC0326
0x469BC4817E816C10Ed43eDDdEa690372aA706eeD

I R
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Table 6 Description of related symbols in the extraction process

e P Li:1
0101010100110010010001100111001101100100010001110101011001101011010110000011000100111000010110010

b ~ 7 0110111001110010011001001101011010101010011000001111000011101100100101100110001001100000100111101

” - i 0010010110110100110110011100100100100101101100010010100110010000110111010010000111101000110001011
0100000110111001100110110101001110010011011110011000000111101

¢’ % X U2FsdGVkX18Y792kU0xvK100Im6rIJd7 Hz1 h73jro0 =

m b 2 17 R secret
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Table 7 Hexadecimal comparison of carrier information before and

after embedding secret information

BARBEREZE
e697a5e69c9felbc9a32303139e5b9b43
1e69¢8832e697a520200d0ae59ch0e782
b9efbc9ae6b2b3e58d97efbe8ced8391e5
b79e200d0ae697a5e69c80e9ab98e6H09
4e6b8a9efbc9a34e69184e6b08fe5baat0
d0ae697a5e69c80e4bd8ee6b094e6b8a9
efbc9a2d372e39e69184e6b08{e5baab

BN R R
e697a5e69c9fefbc9a32303139e5b9b4
31e69c8832e697a50d0ae59cb0e782b
9efbcYae6b2b3e58d97efbc8ce98391e
5b79e0d0ae697a5e69c80e9ab98e6b0
94e6b8a9efbc9a34e69184e6b08fe5ba
a60d0ae697a5e69c80e4bd8ee6b094e
6b8a%efbc9a2d372e39e69184e6b08 e
5baa6

#£8 PMQ MMERSH

Table 8 Probability distributions of P and Q

i P; q;

0 0.0619 0.0733
1 0.0221 0.0215
2 0.0265 0.0388
3 0.0487 0.0474
4 0.0309 0.0302
5 0.0442 0.0431
6 0.0841 0.0819
7 0.0354 0.0345
8 0.0708 0.0689
9 0.1327 0.1293
a 0.0796 0.0776
b 0.0973 0.0948
c 0.0487 0.0474
d 0.0265 0.0259
e 0.1549 0.1508
f 0.0354 0.0345
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Comparison of robustness of different models
HER EGHER/Y
X#k[10] 97.05
A 97. 41
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Table 10 Hidden capacity comparison of different models
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