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Color Image Encryption Algorithm Based on Logistic-Sine-Cosine Mapping

ZHANG Sai-nan and LI Qian-mu

School of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094 , China

Abstract The rapid development of technology has brought convenience for shooting and sharing images. However, with the ra-
pid increase of image data,security problems such as leakage and tampering have frequently occurred. The application of image
encryption technology is imminent. Especially the encryption of color images is in urgent need of improvement and development.
The traditional encryption technology is mainly for data stream encryption, which is low in efficiency and large in calculation, ha-
ving certain limitations. Based on the transformation domain encryption.the image is transformed from the spatial domain to the
frequency domain for encryption.and then transformed to the spatial domain, which is a lossy encryption. Encryption based on
chaos has a large key space, simple implementation,and fast encryption speed. However, multiple chaotic systems are generally
required to enhance the security of encryption. For this reason,a simple and secure spatial encryption algorithm for the RGB
three-channel color image is designed in this paper. The Logistic-Sine-Cosine mapping generates safer chaotic sequences. These
chaotic sequences are used for four rounds of scrambling and spreading pixels. After a series of security analysis experiments,the
security and effectiveness of the color image encryption algorithm based on Logistic-Sine-Cosine mapping have been verified.

Keywords RGB color image, Logistic-Sine-Cosine mapping, Row column channel scrambling, Three-channel pixel,Image encryp-

tion
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Table 1 Comparison of three-channel correlation between Lena

original image and encrypted image

R G B
Plain image 7.2525 7.5940 6.9684
Cipher image 7.9912 7.9917 7.9912
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Table 2 Comparison of three-channel information entropy between

Lena original image and encrypted image

Horizontal Vertical Diagonal
Plain 0.9810 0.9902 0.9715
Channel R X
Cipher 0.0091 0.0007 0.0208
. Plain 0.9704 0.9821 0.9556
Channel G
Cipher —0.0195 0.0153 —0.0258
Plain 0.9339 0.9591 0.9250
Channel B
Cipher 0.0196 0.0297 0.0052
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Table 3 NPCR and UACI test results of 14 color pictures
NPCR UACI
Image test
R G B R G B

.01 99.62  99.60  99.61  33.45  33.47  33.45
.02 99.62  99.60  99.61 33.47  33.47  33.46
.03 99.60  99.61 99.61 33.50 33.45  33.44
.04 99.61  99.60  99.61  33.42  33.46  33.50
.05 99.62  99.61  99.60  33.48  33.47  33.50
.06 99.62  99.61 99.61  33.47  33.53  33.49
.07 99.61  99.61 99.61  33.47 33.51  33.48
.08 99.61 99.60  99.59  33.45 33.41  33.46
.01 99.61  99.61 99.61  33.48  33.49  33.46
.03 99.61  99.61  99.61 33.48 33.49  33.46
.05 99.61 99.61  99.60  33.46  33.46  33.44
.06 99.61  99.61 99.61  33.48  33.44  33.46
2.07 99.60  99.60 99.61  33.46  33.47  33.46
house 99.60  99.62  99.61 33.46  33.49  33.48
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SO EE 99, 61 % DL B AR R B AE AL, AR AL I
BITE 33. 46 % LA b a5 B T NG B4R R w0 R — BOF ik
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F 4 AFMBELEINE Lena B NPCR F1 UACI %t H
Table 4 Comparison of NPCR and UACI for the Lena by different

encryption algorithms

R G B
NPCR/% 99.6093 99.6117 99.6130
Ref. [18] 99. 60 99.61 99.61
Ref. [19] 99.6078 99. 6088 99. 6081
Ref. [20] 99. 63 99. 60 99. 60
Ref.[21] 99. 6097 99.5994 99,5975
UACI/ % 33.4638 33.4603 33.4630
Ref. [18] 33.56 33.45 33.49
Ref. [19] 33.0291 33.4252 33.4219
Ref. [20] 33. 60 33.30 33.40
Ref. [21] 33.4477 33.4655 33,4769

25 1T IR 4% R PP AR FR U GIE B, A SCHR R o 8 Bk
e, B R A8 20 % 1A )L BRI ST BGE L 25 4
bl

LERIE 456 A B B s Bk 09 0 Bl R AR e
PR T — R R RN AT R I B RO B B, 3 R A
H Logistic-Sine-Cosine Mt & 4= s IR 3 /5 51 . 3 F X Fh & R
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