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Abstract Federated learning has solved the problem of data interoperability under the premise of satisfying user privacy protec-
tion and data security. However, traditional federated learning lacks an incentive mechanism to encourage and attract data owners
to participate in federated learning. Meanwhile, the lack of a federated learning audit mechanism provides the possibility for mali-
cious nodes to conduct sabotage attacks. In response to this problem. this paper proposes a reliable federated learning incentive
mechanism for electric metering data based on blockchain technology. This method starts from two aspects:rewarding data parti-
cipants for training participation and evaluating data reliability for all of them. We design an algorithm to evaluate the training
effect of data participants. The contribution of data participants is determined from the perspective of training effect and training
cost,and the participants are rewarded according to the contribution. At the same time,a reputation model is established for the
reliability of the data participants,and the reputation of the data participants is updated according to the training effect,so as to
achieve the reliability assessment for data participants. Based on the open-source framework of federated learning and real electric
metering data,a case study is carried out,and the obtained results verify the effectiveness of our method.
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Fig. 2 Coordination module for federated learning
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Fig. 6 Workflow of node’s reputation updating
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Table 1 Training effect and contribution of node’s family

urban-rural attribute classification model

HA AUC S & 3 R E
A1 9 HE A 0.7881 — —
Id=10000 0.87032 0.10433 20. 866
1d=10001 0.9277 0.17713 35.426
1d=10002 0.84107 0.06721 13. 442
ReMa 0. 996058 — -

F 2 N R AR SR A T ASE TR SRR PP A B TR
Table 2

Training effect and contribution of power consumption

prediction model

A R2 score V& $220 T E
] 44 4 AL 0.18077 — —
Id=10000 0.22103 0.22271 44,096 58
Id=10001 0.24391 0.34928 69.50672
1d=10002 0.21502 0.18947 37.32559
Ro#a 0.31569 — -
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Table 3 Comparison of malicious data’s influence on
urban-rural classification model
HA AUC Precision Recall F1 Score
M, ormal 0.996058 1 0.831933 0.966 387
Miyalicious 0.922554 0.923913 0.714286 0.901639

A4 PV T AR A A R R i 445 2R X B

Table 4 Comparison of malicious data’s influence on power
consumption prediction model
A A MAE MSE R2 score
M ormal 13.10338 188.37013 0.71569
M alicious 19.72471 241.67551 0.55183
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