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Abstract In the fields of scientific computing,statistical analysis and machine learning, many practical problems can be reduced
to solving linear system Ax=b.such as least square estimation and regression analysis in machine learning. In practice,the data
used for calculation often belong to different users,containing their sensitive information. When different data owners want to col-
laboratively solve a model, homomorphic encryption can be one of the methods to deal with the privacy leakage in computing. In a
scenario with only two parties,based on the HEAAN scheme proposed by Cheon et al,we propose a new scheme involving two-
party to securely solve the linear system through Gram-Schmidt orthogonalization,and design an interactive secure multiplicative
inverse protocol to solve a problem that they cannot do efficient division. We analyze the security,communication cost and compu-
tational complexity.and also implement our scheme based on HEAAN library using C+ + language. Through a large number of
experiments,it shows that our scheme can solve a linear system with dimension up to 17 safely and efficiently. Compared with the
results on unencrypted data, the relative error is no more than 0. 000 1. By the proposed parallel encoding method,our scheme can
process multiple linear systems simultaneously in SIMD mode., which expands the availability of the scheme. Our scheme can be
practically applied in some specific scenarios.and can be further used for the design of privacy-preserving data mining algorithms.
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&Eix 2 FAWNMA InnerProd(ct, scty, sm)

A a,b (% ct, oty KMERGENE m

it B ctgo <~ Enc(Ca, b))

1. ctyo<ReScale(Mult(ct, s cty,))

2. ctgo <= Add(ctyy » Rotate(ctgy » — 2 « m)) for j<=0,1,++.[ logn |—1
3. return cty,,

A SCH ] HEAAN $2 43k 1 [ 25 45 7 o/ $0Ok 52 LA Y
FE., B Ownerl 1 Owner2 45 B EAR M6 H 2 09508,
FECAL b A {AL by ) ARSI B 3 SCBL B SCIRAE T Y
Gram-Schmidt 1E 32 fb i 2 . dcJ5 BU07 RT3 4 G 1R 58 i 4k

Ownerl A5 A & A9 18] 25 0% 2 FAE X { ples skt 85 2 41
pk SrIE4 Owner2, XUJ7 43 50% A C© MEHEFI T pr N5
Owner2 £ WP &R 20 048 i 17 58 5 (T2 B v 4 BOBCHE (9 K [R) 43
A WL A A [ ) 8 5 07 30, T 208, vk e U8 Gather
BAE) BB A M A Bl b 1% 3L, 7E Ownerl BEBRBI T,
Owner2 JFIRE B SRS TR M AR & x =R+ X7+
P« b, Owner2 Je I8 A H ¥ 3 S % R E T M Gram-
Schmidt 1IE3Z {6 ARG 46 % R, Z° . P {085 30, 1% e i %
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AT n LT W 1L, B Ownerl Al Owner2 22 H. n K,
FYEAF BN 2 2% 30 2 )5 Owner2 #EAT R A H A 2] H
B ) e x B S0, O TIHFE R A RE D R 2 B ATz B
JER A R« (Z° « (P" « b)) )7 Owner2 #f H A5 % 3C & %
4 Ownerl #47/# % ,Ownerl FI0 7 2 45 R HLZ 4 Owner?2,
LS8 B A 26 M R B B OR A

A SO 3 1 SRR T 58 TR IS TR R R M 2 A&
HRGE. N TENEMERRE ATEBBRILEH AT E
TE AR T AL B BOR) A7 47462 07 20T 43 50 dn Hdfe BT
Bk 3 & Gram-Schmidt 1IE58 Mk GSOCcty sm)
HIA HE ety AMRE T m
it ctg ety sctp
1. for i==1 to n do

2. ctpliJ=cty[i]

3. forj<1ltoi—1do

| ctelj»i]<InnerProd(ctp[j].ct,[i],m)
5 Climp < ReScale(Mult(ete[jsi]sctp[J1)
6. ctp[i]<=Add(ctp[i]s Negate(ctyp,))

7. end

8. ctgz [i]<InnerProd(ctp[i].ctp[i],m)

9. BT 1R .

cty? [i]<MultInverse(ctg? [i])
10. forj<1 toi—1 do
11. ctrlj»i]<Negate(cte[j.i])
12. for k<-j+1 toi—1 do

13. cte<—ReScale(Mult(ctg[j. k], cte[kai]))
14. ctrlj»iJ<-Add(ctg[j.i], Negate(ct,))
15. end

16. end

17. end

HiE 4 LHERG Ax=b Z 2K

B {AL b b (A, by ) JERMERFE N m
i AR B x

1. Ownerl:

2. {pk,sk}<KeyGen(1%°)

L cly acty, ~Enc, ({A;,b; })

.send cty, scty, »pk to Owner2

. Owner2:

. cty, scty, < Ency ({Ay by })

. ctyscty<=Gather(ety scty, scty, scty, )

PR 3 ctga oty »etp<-GSOCet, »m)

© 0 NN > Ul e W

.for i==1 to n do

10.  cty[i]<InnerProd(ctp[i].ct,,m)

11, ct[i]<-ReScale(Mult(cty[i],ctg? [i]))
12. end

13. for i==1 to n do

14. forj<1toi—1 do

15. Ctyemp < ReScale(Mult ety [i7]sctp[j1))
16. et [i]<=Add (et [i];ct e,

17. end

18. end

19. send ct, to Ownerl
20. Ownerl :

21. x<=Decy, (ct,)

22.send x to Owner2

23. return x

5 ARSI

5.1 RS

EAR T E G WA Ownerl il Owner2 #5221
SR B AT B E R HS S T SR R B 9 H b 1 e, BT L
AAEAE &= ) Ownerl Al Owner2,

AT E T . Owner2 BT BAT 55 &350 2% SCRES T it
1, FoB B0 04 i 2 2 %5 30 4R B00HE 1 B RA Ml [ 25 2% B R
W% VAR IE, HEAAN Y% 4 M3 T RLWE [A] 8 (1 [H
P AP LS 2% SCHRL20] A SO R R L 25
B A= 80 FAEIE 80 bit B2 AR JE

B 2 WA TRL S DM TR ) 45 R T Ow-
nerl YRR RAYE B BE ML 8 B TR i 4 Sh AR GIE . A SC 1] % 48 A
HENE R W R WEEMmE RN ITE e[ —2"7,2], 3k
AT LA 2 — B AE R B E A 4B S IRI B D 10 I B LAY
Ai{1,1.0001, -, 2"} B BCBEHLIL B », W B SC98 B =
fHyre h€E[—2",2"], FELZEFEVYI T, Ownerl 1§
HEEHLEL ST - BIBER N 1/150000, T8k 3 B0
Bt 3l »r M2 2 8 BEME S, B Ownerl LI
(1/150000)" ) A 2R A5 X i A B AL A 2h ot HOBEA 31 X 46
M, o & PR RS i K (S B, GBS IEsC)E P
FE PR R K E(E SR AES B AL OC TR R M A A
BUE R . B, ISERR R Y AR AR SCBET I TRk 3 P
W& a2 R,
5.2 SHE&HH

HEAAN #2411 )2 vk 2 [R) 25 Jin 2% H AR, 70 45 0k R 25 e 1
Ji B — UK R 45 i (ReScale) £ 1E . % A 45 B 2 06 2> log p
e, RATHSH Q Rm —FH B 5 0B M Q=p" »
Qo - L 2 HEAAN 3§ B9 5 R 3 v J2 450, Qo 25271 i i 45 30 Y
BB, R SRMEIERG Ax=b T E . X T n 4565
A BIETHFE 2n+3 B RIAFE, B XCBEB ST (2n+3) -
log p bit, H LS5 Q W 2«

logQ=(2n+3) « log p+logQ, (6)

o TR TE R A5 R RS R AT R Qo>

M8 SCHR(8,26-27 113 3 A %2 4 414

A+110
7.2

VEEL A B 2 T 4 B N R ARAIE A bit 19 %8 28R i, o
Pa~Q. H1 T B2 400 4 H0 4 208 3 A0 18 K it 495 4 IE 38 1k B9 %R
WHH Z TS IHRE M TR S B B S ok i £ L 5 80 S g
RN E NN e e TR N A N
HEAAN [ B 43471l 1, B K e ik = 28 % 1 bit RSB,
FZAME T RPSE p TUBERBARBE.p MK WA
PR RS 30 s DR I A S 0 o R v AR G 4R 6 DA R S R R SR i

Bl SR p KRR 45 RS .
5.3 BEF&EHW

S TR A I 2 HoR HEANN, 33k 4 o 6] &5 R i 4k 1k R
G Ax=b JLIHFET 2n+3 ERIETIE, TE O ) W LT
e BB SO VL X IR B N O 2 T S e vk T b

N= log(P +» Q) D
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il B AR (FFT) 19 2 R I R 22 B2 Nlog N, e K1)
BN Q. BN £ I R A KA log Q bit, W4 A4~ 5K i
SARBRPTEERE R O® « A« logh« p™ % « logp). W
I AT G A T B U I, A8 38 R TR B KK 2n S S0, HLE
S LB Gram-Schmidt T 22 1k i 3% 8 12 72 A B 249 6k, 20
Bl fE RN nN(2logQ— (n+1)log p) bit,

6 EWHERSTEM

AR T HEAAN JFRFEM NTL FEPIH A C+ +
SCEE, SEERFREE 4R . CPU A Intel Core i9-9900K, F 4
3.60GHz,8 #% 16 LA, NAEH 32GB T HAL BIER & A
Ubuntu 18. 04,

AR SCRE R A 32 5N A2 B Ar 1 i x A SRS
TSR i AR X R 2E

[ x"—xIl.
[ x" 1,

Hi & BARYSCRE TR RGN M. LB P IRAITEEILA
AN ) 4 35 f 4 [ A R TD R b AR S i A B L LT B R R
X [AILO, 1] ¥ 5] BEALEE HLAY , 1% B log Qo =log p+10, L5
ot A8 B AN [F] 1 Tog p > AR TF it 45 SR HokG R
6.1 &ERDW

13 TSRS [ BB B R G Y SR E DL
SCUR SR WA R R B i 0 B, TR 2 T B v i RE Y R
BEREMERK SRR SUBOR W K, T S R R
Xt V2 SR A R, S G PR I 48 5058 K S8 log p SR AR
FRP SRR B . LR R R R G M4 A5
— B HUE G B AR SCRA B RA B B D 6 T L TR sk b o
% R 5 P [ AR A i 6. 31 min, 5 B SCIRZS T ok 15
25 SR AR L L AR R 2500101, BRI 22 0 T 92 B 9 4 K
280 5 R U R 5 A TT DA BERZ 1 FE T R P SE AR SO R
F, B NTL S0 P J2 B088 45 0 19 BT ek B T B 8k
{EL AN o X0 75 LA AN G K L 1) B84 45 4 5 3R 5 6 v o {7 B AR
R SEPRAE T B (E . 40 n=9 W, SR8 {5 1o 175. 1 MB, 1
PHIBIE A5 2R 34. 1 MB, 5 By o af DL o (A% iy b 28 19 —
R T S HO(E A R IR 2 B 3 e D 3K B B 5 HLYE ) 24 1
WA R R BT L K R 38 E R IZ /N T boot-
strapping LA B SCHRL9, 16 1 52 B0 %% SCBR 6 A s g AR . A
M, AT LIS UE 7R AR SO T I 3 5 T, W7 & A e AU SR A —
MBI R S Ax=b EF1TH),

R OPADLMERG R ES R

Experiment results of single linear system

(8)

error—

Table 1

security parameter A= 80

Dimension Consumed Total Relative
of matrix levels logQ  logp time/min error
2 214 7 217 25 0.004 1076
5 )15 13 373 25 0.09 10!
9 - 21 620 27 0.35 104
13 29 939 30 2.78 10!
15 216 33 1063 30 4.05 1074
17 37 1240 32 6.31 104
18 39 1329 32 17.73 1077
21 217 45 1665 35 31.88 1076
26 55 1985 35 71.83 109

F 25T RFRYERE N 16 19 242t &R GE Y B TR) 4
FE, 0 LLE B, 5 oR A 0 2R 0 R GE AR L, SR AT 4 A5 04 7
2T 3T 60 22 A4~ 2k R 480K A 10 B TR] 66 LT AR W), A SCO7
SRR 1024 DNERAE R GEAENT 289. 984 s, F W B RGNS
0. 283 s, W3R B AR A& Al LAY, 1T DAAR T 1t 096 A2 FH ™ A8
L[] IR} A D 22 A T 8 7 3R 3 — 2B T TR T 07 SR T
%2 n=16,logp=30,N=16.logQ=1100 if L Lk
RGNS 45 0
Table 2 Experiment results of multiple linear systems when

n=16,log p=30,N=16,logQ=1100

Number of linear systems Total time/s

1 286.007
2 286.967
16 287.020
128 288.671
512 288. 800
1024 289. 984

6.2 ARILK

Bl 1 g il T AR %8 53016 ] Zhang 5582 1 07 48
BB LE 25 2 A SO SR AR AR BEAE B2 /N T 11 B RGBT 4T
EFE P 4 T A 5 11 L SR 16 ] H A O 58 v Ak RO R
FR AT DL g 25 M A P USSR o 17 B9 2 n] 5 {H2 SCRk [ 16]
rP Y [a] L T, 40 2R 58 42 7E 25 SCOIR A T Al Newton 2% U1
TR BR R 7 B AR IR [ A o i )2 40, IR B AT DR Y 18]
PRSI IR AN B 17, B il P 3ok A [A] R0, il A1) 75 22 188 n 430 S 119
TH L, MXEE T Newton 1540 #) %, 8 | Newton
BAE BRI B N T RS H . AR SO g &
125 39 0 UL DN AN A AE BRF (1 [

400

—=— Our Scheme
=

Time/s
)
8

-
2 4 6 8 10 12 14 16 18
Dimension of matrix

Bl 1 Jr SIS A7 W E] A H e
Fig.1 Comparison of running time between schemes

i Fl Newton R 09 55 — A B G 2 7E N RS T i
T Z RS I SCAF BOR A8 5 2k AR LA B 3 AR T B
¥ Newton %A1 B SCPE FORE BEAS AN BIARIE . 38 5 X STk
16 ] ) 25 SR B 45 2 BR H500E A7 5% 48t . 3T A6 75 21 0 H 25 R Y
AR BRZEANTT 10 ThTAS SCAHE F 222 4 3 3 0t blp 380 552 90 19 ok
BB F LT B R R A AR A R 2 A
107" PR, AR SCT5 58 A9 45 S B2 S AT L O B SRR AT SR
LA AL BT B RL R P B 42 40 B ek i T B

BRIE ALETREESMELAR, PS5 %2R ME
LIRS Ax=b -1 T —Fh A A7 B P 07 52, 3 X% 07 R W
RO E A DL TR PEEAT T R4 . A SR /D BB LR 1 R
Gemt AR SO BRI T RAFAYPERE LT 352 1058 £ A0 52
WY e B B A SO A T HOE B B RS LA SR
SIMD AR FFAT 24>k R G0, H AN 2 T 45 37 5% T ) SE bR
INRE
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TEAR SR BB IE T AR AR i — 22 A0 07 58 . 7T LU i
B 22 19 58 HL R 1 185 D 58 7 SRk T R MU 2 Ak R G I 11 3R B
1« [6) I AU 308 15 A A 55 1) 285 8 SC T 580 ) I [l 468G o i 5 6
B A RIOR IR B AL 5 TR A A0 B 4T 6 7 X RUI AL A7 6 25
B, #E— 2522 0 1% 5 58 LT B SE Bk A L s 2 >0 B o ]
iff DR W5 7 T R SR B o R RE B R
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