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Capability Building for Government Big Data Safety Protection: Discussions from Technological
and Management Perspectives
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3 Digital Urban Governance Laboratory, Nankai University, Tianjin 300350, China
Abstract Government big data is the core asset for digital government construction in the new era,and it is of great significance
to the upgrade of government functions and services and the development of economic and social innovation. However,in a com-
plex network circulation environment,in order to ensure the rational,orderly,and reliable use of government big data, capability
building for data security protection cannot be ignored. On the technical aspect,government big data security protection involves
several core elements,including the network security, platform security,and application security,and on the management aspect,
government big data security protection needs to be focused on personnel quality and institutional quality. On the basis of the
oretical discussions,specific technical and management capability indicators are given,and the construction practice of provincial-
level agency unit A is analyzed.
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25 1 B 40 R T e S s 1 R L o

(3) AR 55 ) T fiE 71 (Service Vendor Capabilities) 18 b1 3¢ 1
TS RBELZEGIFNE TR IE, T EEERERN
Sy & NS & 3 RV e d R S ek AV R I DNV € 1T
-5 A 7 R 1 B BT K P RLRE R IR 5519 1L

(D 1B R I ZHLH (Information Sharing Mechanism) 8 F1
SR TS KRB 22 2B 3 i O 7] TAE 77 X, 225 A i
A 3 BOUR A 5 A LGS 1T 8] Y 4 B A R 3k 5 38 i
KF VLB SCBRAE AR I T S oA R

(5) 845 4 PR W (Data Management Strategy) $8 F5 26 1
FHSKREEL 2P HERATENE, TEEEBTHT
B A L 5 LA BB SR B A A L L T R 4 4 A i
JE 458 O 91 R0 R e G i 9 5 A5

(6) BT 4> T 4K & (Responsibility Division System) #§ #7
KU T H S KB % 2P i BR TAERHE, TREEAKR
B AR 0GR 55 T R TE A U IR 4 L o R L B R
P4 45 05 T AL TR 43 F L8 1 W 7 5 5 B

F 2 B REURE G 2B RLRE ) @ik AR b
Table 2 Government big data security protection management

capacity building indicators

Core Elements Capability Indicators

Enduser Safety Awareness

Personnel . e
Qualit Data Manager Capabilities

Government Big Data uality . . e
v ) & ) Service Vendor Capabilities
Security Protection

Information Sharing Mechanism

Management Capacity Institutional

K Data Management Strategy
Quality

Responsibility Division System

5 HRWKBMAWERLSH

TE [E 55 B i e i % e H H LI i 98 =2 T, 4 GLBUR IR
T2 BRARH T b X B A R A BE AR AT 4E Y K A IR A
B B S JCER 3 AR TR B L A AR P
PO, MO TR H AR B T L &R
A1) R RRE B AR £, I R BOHE R Bk R V5 K
L0 Mk O (BT AR 2 A, KREUE T e B HH
it S IR

VB8 FBUGFR T AR R HLOC AL A (] B 2
SR G T RO S SR O 7E RO 2 4 B g )
WHEME TRESE T, & 24 KR, SMUHHERIZ1T7H
BE RN W T2, T ELAH O A8 PR g B — 2B g,

T[] P2 22 4, HLOC B A F 2012 4R Z AT PS8 ) T W
25 B KBS RV TR B W OC d, BAPSRIR A B EW %A
MG I AT RAE R HT A5 5 SRR =R ER ., A 2017 4F
(P 28 22 Ak VST LK S R B AL — 20 X % 2 B P e a% H &
U5 a8 H AT /00T, MAXHENEHWEAF 6 ASHLU L,
I F B LR RS B 5 A BT R R R

W E%2 LR A —HK KA MN
VMWARE $ARHEZ X 2157 &7 B UL E M. BA
AR AL SDN W 25 4 A L H 3% B A7 38 3 R 55 % 8 3R 22 4
MU T DX 43 A 92 30 7 ol 45 0k & 5 8 B i 00 A RS
g L. 3T VMWARE (98 RHEZ, WL {7 A 7T L)
BN N I R S Rl R I K | B vh 2 M
1Y JEG J2 0 I R

T 1) o7 FH 22 4, HLSE B0 A ot 25 AR S BB P R 5 A Al
BT PN TE D) e HEAT N 22 A I FI B B, 2018 48, 7E KB
P LT & U AT B VTR IR B S RS R A T
7] pH 2% A2 HLAE 5 L i 2 XU R B IR SR . 4R, B B AT R
1B X RGN B B T2 A bR i 0 4iURL B 42 AR T 48
LIRE » HLA XS B AT B4 A 3 Ao A

Xt N EFEL LGN A A 2013 FREHIE T —F
1 0 2% 2 4 AV B RLE L JF AR A B0R K e B 4R 0
W I RAE B R A BRI, T R R g
3 3o O R 6 478 A A R L IR 55 )R B A AR B Y B R e A
A3/ TRER R AR5 & k= | R W KR o DOl R e o2
BEREEEAREERAZL, BT 2015 43k CISP
(Certified Information Security Professional) % W iF 4 .

BRI EERESL ML B AL A AT 2017 AR B T H
I 0 A 6L 22 4 1 e IR 45 E R W o A S R R B R 3k =
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PL . ARG T CA HLSE K B A B RE DA AL Ko
FAR TR DANCA AL IC BT R S 0 A )45 — 22 90 W 2 o 2, LK
I8 19 22 A= A SR AT R 38 A AR B SO . B A AR AR 4 R
(A BLIRAR B 22 A 2 AU 487 SR ) X AR [R] 9 1) 1) T A 47
o3 ML B, A 5 H A A 55 B2 L 7Y 2 18] D0l 3 5[] 45
SN BLAY 5 ST 2% ARG A5 T L

BT Z AL IRPR NS X HLC AL AT 6 4F I R BHE %

2= B4 RE 1 BB O HEAT 255 T AL AT (L3R 3D L T
TE £ AR A B 5 T AR B A7 A0 AR — BE Bk I L (H 2 AR R R R
JRESE . — J5 T % B L B BOR B 40 BE T 4R T B R 2
2018 4F LUJR . B B A 31 6 09 T e TR I % &2 B
PR TR 53— 7 T, % B TR B2 T RE )
BB T A B BR T AR R IR AR T — H LR A i AE 2L U5 T
ez R EMR,

3 MR A R EE % A B4 AE 7 Al B Bl

Table 3 Construction of big data security protection capacity of agency unit A

Core Elements Capability Indicator

2015 2016 2017 2018 2019 2020

Network Equipment Protection

Network Security ) K
Network Logfile Analysis

N v N, N N, N
- - v N v N

Platform Fault Shielding

Platform Security Platform Dataflow Division N4 N N N N N/
Platform Resource Management J N J N N/ N

Application Identity Authentication — - NG N/ N

Application Security Application Access Control — — - - -
Application Data Management — - - N NG NG

Application Operation Audit — — — - - -

Enduser Safety Awareness N4 N N4 N N N/

Personnel Quality Data Manager Capabilities J N N N NG N/
Service Vendor Capabilities N4 N N N/ N J

Information Sharing Mechanism — - N - - -

Institutional Quality Data Management Strategy

Responsibility Division System

N / N V/ / V

BEHRIE RfE M7 05 B T S T AR B A Y
S BN LG B B B A R H AR . TR SRR
KRB 2 A B 4 2 B Bt e T 7 IO 8 i 2 o 2
H.EAMUE REARZRAEE CFEMASER . BaSE
TR T AN BRI R

5 R A LR B ] G B A5 K B 22 A W A RE T B
ERTEAR AR B2 b 52 ) 35 b 5 BT 507 1 o 2 A B . AR
32 A% G HIAE 8 09 82 R B AT AR 92 e i i v AR A 0 B G SR
AR THT B B2 1 L T 220 T ORI AE A B B A
B ANH . A LE A BB R AL T EE L R AR A BB L oK
W% LR 0 T4 T Kl 4 42 By 7 e ) [ AR

2 % x o
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