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Abstract By analyzing the permutation function Keccak-f of SHA-3, cycle shift method of three-dimensional array was
proposed. According to structure of every step transform in Keccak-f, the boolean expression of the output difference
was structured. By analyzing the boolean expressions of the output difference, to the every step transform of Keccak-f,
it was proved that the differential transition probability about cycle shift is unchanged. On this basis, by analyzing, it

was obtained that when cycle shift properties of two input difference and two corresponding output difference are same,

the differential transition probability of the whole permutation function Keccak-f about cycle shift is unchanged.
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