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MLSTM : A Password Guessing Method Based on Multiple Sequence Length LSTM
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1 School of Cyber Science and Engineering,Sichuan University,Chengdu 610065, China

2 Southwest China Research Institute of Electronic Equipment,Chengdu 610036 ,China

Abstract Password is one of the most important methods of user authentication. Using effective password guessing methods to
improve the hit rate of password attacks is the main approach to study password security. In recent years, researchers have pro-
posed to use long short-term memory (LSTM) neural network to guess password and have demonstrated it is superior to tradi-
tional password guessing models.,such as Markov model and PCFG (probabilistic context free text) model. However, the tradi-
tional LSTM model has the problem that it is hard to select the length of the sequence and cannot learn the relationship between
different length sequences. This paper collects large-scale password sets and analyzes the user’s password construction behaviors
and the preference for passwords setting,and finds that the user’s personal information has important influences on the password
settings. Then a multiple sequence lengths of LSTM password guessing model MLSTM(Multi-LSTM) is proposed and the per-
sonal information is applied to trawling guessing. Experimental results demonstrate that compared with PCFG, the cracking rate
is increased by 68. 2% at most. While compared with traditional LSTM and 3th-order Markov, the hit rates are increased by
7.6%~42.1% and 23. 6% ~65. 2% respectively.

Keywords Password guessing. Neural network,Password analysis, User information, Password security
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JETTRE 2 1 104 5 70 Tl 0 I e i o, Mg 2 0 o WAc B B A
SE B AR L DR 5 0 T R 7R A RO B 5 T 9 i B
PRE A, B4 SRR %R P TR 45 HashCat™ il JtR
(John the Ripper)™ %, 75 T AR 4% B0 W) A= % 11 4>, Ay 1 R
% TAESE 1Y 18 2555 W 75 1 £ B AT 45 Ey IR A R AR B (Markov
Models) " FIHE 2R | F 30 IG5 ¥ (Probabilistic Context-Free
Grammars, PCFG)M, 35 99 F 450 A1 2 36 T G 31 #E 26, 2016
A, Melicher S 4 1 A1 F w25 190 4% b () 1 Jad 39140 12 ) %%
(LSTMD ke ST F A5 I, B 7 22 930 5 1 8 — A [ 58 19 e 91
FHE AR A B E A AR YR AT B B0 AR — A AT
SR, U SRR 0 B B ol e, 3 4 S BTN 9 245 2R K
KR WERA FEAR s )2, AR BB Y P S B K, D <5 by T
SRAR 105U g ) BRI OR 22 A R Z A M H 4
Hita] " # H T passGAN, ffi i GAN (Generative Adver-
sarial Network) i i 5% B g X 477 2% 5 >k 48 & 1 4 45 00 A o
{25
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ARSI TTER LA LU A T

(DT —F 1004 A SR, B2 4% A 2800 FIAS 64 B2 1
V) 7 31 2 1] B4 56 FR o AR AR I 114 1 2 R L 32 T 10 A 0
T A

WA NAF B AR Y ZRid 72, LR T D255 T Y
B A E A bR i T AL e A O A ek v TR AT R
F A AR S X

AL 2 WA T EWH AW I, A Markov,
PCFG LA K 25 W 4 5 55 3 7y 32 23 4 % 3 52 1 4 947 $odi
GEit AT R AR AE s 55 4 WA TR R AR 5
TERHE 4 T HEAT 92, 4 T SRS R 5 3 Ik 1ty 1 A DN A Y 3k
TR L A5 SE B 5 s e 5 A 2 3
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2.1 Markov

2005 4F Narayanan 26501 Ui H 4 Markov 455 80 ik 45
F 2 A i S R — A SE LAY i 3 G2 TR R A Z 18 Y
WA T — D F A MR . Markov #2511 55 2@
B (gram) , 7E N B Markov BRI, G5 B8 I K8 N Y
TR 225 3T 0 AR . 2R A AT AL I A0 T T
BF AT DA A3 A A B B N R AR N R B BRI AE i D A B B,
S EINGENGEH BT EE T 0 S PR FHRZEREN

FEEL, FELANAE 4 By Markov £ BI 14 “abel 23755 5
GiTH i AR WM A, B 35 B3t ‘a7 R R A b7 S
B ab” JE R AT T BB, “abe” S5 O BT 17 0 A A
“abel” JE BT MBI LA B “bel2” g J BT 37 AR EL.
A A A L BRI G2 )5, TS R SR E A R vl 5 2] B
FROA MR, Bk 04 “abel23” (19 # % 0 i &
XH.
P(abc123) =P(a) X P(bla) X P(clab) X P(1|abe) X
P(2labc1) X P(3|bc12) (D
FEAE 0 A B B BT B A 1A I MEER (R S D
ML, Ma S % Dy /R AT KA AL JE AT T Bl ik, 58 0 51 A7 9
5 1 5 Bl i e = 9 T JR AT AR R e (Y A B AN S 4L )
Wang 2O A M5 BB e A [ bR 25, DA T H 2R AT R A
RURN T ) FA R, R AT AR R A, T DL A S A
H A% 114 14 BT 75 7% W8 ik 47 11 4 5% B ¥R 45T . Markov i
KM GETHE B AR AT SO — >4 . m
T Markov FUR T 8 A ME S G831, 2% ) A 21 114 1 B 7 19 4%
AIE i L5 R RS B B0 S R AT N A S5 A A5 T A AL
2.2 PCFG
2009 4F Weir S8t 7 — Fp & FAE R LN 30 T8 X 0k
(Probabilistic Context Free Grammars, PCFG) 1) 18 25 0 2 %5
MFEDT, PCFG ) # 0 B AR K A4 1 A4 B A7 (D)
FBE (L) TR IR 45 (S) G5 40 3E AT 43 51, 1245 20 4 45 YNl 25 AR
A A BB AR VIR B B, 5 G T T A B & B 4
MR SR DL B 45 45 0 R & R E AR AL MR 0 SR L n b A
“changl23 ”,PCFG ¥ H R /RN L; D, S, 4549, Ho L0 5E
“chang”,D; 01237, St %E“? 7, HEAFTITH B AL EH
PL Ls Dy Sy VE W BE 09 450 36 5 5 25 71 30 1h “ chang "FE K N 5
MIEREER (L) IR, “1237 K N 3 B P (D)
BYARCR LR "R BN 1 B IR AT 5 (S W I %
I 1714 chang123” FYHE %
p(“chang1237)=p(L;D;S,) X p(L; = “chang’) X
p(D;=°123") X p(S,="7") (2)
FE A B 04 B Be L T A A A IE SR A L 4% IR 5 31
AR AR U AR . R SR 14 3 L AT — s R T BT LA
PCFG #E4: i 04 h B AR (AR . 2014 4F, Veras %17
Bt T PCFG,f#i il Natural Language Processing(NLP) 3%
R LFEMEE. Houshmand 21 78 2015 4F i 1 %t 1 4
PEAT A M, A5 10 A 11 4 A o e A8 000 R B iR 4 A B R
U B E59E 8 a2 E PCFG it B 2 i i U L 42
FET AR, 2016 4F, Li &0 PCFG R T &
o] B b A 0 L 1% 05 2 B% SN Personal-PCFG, HoAfi F A A5 B
Yl 3 R B FOL5 A B 455 B 5 0 S [R) 45 76 i bR 2 8 4
Hranicky %5707 38 5 % i 35 A9 8 20, e 7 2600 25 0 3 . 4R
i PCFG i #i T 4TIl Zr e iy B2 10 A 250, ok 7 A
B0 4S5,
2.3 HWEMLE LSTM
AP 28 W 2% (RNND 7E 4 22w 8] 75 51 % 4% A 1R kK
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PB4, 7 RNN /1, LSTMP 5] A £ Fl 28 T i ] #8147
IR #2280 46 i 00 EL A K BT AZ B BE 1, I U6 20 b B A )
2016 4F , Melicher ZEUH B 3 % LSTM T 1 4 A= i, H
M4 AR FI I T — A 745, LSTM B8 S Al L4y oy
R RO AT G, oA 0 A 1 i B S Markov k2L,
BB 7 Bk B R T R T A A Ok R U A, M
2 W 45 2o 0 2 ) YN 5 R A5 3 A ARG 45 AT A R O R %
TFTRIBWEAREAGH . HUEHFI @M AL UT—4
FRE AR &, B % 3 7 5 /Y & 4R AR, SR,
LSTM 75 2 2 §i % & 5 41 & B, 3 F R [ 41 2 1) 1 56
Rk,

% GAN(Generative Adversarial Network) [y 2427,
2017 4F Hitaj 2542 16 GAN 3k 4 gk 0 412, Nam 202
b T GAN 544, R H T 5T RNN DL A 80 45 50 25 1)
GAN, Xia %00 ] PCFG 1 GAN #E47 1145 , 78 Il 45
W B AR 28 A 2 B B RV IR 2 4 M Z A G r T e 3
BRI M GAN BEFT 10405 0 2 A B K 1t 5 &2 1 2%
5, A REAR I b2y > B P B 04 A 2 15, 3 28 114 7 1 A
F TS5,

3 AROLITASH

H T LI N AR %, S T O AR AL P AR TE AR 2
BEDLML B 04, B T P i 0 & B AT TR AR
VB, Wang™ S WAEH T O A 53 Ai IR Zipf EAE. AT

P A SR 4L B LA P B A AR A UK P
SO R B T A R R
3.1 HIBENA

AR SCAE B AR T B ER Y 4 S b SOl A B
5 AT (1A T 28 T AN RS A 1903 L BT 2078 5 AN 114, 1]
DA AS B2 e P ) 78 10 4 I B AL L S 10 A T A 4
A, o — SR EUR AR AL S T MR A LI R P B S
7 B o AR SCAAS A FH 2 A g 11 A3 4

2014 4F 12 H K EWMERGWH T A MESEA, -
A4k 12306 F P B0 0 200 5 S O8O A2 B KOEE £
. TkTk AP 7krk M@ 02 H£E 4, Z Mk 2
—ANWERE G B AR AR R, 178 MA DT R 178 N
S Tt R A 10 A S A 2 I il o N A — SR I L R
ZRERN ., esdnVRHETPEFLZENZRT G, WE %
4 length 8+, FHI PR 2 R HLAT ML N 5L, 3 1 4 22 40 %
LB E A,

ARCE e Xt BRI AT TR EE TAEES D ERE
T IR 4 45 C 56 2 B A AN A T 0 S 4500 4 P B B A 2) i
TREFIRE T O AT EES M & — LIk ASCIL HF/F, &
Xib S B 45 R A e A ke B A 2R AT T A B 0N A
3k ASCIL A B H 45 3) th T 362 1 i 45 W s w3 g FH %k 4>
Pl A R, K RN T ET 6,5 — 7
T KEHH P e N B AR 8 T 07 [ 24812 F
A SRS EBER A A L HEBR WA BN T 6 LK KT
20 (A4, BAMBEEME L i,

F1 BEEFHOLFEE

Table 1 Password information in dataset
Dataset Web service Language Leaked Time Original Length<<6  Length™>20 Not ASCII After cleaning
12306 Train Ticketing Chinese Dec. 2014 131646 651 2 0 130993
7k7k Gaming Chinese Dec. 2011 5365338 166056 48 62 5199172
178 Gaming Chinese Dec. 2011 9072892 268 819 0 9071805
csdn Programmer Forum Chinese Dec. 2011 6428631 45483 46 301 6382801

3.2 BEtAEENOSL

HERGMEE P HRENERERRYNAGR,
Xt “zhangsan” ) K ;& B T 75 Z R4 “zhangsan” 1Y
WA MARH. FIS%S., ATAXHRMEER L 0L
RO E ¥y AR e A m R RN S W
R AT SR,

oA TR s e S 4 T B (T BB R Y 4 B
P, ARt T “zhangsan” 43 BIK; “ zhangsan” il A< B 35 ik
&4 2 7L “zhang” N A BF 5 07 R L, <287 A D i 1k
AW B, EH T AT 1970-01-01 3] 2015-01-
01 My BT A B, I & A1 m A i) B2, 451 4t “ 199001017 i A
“YYYYMMDD” 3 #, “900101”7 1 A “YYMMDD” i i, 7
SCHGIE T 5 AN AN [ 2 S A e ol e e e I DR B8 1 L o
A 5F P B FARFILRC

2T AN TLSBURETPHP AL SHPA AR

ZITETE R G, HoP, 12306 AR A AME B LR
5, 3K AT BB B T 12306 J2 i A W S L T T H R 4l
B 5ANER B BRI, EE DA, 1 ER A
SR IING SR kb NN i &g N N R A R Tl
., WA FEASPHEHER . " HFELAHE"HE
a7 IR 33,274 %, G, A M A ME DA AR &
TEI

x2 AP ANFEER

Table 2 Personal information in passwords
(AL 20D

Semantic dictionary 12306 7k7k 178 csdn
Date_ YYYYMMDD 6.465 5.542 3.819 8.282

Date_ YYMMDD 7.430 8.027 7.259 7.944

Pinyin_{ullname 13.410 9.221 11.511 12. 396
Pinyin_familyname 16.562 5.401 10. 183 8.224
Pinyin_name_abbr 33.274 14. 204 23.716 26. 341
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3.3 O4%HHBERSH

S EA NN DA R W oRDY DU IR s R B,
A 1100 A0 %, Hid 100 MR A D7E 10 J7 AL,
METANWERA 114, 5T RERA S HEAAWN
49. 1%, T RIERH PF & 43 32 : “wang” zhang”® 1i”* liu”

9946 9946 9946 9946 ”

yang”* chen”“sun”“ma”“guo”,

1 PR A A S 1A v SO o L Jek 4% T AT 0 5 1 L AR T
A TARE BA X IR BEATHT S . AR VR 350 0k IR AE 1 4
B e T o> A R . 33 R T Ok B AN TR ROHE 4 A B

“zhao

R R RER P . ARPATLE R, B 04
SEK 8 AN [R] I 3l 87 A0 288 e e 1 — S R [C B AP, 4
NEARE TR BT 5 AR P L7 wang” “ xiao”
“zhang”“yu” , H il 3 B HI T 1" wang” (ZFH ¥ A+ K
BRMPEE . 3SAHBWETEEHAT o MER MBI
178 B4 4 i
RIS AR T 23, 602 % . S K EL A csdn HPtLiE B T
19.165% , —exfadi e A i 1 4 i, B A A B A DL &
U [ 43 A R PR T LK R 2 T B 2l 26

uh”u ” “liu”“ XiaO”“ 9 & 9 4

zhang”“yu

wang ma”,

# 3 BRGE PG R R T ORI

Table 3 Top-10 most popular Pinyin_family name of each dataset
CRRAL 20

Rank 12306 7k7k 178 csdn

1 1i(4.501) wang(3. 964) bai(3. 933) 1i(3. 832)

2 wang(3. 478) ni(2.657) 1i(3.129) wang(2. 529)

3 liu(2. 380) 1i(2.309) wang(2. 584) liu(2.029)

4 xiao(2. 275) ma(2.000) xiao(2. 332) xiao(1. 663)

5 zhang(2.079) wei(1.693) ai(2.059) zhang(1. 653)

6 chen(1. 817) yu(l.454) zhang(2. 038) ma(l.646)

7 yang(1.811) xiao(1. 445) yu(2.014) chen(1.560)

8 yu(1.723) yang(1. 302) sun(1. 880) yang(1l.525)

9 ma(l.664) zhang(1. 290) liu(1. 843) yu(l. 448)

10 wu(1l.605) chen(1.198) he(1.792) wei(l. 280)
top-10 23.333 19. 312 23.602 19. 165

4 MLSTM #& %

4.1 1% LSTM &8

55 LSTM i 45 W 45 76 1A% I v 75 B2 42 117 1 & R
BT AR L, 72U Zh B BOWR B B2 L SO ZR 4, a2l
SREARBARA /N T L, W25 RF AR TC 3508 m AUl 254
TEAE BB B L0457 3 DL B0 AR R 1A R — A
. WFIHE AR E LSTM 2 W 45 )7 50K B Lo, 75 X
FEA NG HEAT 2 R AL A R 4R B3 A 10 e P

R BRI S B RS B Lo 4. 78 I 2Rt B P L, LSTM
SR I 2l R A IO SRR B A B 1 R A A fE B
YA PEGE “Usi” M4 B “1s" K E R 2. “lisi” K JEH 4.l FHF
HAS T B A S DR “Lisi™ 0“1V 45 0 3k B B A 2R 4
PEAE BT AR R B B O B — R A SO T AR AR
P REHLRAE B0 B “ 123270, B I T — A FE D7
T—Rwm g, T LSTM FA0K B F 2N 4.8 A48 N
“23ab” I T — P45 R e B &N T M4 “123abe”,
SR T B LR B 0 7 5k R
S s ARt BN 0K VS X IO | BY i (P NTTR M ks RN ]
HAREARRE, FENGAR R B8R E L,

Sequence Target
Personal -
Information: 1123 ]|a - c—» 1 2 3 a b
lisi
2 53
s 1205 a oMl 25 alb] e
— I i s i-eeb
—
Date Set: 1 s -_X_’
123abc
sequence length of 4 B caccet

Bl 1 LSTM g4
Fig. 1 Training set of LSTM

WA E B B AP P Lo 2, 76 A i 7 b
BAR AR A 123abe” IR BCES — W M A B0 3E B3 <127,
T A5 37 s (AR T — SR I L g AR S 237 T 45 2R
HA B KBMALYE (FE 12306 F0H64 L “23x" i 2 “123x”
B 121 £%) , FTRE S SR R 09 TN 25 2 . YR K 19 )T 51
K EERNEE, 1A FIAS N5 B AR AT LU A ZRAE o F A8 1Y
JE A0 B T — A~ 45 B AE R, A i 1A BT 2R
R oy 0 F A A5 B 7 5 R D BT 358K 1 B BL A AN
BN S BN S HTALE B T AR AR R A T £
TCHRN A 745 5 (UL 4) 1044 0 235 37 1) v i 41K

* 4 MR LSTM RS 04
Table 4 Sample of passwords generated by traditional LSTM with

short sequence length

zxzxxx2x20007 abcaibt peng8211111
tlzli719 zxc1983561 289773a
shunaingen Gh19890 wx6561167qw
3833318164hh 2j7xsd fhq7531312
1396023 woderll 12314320wl
4.2 MLSTM

TR A A BE S 43 TR M Y [R] AL £ AR B b B AAS A
=B, A S0 I T MLSTM (Multi-LSTM) # %, ML-
STM KA i A4~ LSTM B 8 15 20 A, 76 A= iU BL i A
REA 7 91 B A e e D 9 BE A Y LSTM B,
TRUEA: EE i 2 #E . BT 4] LSTM i i 45 R A b 8K
JPH) LSTM #8Y 4y A L e KRR BE 1 i 11 2% ) B9 5 B A7
TIE A= IR AR 1 A

W& 2 B R s MLSTM fi 54> B B 20 180 CRIIN 26 0 A 10D
FENZR B BE 23 N 25 5 S0 A BE Sl 1 31 0 o 465 00 2% 55 40
2 R P51 Z [ 6 & .
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Fig. 2

) L 114 “123abe” o 1), 8 3 7 4 K BE de Ko 5. 72 VIl
GBI R e 3 s, M AR g LSTM LB 1), ML-
STM BEfE 2% > 5 “123” Z [8] #Y 58 & Fl “abe” Z [H] 14 2% & 5 Al
B 38 g4 2] 31237 5 abc” Z M BR & M OC R . [F B, X F
MLSTM 3K i . PF &5 k4 46 5 “1s ClisD 7 0] LU 5 31 K BN
1 AR A O A YN 2 R 2 2T L i 2 &R < Lisi” W] L fR )
KER 1,2 f 3 BRI BN A NG4S HkaE %A
A AT B AV R4 R R TR F 90 &K [ LSTM

—
e—
P 1 Sequence Target
ersona
3 2
Information: 1 - 3 a b c—»1 2
5 A
lisi 1 2l a b c—2 3
Is 12 3 b c—3 a
— " 123 affflc— a b
sequence | 15 34 b S
length of 1 ’ = c
1l i — 1 i
Date Set: T - ; . .
13 —
123abe T . i
I s
sequence length
3
Fig. 3

25 2 R LI E L T A S B 1~5 19 LSTM
i 22 9 45 SR 4 MLSTM 2% 5 fe te CFE 52 36 04k o, 24 o) A
FPHI B R 6 AR, & B R BLA 4. B4 LSTM
%BEA 24 LSTM 2. 54 LSTM 2 B A 256 M4 T0),
MPFIRE S 5 ud L R s 0 oy S A, R
A& 4R E kBl R,

5 LWHERSHN

A MLSTM 5 Markov(FH 1 Markov A1 $F 3th-order
Markov,4th-order Markov) ,PCFG,LSTM 347 %} [, 3 i 52
RUHS T BT B AT N SR, i TR TR 3k v ke A R AR
AR, 1A B0 45 5 B A R AE o R R, I8 D AR 0L L S 4 L fif
F ATl it 8 1% A A I 4R AT I L 0 DN Y B A 1Y
AT B R AR D PR 4R AT

Two phases of model

XA NG B2,

HEAE G B A SR B AR R R T A BE R 1L 5 — Ik
iy BB BB 4 T AT B ATLERORE , BRI 17, TN R A
“27 FRME PSR 2 (1 LSTM, B A7 81 <127, T
FAFREE R 37 B MR T AR 3 ) LSTM. 4 A JF 5
N1237 W TR bR 2 “a”s AR A K BN 4 Y
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