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Detection Method of ROP Attack for Cisco I0S

LI Peng-yu''* ,LIU Sheng-1i""*, YIN Xiao-kang'* and LIU Hao-hui
1 State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450000, China
2 Information Engineering University,Zhengzhou 450000, China
Abstract Cisco 10S (Internet operating system) is a special operating system of Cisco router. Due to the limitation of hardware
conditions, it pays more attention to the performance and ignores the system security in the design, which makes it unable to ef-
fectively detect the attack of return address oriented programming (ROP). Aiming at the defects of traditional ROP protection
technology in Cisco 1I0S protection,a method based on return address memory hash verification is proposed, which can effectively
detect the ROP attack on Cisco IOS and capture the attack code. By analyzing the advantages and disadvantages of the existing
protection mechanisms against ROP attacks,on the basis of the idea of compact shadow memory protection, the traditional sha-
dow memory storage mode is transformed into a hash based memory search mode,and the record of the return address memory
pointer is added as the index of hash search, which improves the efficiency of shadow me-mory search and can resist shadow
memory tampering caused by memory leakage. Based on the Dynamips virtualization platform,the CROPDS system is designed
and implemented,and the method is verified effectively. Compared with the previous methods, it improves the generality and
perfor-mance,and can capture the shellcode of attack execution.
Keywords Cisco I0S,ROP attack,Shadow stack.Hash table, Attack detection
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Table 1 Stack operation instructions of sub function call and return
in MIPS and PowerPC architecture
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INCT S A A o
MIPS sw $ra,xx( $sp) Iw $ra,xx($sp) jrra
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PowerPC blr
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Fig.1 Process of ROP attack location algorithm
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IR, AN, ALK 8,
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AL . WRAFAE  HEAT T — 20 FI W, e 220 9 65 AR AN
TE1E I 2 ROP Xl HE =B 0R 8.
HeAR value fE 2755 hash (ret ) HISE, U0 A0 25 35 B9 L Yk R
TE IR e 208 7, 75 I 6B R ] ik % AE S0 5 AL IR 8,
PR T MER hash 3 A IZUGR [ hE F R AS , 4k 22 0A T4 4 .
LIPS dREIATIE S,
3.3 BUEAR ALK
Bk # R T SEH— 5 19 D) BE 5E RS 9 AT 23
AT M B HE . X T LT ARG B 0 ROP Meifi , B o i 1
LR A AE R 0 3R 5] Mk 7 R BCR [RTR 2 Bk RS R
B AR L, SFT A8 1 4 1 gadget T B X5 52 BEAS € 19 )
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Fig. 2 ROP attack process
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Fig. 3 Attack code capture process
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of finh & 2% v IX 35 S U T 9T $UAT shellcode, 7 YR SZ 58 % B A7 1
Li?fs?}%?lﬁl 1) 10S JAS A “c1700-entbase-mz. 124-5" 1 ¢1700 #%
s 47 ROP 4 s 36 1. K 6 b 3 % Al A ida ff #7
“c1700-entbase-mz. 124-5”10S [ £ 78 A1 3¢ A1 & ) ¥ 7 18
R B, B 7 ARG Z K ROP B (9 K I K AR D 4 3k
S EER,

.text:8049BADC loc_8049BADC: # CODE XREF: sub_8049B770+E41]

- text:8049BADC # sub_8049B770+1501j
.text:8049BADC 1wz rd, 52(rl)
.text:8049BAEQ mtlr ro
.text:8049BAEA mw r27, 28(r1)
.text:8049BAES addi rl, rl, 48
. text:8049BAEC blr
.text:8049BAEC # ¢ f ti t
Ca) T U5 6 0B AR A

.text:800ADFB4 loc_80@ADFBA:

.text:800ADFB4 mr 35,127
.text:800ADFB8

.text:800ADFB8 loc_800QADFBS:

# CODE XREF: sub_80OADEE@+ACtj

# CODE XREF: sub_80QADEE@+401j

.text:800ADFB8 1wz ro, 36(rl)
.text:800ADFBC mtlr ro
.text:800ADFCO 1mw r27, 12(rl)
.text:800ADFCA addi r, r1, 32
.text:800ADFC8 blr

.text:800ADFC8 # End of function sub_80OADEEQ

(b) gadgetl 1815

.text:80127E50 stw r3, 0(r27)
.text:80127E54 1wz ro, 36(rl)
.text:80127E58 mtlr ro
.text:80127E5C 1mw r27, 12(rl1)
.text:80127E60 addi rl;:.irl; 32
.text:80127E64 blr

.text:80127E64 # End of function sub_80127E1C
(¢) gadget2 1UHS

.text:810B4F30 1wz re, 516(rl)
.text:810B4F34 mtlr ro
.text:810B4F38 1mw r24, 480(rl)
.text:810B4F3C addi rl, r1,:512
.text:810B4F40 blr

.text:810B4F40 # End of function sub_810B49B8
(d) gadget3 i
6 ida f#EHT c1700-entbase-mz. 124-5 [ {4 A9 A7 5647 B A S i Bt
Fig. 6 Ida parsing code fragment of c1700-entbase-mz. 124-5

firmware related location

W& 2 {5 8 ol LA, %:éfwum& iz 17
0x8049baec A 1 ¥ H BLIR [B] M1 bt A TE#, 25 454, Lt iy
BHWIRAS N lwz 10,11, 52, H B F W B N M I R
0x82bff63c, JFLA It Ab 77 fif 119 o B3R 81 Hb dik 0x80497860 # B
M 0x800adfbd . 5 6(a) /R ida [ 14 fif 7 7 A9 gadgetO
HASEACHD W) & UE W 8 157 HE B

B 7 J5 17 AR08 S Bk AR ARG L U6 & A& ROP B ity
JERR P MABAT T 17 %484 . 18 2 eR H0R ] 5 B 4 1 T bk
¥ H] 0x800adfbd HAT, Z J5 X AE 0x80127e54 FI 0x810b4f30
Qb A3 ST R VR RR b A () hl B . 3k B o o AR )R A
0x810b4 140 b5 4 il i 5% B B 1F 8 1 R S0 FH P 51 v, & i

W4k, a5 K 6(h) (& 6o 6(DMW4
HACHS AR IEH

Jan 07 12:36:01. 106 cpu-—> cpu_thread: 2970498816 router: Rl rop mes-

RIIEBL

sage:

current ia:8049baec, current_insn:blr

danger ia: 8049badc. danger insn: 80010034 lwz r0. rl, 52, danger point:
82bff63c,dangerretaddr:800adfb4 ,original retaddr:80497860

Jan 07 12:36:01. 106 cpu-—>cpu_thread:2970498816 router:R1

ROP Execution process:

ia:800adfb4 insn:7{63db78 or r3,r27,r27

ia:800adfb8 insn:80010024 lwz r0,rl,36

5

ia:800adfbc insn:7c0803a6 mtlr r0
ia:800adfcO insn:bb61000c Imw r27,r1,12
ia:800adfc4 insn:38210020 addi rl,rl,32
ia:800adfc8 insn:4e800020 belr 14h,0h
1a:80127e50 insn:907b0000 stw r3,r27,0
ia:80127¢54 insn:80010024 lwz r0,rl,36
1a:80127¢58 insn:7c0803a6 mtlr r0
1a:80127e5cinsn: bb61000¢ lmw r27,r1,12
1a:80127¢60 insn:38210020 addi rl,rl,32
ia:80127¢64 insn:4e800020 belr 14h,0h

5

5

=

5

s

1a:810b4{30 insn:80010204 lwz r0,rl,516
:810b4134 insn:7c0803a6 mtlr r0
:810b4138 insn:bb0101e0 Imw r24,r1,480
ia:810b4{3c insn:38210200 addi rl,rl1,512
ia:810b4f40 insn:4e800020 belr 14h,0h

5 B BB

5

B 7 1700 #% 1 #% ROP B 154 (5 B

Fig. 7 Warning information of ROP attack on ¢1700 router

4.3 BEAMSEsENR

J9 7K CROPDS 38 P AP B8, 52 56 38 £ Craint-
Detect!?", CIDS? #l Dynamips J& % & G VE % b sz 86, Hoep
Dynamips & Cisco # #8052 5 5 & 45, Dynamips 4 & R H
FYCEH R MAE T, v LIVE RIS AT R 8000 2 % S, B P #
ARG R HET Dynamips B R G AT H K B R AT Cisco-
1OS 11 T 117 AH 5 B 46 0 14 B8 7, R AT R sl M S % .

3T % ik CROPDS Ry H M, 2% & # 17 FTP, IP,
SNMP 3 & Cisco 10S WpiS2 B 1 28 o X 35 W i L &1 4K [
10S JAs % th #8 3 7 ROP Mo Mk, H: op 43 5 U T 35 76 A8
[F]F & 8% 2% 20 3k £ 10 FORTR) 10S M4 47 503k e 5%
Rz R, B g Rk 2 s, w7 LRUE B3 3 30
12k 50 3K 10S 5 ROP Bk & v, A% 3277 123 1 46 I g ) 32

HET 96A,1iﬁﬁuﬂﬁ K& G, H B FPIH TR H &

A DA AR A 7 . LW T AR SO R H & X 10S AR
2 59 IR IR A 25 1 ROP g 5 46 00 0038 JH

S TR CROPDS 13z 17 1 fig , 78 s 1A 2 o5 00 3= v 23 1)
%f CtaintDetect, CIDS, CROPDS il Dynamips % ¢ K i 17 i}
] ¢, 32 5% . LA Dynamips i $04k J5 #) 22 G2 /32 17 J7 i J) 2
R ELE SR 1, R R AE AR S IR AR 25 T B R E W
B RV FE S A 4 /e

R 18] J 4 LE 19 I3 25 SR 18] 8 7R . T LS ) CraintDe-
tect [¥ I (8] I4 #6292 Dynamips Y 4 £, CIDS i I [8] 14 #& 2
4 Dynamips 1 1. 5 %, 42 3¢ J5 %% CROPDS Yy iisf ] 15 #E 29 A
Dynamips [ 1. 3 &%, Ab PP REL T LA E 2 . Hp CraintDe-
tect HFE A AN ALHENR BB QNI ATFHRE
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BRIER A A7 5 e F il 1 0 L N A7 15 5 9 AR R TR L R I R
CIDS 5 ZLAR i 2 7T 2 57 TOS Y A 40 BT A b 5 108 [ 2

%1 BT AR T BN AN 10S B A KR AR A, N ok AR I
B,

#* 2 ROPWdisilm&s R geit

Table 2 Test result statistics of ROP attack

CtaintDetect CIDS CROPDS
ROP ROP ROP CROPDS CROPDS
[ L BWE 10S # A 10S ’ ROP . ROP . ROP &R .
iR A e o " oo B . e 3 . o 3 . N ik R
A5 it H HE /A &5 # . A e # IR WA )%
ST %/ ST %/ C T %/ R ¥ '
" 5 R E/ % " 5 R E/ % " 5 BRI E/% R
CVE-2007-
2586 FTP 2600 11.3-12.4 10 7 70 10 100 10 100 10 100
CVE-2007 9.x,10. x,
1P 2600 10 8 80 9 90 9 90 9 100
0480 11.x12.x
12.0-12.4,
1700 10 7 70 9 90 10 100 9 90
15.0-15.6
CVE-2017- 12.0-12. 4,
SNMP 2600 10 8 80 7 70 9 90 8 88.8
6736 15.0-15.6
12.0-12.4,
3745 10 7 70 8 80 10 100 10 100
15.0-15.6
A 50 37 74 43 36 48 96 16 95. 8
® dynamips ® CIDS ® CtaintDetect # CROPHONEY (3) 38

45
40

3 35

¥ 30

g 25

& 20
15
= 8|8
0

CVE-2007-258  CVE-2007-0480  CVE-2017-6736
WiR%T
&8 [A]H #E L i I 3k 2

Fig. 8 Time consumption comparison test results

5 S5itit

AT N A A R T 3B M S O T X LG N
JET e T AR SO A AR VAR

(1) 38 71 it g1k AR 1 22 4
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(2) A o i

LR AT EEE FRB R R)T SR T B
B 0F Hb ik (5 VR B R IR R DT TARE R R B S
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hash TI338 B 45 58 00 N A7 B9 5 1 10047 28 38 78 VAT Al 48 1 195 10
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