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Chaotic Sequence Cipher Algorithm Based on Discrete Anti-control

ZHAO Geng"?,LI Wen-jian"'? and MA Ying-jie’

1 School of Telecommunication Engineering, Xidian University,Xi’an 710071, China

2 Department of Cryptography,Beijing Electronic Science and Technology Institute, Beijing 100070, China
Abstract Aiming at the degeneracy problem of discrete chaotic dynamics system in the digital domain,an algorithm that can con-
figure the Lyapunov exponents of the system to be all positive is proposed. The algorithm is based on the principle of chaos anti-
control. First,a feedback matrix is introduced. All the parameters in the set are specified carefully,and it is proved from a theore-
tical point of view that the algorithm can configure the Lyapunov exponent to be fully positive. Subsequently, the boundedness of
the system orbit and the finiteness of the Lyapunov exponent are proved,and the numerical simulation analysis and performance
comparison of the configuration are carried out through several examples,so as to verify that the algorithm can produce a discrete
chaotic system without degenerate. There are certain advantages in numerical accuracy and algorithm running time. The con-
figured chaotic system is then used to generate the sequence and then quantized. The quantization scheme is to take out the effec-
tive digital combination of the sequence. Some dynamic transformation processing on the sequence can enhance the randomness
and complexity of the output sequence. We convert the transformed output sequence into a binary sequence, perform a number of
randomness and statistical tests,and compare the performance with the general chaotic sequence. The test results show that the
sequence has better random characteristics and can be used in a chaotic sequence cipher system.
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Table 2 Comparison of running time results ofthree algorithms

Dimension of Our Chen-Lai

chaotic system Method /s Algorithm/s Literature’uj
3 0.0709 0.0746 0.0672
4 0.0887 0.0955 0.0923
5 0.1123 0.1531 0.1266
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Fig. 2 Two-dimensional Cat mapping trajectory graph
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Fig. 3 Two-dimensional Cat map attractor phase diagram
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Fig.4 Three-dimensional Lii map attractor phase diagram

AR 5] R 2 B RS0 R 25 P 7T LU AR SO i 5 0k
e 5 ) TR T AR SR LI 32 Sl OO, FLBL e A T A A S ] R
W12 22 8 B AT AR iR B0 TR D A YR o B ok AR T R A Y
RBOR . % 2 GERENS R 7= A 2 A0 5GP A w8 1Y O Bl DL
B, N IBUK Ly 31 86037 3% 45 S A UK Y 9 K BA T B
B BE AL I ELAR X E A JE I B . P R T AR SOk it
FI4 TR ot Ok A AR B R ) AT LA A O IR T AR e
0 Tl A R FG Al Y % T T O R RO PR T TR
TR GEUCTT Y 5 2 55 T MR ] ) 22 4 1k

4 ETEEHAREREZNFIEULTR

4.1 BRAREGT

A SCOR BRRY TR 1 1) Ak O ORI A 3 5 IC T YR
FRGE AW I A RO T H S R H IR —A 16 3
& 32 ML RABEBOIERT 256 UKL, 433 — 4> 0~255 A B R XA
BETT LA B 8 ALY A R 1 di i %% 1 s A7 AL e Ak L

ke X 0 B B TR VI A B — S AR A Tk . BT X — SEIEA R R
TN U 28, SCHERC19 1R 45 1 IR ot 3198 7 [R5 i % 1 H B —
SETF ST R WA O B TR A A AR R A A D
AR . T SCHk (20 180 T — S8 g xR W 2 A B 2 A2 1 )
Br AR SRR B AT 15 B R 45 SRR AR TR AY . T AR SOR SR
FH 8l 2578 4 08 7 50 BEAT AR R, X0 IS e ) SR B 45 FLO 48 L A

T e 3 b (A
ASCBOAT AL T Z T
BURT ORI 3 WARBIMY Lu REL A RS ik Ak

M2 J5, 7 e 3 HEHUR I F S ie s X, .Y, . Z,. &%
R LIUF R X, .Y, . Z, WA BRI PR TS 197 51
B AL 2 b Pl e ROCRE 20 e ) S A 3R TR g e 43R T A7)
{EADAB Z 10 A B 2 A AR E . PR Hs 3 A7 51 #e U Oy X

R, WO I .
X,, if n(mod 3)=0
x,=]1Y,, if n(mod 3)=1 (33)
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X 2, GRS A o BRI TE R HEAT REAL A 6 L 25 I 2 1
FBEHLYE AY 5 22, Pt e A A4
AR5 TERBNRIE S o PO E R, 5 TR
75 45 3 v i A5 B 68 BT A B @z 18 LR AL Tk 2
B0 B R I A
AR SRR TS SR 0T L
HiEN
Input: (X,,Y,.Z, )//%’?JMFMM?&IJ
Output: (result) / /i 7
1. Initialize: x<0, 1«0//@]!2%‘1%?9'] x Fll 2. for i<=0 to n do//# B

R A7 WV A AR pu

1 BHE =% 5

3. if itmod 3)is 0

4. x; < X;

5. else if i(mod3)is 1
6 <Y,

7 else

8. X< Z;

9. end

10. for k<=0 to n do//B§ 2. BUH )5 P HURL
11. te<x X 101 (mod256)

12. end

13. Initialize: al i]<=i// 298 3. W 1R ALK 4L a
14. for r<=0 to 20 do//#HB§ 3. %5 #e

15. for i<=0 to 256 do

16. T texcaseti

17. Swap (al[i],alj]//3c# ali]Hl alj]

18. end

19. end

20. for r<=20 to 40 do//H B 4 . XI5 1

21. for i==0 to 256 do

22. J1 < tixoseti

23. J2 < texasetit

24. Swap (al[j, Jvalj, D //5c#e alj JA alj, ]
25. end

26. end

27. for r<=40 to 60 do//H B 4. X #HJE 5 2

28. for i<=0 to 256 do

29. J1 < texosg+i

30. J2 < tecose it

31. I3 texaserite

32. Swap (al[j, ].alj, 1) //3¢#e alj, 1A a[j, ]
33. Swap (alj, ],alj; 1)/ /38 alj, JF a[j; ]
34. end

35. end

36. for k<=0 to n do
37. result,<al t, ]
38. end
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W3 e 51 RE 85 4 g 1 47) 285 A5 B0 vk v 14 25 B i Az
4.2 2UFFIFEIENKEE
4.2.1 FAzm X

*AA%H’J&%H(uLiﬁE%%iEJZFI’J JEFF'J 5, ﬁﬁt%k
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Table 3 Comparison of unit test results

Number of Our Method/ 137
. . Literaturel >4 /bit
sequences/ bit bit
10000 5010
20000 10004 10014
40000 20018
RYER 3EERTLUFL, ALEAT RF AW

10000 137,20 000 i A1 40 000 v 4 BE /Y 51 o 19 “ 17 -+ 4 B i
750 A& BE () — 2, 1 B A SOy 2 mT DL ad i R
4.2.2 B A

I T {5 A A e e T O-1 AREIOR B E 1% 51 1 SF-

ik, FE R RGO LEFEMWEE A HEN 1 W R
i FI /(1 = W
X'z:(m*m)2 (39)
n

Hodv,n HFEHIRE 2 1B 0, 707K,
I KT 5%, X GOIFEME /N T 3. 84, 0
Ui A5 3 9 — k65 90 BoA R4 0 BE LA i BT 5 R A
PEG R R A RN R DA T, R4 Rl
J5 K43 512 10000 bit, 20 000 bit, 40 000 bit 5 51 78 I 32 i v
T4 1 BRURRR 36 45 2R
4 BUBUG I 45 R L

Table 4 Comparison of frequency test results

Number of Our Method/

. 27 .
therature[l“’ /bit

sequences/ bit bit
10000 0.0400
20000 0.0032 0.0196
40000 0.0324
RIER 4 25 K0T LLFE W, A SCmy b Ir BT 77 AW
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10000 f37 .20 000 37 A1 40 000 {37 K JBE 1Y JF 51 12 T00 4 4 &% SR 24
ANF3. 84 Uk WA A SCIETF I Ay SR RE A6 S I AR 5
4.2.3 RFIKE

I AR 3 M R 56 R O T B R A Y B RS MR #5115 10,
01,00 X 4 Fh4l & H # AR RMEARF], R Z)F 5 AR
A L AR A AR 2 (40D Sfe T BT AR 5 T 0L AR N B
B 2 R HF T,

2 4 &L & , 2 & ;
X=—=2 2y —=—2[(n)*+1] (40)

7’1_1,70170 n
Horfon; Gaj=0, D FRRIFH ij HIWE S B EKF R
5%, 240 B FAE /N F 3% T 5. 991 I, WU BH 7= 2k 1
TRIE R RF S e i IR N . 2 5 AR SRR r 8
Sy AS A BE e 50 3R T e 900 G 56 % i 4k 245 2
F 5 FIRI LS H 0t L

Table 5 Comparison of serial test results

Number of Our Method/

Literature 2] /bit

sequences/ bit bit
10000 —1.1033
20000 —0.7958 0.0635
40000 0.2701

MRAE R 5 4507 LUR M, A Scs Ak 32 97 7 A 19 10 000
£7.,20000 i Al 40000 37 4 BE (19 5> 51 46 1% T A% 46 - 14 45 SR ¥
/NTF 5,991, Uk B AR SCIR T Ak O SR BB RS A I TG 56
4.2.4  Fhsomak

IR R G ol X e o B 2 227 e ey o (VA N
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Table 6 Comparison of poker test results

Number of Our Method/

Litemture“ﬂ /bit

sequences/ bit bit
10000 9.6352
20000 13.4031 13.9254
40000 21.6496

MR 6 452177 LA W A SCHE fb Jr BT 7 A2 /9 10 000
££,20000 i A1 40 000 £ 4< BE ) FF 51 78 12 90T 3L h 495 1 2
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Table 7 Comparison of run test results

R 5
Run length ange Our Method  Literature-'2

requirements

1 2315~2685 2486 2469
2 1114~1 386 1247 1256
3 527~723 600 619
4 240~384 325 317
5 103~209 151 148
6+ (6 or more) 103~209 167 157

MR 7 G5 R 0T LUE M A SCE A Jr T A 1Y 20 000
7K BE B 7 51 781 3000 32 4 45 SR 2 RE R i 100 3 Y v
TR B AR SC T 22 RT DA b i
4.2.6  A7ALH R M M K

ZIN R S WE R M BUE R R 20 e —
FP B AT U B B LT AR RN 5020, AR
WG (R 10 SR 5 AT TS R I B A AR B AN 3 8 T
ILESE N
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Table 8 Comparison of initial sensitivity test results

Methods Rate of change/ %
Our Method 50.03
Literature'?] 50.01

HRHE R 8 G5 IRTT LA H o oA 9 {85 7 7= A 1 T 9 B
R FFHNA UL 50 % M )5 S BUE 7= A4 T A8 4k, R TT RUASG 4
Ve« AR ST B A L A B Al R I A 1 SRR
4.2.7 NIST FAUHE AR A 0 K

TR AR AR NIST B i R A 48 33 7 9 i 1k 7 8 7
A YT B 2 75 RE A% 3 NIST b7 i, NIST FF 2 41L 14 45
AR FE AR A 5 R A — A P-Value 5 W AH KT 0. 01
P18 LT AT TA R b 8 AT LA s i i i H 2 0 5 & 5
JE A A AT H A R L R R M F A BE LM R A, A
SCREHCK BE Sl 32 000 000 {37 A4 A1 kAT, 45 Rk 9
gl .

# 9 NIST RfEHLTE 45 R

Table 9 NIST randomness test results

STATISTICAL TEST P-Value Pass/Fail

Frequency 0.323153 Pass

Block Frequency 0.749490 Pass

Cumulative Sums 0.603609 Pass

Runs 0.441870 Pass

Longest Run 0.603609 Pass

Rank 0.223109 Pass

FFT 0.728031 Pass

Non Overlapping Template 0.128715 Pass

Overlapping Template 0.764872 Pass

Universal 0.607257 Pass

Approximate Entropy 0. 087605 Pass

Random Excursions 0.109804 Pass

Random Excursions Variant 0.390436 Pass

Serial 0.706302 Pass

Linear Complexity 0.671469 Pass
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