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Overview of Side Channel Analysis Based on Convolutional Neural Network

LIU Lin-yun,CHEN Kai-yan, LI Xiong-wei,ZHANG Yang and XIE Fang-fang

Center of Equipment Simulation Training, Shijiazhuang Campus of the Army Engineering University, Shijiazhuang 050003, China

Abstract The profiled side-channel analysis method can effectively attack the implementation of cryptographic, and the side-
channel cryptanalysis method based on convolutional neural network (CNNSCA) can efficiently carry out cryptographic attacks,
and even can attack the implementation of protected encryption algorithms. In view of the current research status of side-channel
cryptanalysis profiling methods, this paper compares and analyzes the characteristics and performance differences of several
CNNSCA models,and focuses on the typical CNN model structure and side-channel signal public data set ASCAD. Through
model comparison and experimental results,it compares and analyzes the effects of different CNN network modeling methods,and
then analyzes the performance factors that affect the CNNSCA method and the advantages of the side-channel profiling method
based on convolutional neural networks. Research and analysis show that CNNSCA based on VGG variants performs best in
generalization and robustness when attacking target data sets in various situations,but whether the training level of the used CNN
model and the hyperparameter settings are most suitable for SCA scenarios have not been verified. In the future.,researchers can
improve the classification accuracy and decryption performance of CNNSCA by adjusting various hyperparameters of the CNN
model,use data enhancement techniques and combine the excellent CNN network in the Imagenet competition to explore the most
suitable CNN model for SCA scenarios, which is a development trend.

Keywords Side-channel analysis.Profiling method,Convolutional neural network, Hyperparameter, Performance evaluation
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Convolutional network structure in side-channel attack scenarios
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Re 30 ¥ ] SE P A % . H BGh MR RR L T MLPSCA.,

Cagli ZUS £F 045 1 3 B 49 %3 5 /Y AES I %% % & k47
CNNSCA Iy A AT T CNN it 25 W) 45 B %5 4% 38 5t 5 R
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Table 1 CNN network and parameters in existing CNNSCA method
BN+ Activati Pooli dens Learning Batch
Author CNN block Convolutionallayer Kernelsize 8 ¢ _wq on ooling ense carnimng q ¢ epoch
function layer layer rate size
Maghrebi
LeNet5 - - - - - — - - -
et al
L Rel.U,
Cagli et al — 4 4 layer — max 1 layer - - 120
softmax
VGG16 5 la 64,128,256, Rel. U, All e Mean, 3la 4096,
Benadjila et al A 5 > layer { g All layer 1 X 11 ¢ 1?1er can ayer { ? 10 200 75
Variants 512,512} ,same softmax valid(2,2) 4096,256)
VGG16 8layer {8,16,32,(64,64), Rel U, All laye ax, 2 laye
Kim et al : 6 ayer 32 (64.64) All layer 1X3 ¢ aver max - aver lo* 256 75
Variants 128,(256,256) |, valid softmax valid(2,2) {256,256}
Respectivel e 1,2,5 layer max,
. Alexnet 5 layer {96,256, ( 384, espectively are Rel U, . o jayer max 3 layer {4096, .,
Guo et al X 4 1X11,1X5,1X3, valid(2,2),(2,2), 10 ¢ 10 20
Variants 384),256} ,same softmax 4096,256}
1X3,1X3 (3,3)
13 la {(64,64),(128,
aver (61,61 ¢ 2,4.7,10,13
. VGGNet 128),(256,256,256) , Rel U, . 3 layer{4096. I 1800 5000
Guo et al R 5 _ All layer 1 X2 layer respectively 106
Variants (512,512,512), softmax 4096,256} (150> (75)
are max(2,2)
(512,512,512) },same
3.2 7 CNNSCA L33 Lk 43 #7 3.2.1 fARHEA S K
ARSI P S W F L AT Python i & S e, Il HT & S8 1 i ] Benadjila %%, Kim 5 #l Guo % ) 4 2

JE 2 2 B Keras BEFY (MRAS 2. 4. 3) 8 B 4 8 GPU i
Tensorflow FEPY(RAR 2. 2. 0), S 7ERL 4 16 GB RAM Al
8 GB GPU(Nvidia GF RTX 2060) By 3% 8 H 4L b i#17 .,

IR 5 ASSeeb A ¢ 2.1 o iy ASCAD 24 3t 5 4
B, A FHAC S 2.3, 2 77 v I A D 2k 0 AT % M
WAl SEI FE G W SCHR19,45,48-49 ] i 25 VERE L 4P 19 4
A~ CNN 2549, 43 51 2 [ 4 Benadjila %51 Kim 45 59 %4~ CNN
SEH LY Guo ZERY A CNN 450, PR S 50m 3 1 B,
TS AL R F CPU MR H B Guo T VGG
B9 CNNSCA T CNN Il 5 2 $ ik ARk B it ik B 80k 75
A1 150,

CNNSCA J7 LR R CNN i SHOR S AR B0 B 40
T ASCAD B 4 B0 A A0 2 T By b7 B v 5 e be 1y
FEEAE S . Hd Benadjila % Kim % B9 JFSCHR B2 2 AS-
CAD $(#54E . 1 Guo S5/ JF Uk 2 b B REUIE &£ T
Alex 1y CNNSCA 1% % B 3 % 25 0. 61170, B F VGG 1
CNNSCA B % R D% Ky 0. 923097, 8206 25 W&l 3 fr s,
3 H Al LAFE H, Benadjila %8 F1 Kim 45 W FH 3 F VGG A& &
) CNNSCA 75 I8 e SR P . Guo %5 f B R O 3k b 26 T
VGG ZE &) CNNSCA 1 Yoo 5 Ji SCk A [H] 1) B b AS-
CAD A% I3 Wi S5 518 T 3% T Alex A8 R ) CNNSCA 1 3%
HUSL. X VGG AR R AR 1 S8 B AF A CNN
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Fig. 3 Four types of CNNSCA guess entropy of Benadjila, Kim

and Guo(original document parameters)
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Fig.4 Four types of CNNSCA guess entropy of Benadjila, Kim

and Guo(all epochs are 75)

ME 4 FTH L 1% 3T Alex B9 CNNSCA A5 I 45 A1 L B 3
BT IS, Uk S Ao R R S M0 AR B CNINSCA 7 35 7T
S B B AR P B .

3.2.3 BERFBERMWZHIERE

SCEY 3 TESLEG 2 MY FERE 1o 1 A S0 B0 4R VR v 3
WP E — 2 55 B AR T TR VRS I s B0 e R R e L 2 DL 4
MG B 0 7 3 A7 BRI 25 2 o 0 A s e F BT L XL
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rank
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