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Review of Privacy-preserving Mechanisms in Crowdsensing

LI Li' ,HE Xin** and HAN Zhi-jie®
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3 School of Software, Henan University, Kaifeng, Henan 475004, China

Abstract In recent years, the rapid popularity of intelligent terminals has greatly promoted the development of crowdsensing
service paradigm,which integrates data collection, analysis and processing. As a necessary base to ensure the safe operation of
services and encourage the participation of sensing users, privacy-preserving has become the primary issue to be solved. This pa-
per presents the state-of-the-art in privacy-preserving mechanisms for crowdsensing service. After describing its main compo-
nents, this paper discusses the definition and metrics of privacy-preserving from the view of crowdsensing’s whole life cycle. The
privacy-preserving mechanisms designed in literatures are analyzed and discussed according to different stages in crowdsensing’s
whole-life-cycle,and the experimental datasets used in literatures are given. Finally, Future research challenges are proposed based
on the development of crowdsensing and global regulatory requirements for privacy-preserving.
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(1. Dk-anonymous (1. 2)pseudonym

(2. 1) homomorphic encryption (2. 2) Secure Multi-party Computation
(2. 3) zero-knowledge proof (2. 4) signeryption et al. (2. 5) group
signature (2. 6) asymmetric encryption (2. 7) proxy re-encryption
(2. 8)hash function

(3. D differential privacy

(4, D reputation management (4. 2) privacy level (4. 3)secure protocol
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Table 2 Metrics of literature’s privacy-preserving mechanism
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